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Minutes of the Audit, Risk and Improvement Committee Meeting held on 8 October 2019

Present

Andrew Hannan — Chair, Natasha Bourke, Mitchell Fleming, Cr Rowena Abbey and Councillors Rowena
Abbey and Allison Harker

Also present were the Acting General Manager — Chris Berry, Director of Finance and Corporate Services —
Mark Eady, Financial Accountant - Sarah Donnelly, Corporate Planning & Executive Support Officer —
Shirree Garland

NSW Audit Office - Dominika Ryan, Deloittes - Dana Utesheva and Sanket Raje via conference call

1. Welcome

2. Apologies

Apologies were received from Bruce Papps.

3. Declaration of Conflict of Interest

Nil

4. Confirmation of Minutes

RESOLVED that the minutes of the Audit, Risk and Improvement Committee Meeting held on 03
September 2019, copies of which had been circulated to all members, be taken as read and confirmed.

(Harker/Fleming)

5. Business Arising

The meeting was advised that the Internal Auditor has been filled, the successful applicant will commence
at the beginning of November.

6. Director of Finance & Corporate Reports

6.1 DRAFT ANNUAL FINANCIAL STATEMENTS FOR THE YEAR ENDED 30TH JUNE 2019

. SUMMARY

Presenting draft annual financial statements for review.

RESOLVED that the Committee notes the draft annual financial statements for the year ended
30 June 2019.

(Bourke/Fleming)

7. General Manager Reports
Nil

8. Confidential Matters
Nil
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9. Next Meeting

Date of next meeting to be advised.

The meeting closed at 6.49 p.m.
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Audit, Risk and Improvement Committee Meeting 31 March 2020

3. EXTERNAL AUDIT

SUMMARY

The Audit Office of NSW has completed the Financial Statement Audit for the financial year ended 30 June
2019 and has issued a Final Management Letter to Council for consideration of the Audit, Risk and
Improvement Committee.

RECOMMENDATION
That the:

1. The Committee recevies and notes the Final Managemenet Letter issued by the NSW Audit Office on
the Financial Statement audit completed for the financial year ended 30 June 2019.

2. The Committee endorses management responses addressing the audit matters identified in the Final
Management Letter issued by the NSW Audit Office.

FINANCIAL IMPLICATIONS
Nil

POLICY & LEGISLATION

Nil

REPORT

1. Background

The Audit Office has issued the Final Management Letter (Attachment A) to Council for the audit
conducted by Deloitte Touche Tohmatsu on behalf of the Audit Office for the financial year ended 30
June 2019.

2. Final Management Letter

The Final Management Letter identifies 5 (five) new audit matters observed during the audit of the
2018/2019 Financial Statements.

The matters identified are assessed by the Audit Office as low to moderate risk to Council. Management
response has been provided for all new matters identified within the attached Final Management Letter.

Pleaese refer below for the summary of audit matters observed during the audit of the 2018/2019
Financial Statements.

Issue Detail Likelihood Consequence Risk assessment
1 Fixed assets reconciliation Possible Medium Moderate

2 Asset useful life discrepancy Likely Low o Low

3 Unrecodnised Crown land assets Likely Low o Low

4 Valuation of investment properties Possible Low o Low

5 Credit card expenses after termination Possible Low o Low
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Audit, Risk and Improvement Committee Meeting 31 March 2020

The Final Management Letter also considers the status of matters raised in previous audits and notes
that:

e  Six (6) matters have been resolved
e One (1) matter is being addressed and will be resolved by December 2020.

Please reer to below table for the status of audit matters identified in prior audits.

Prior issues Risk Bcsescsment of action taken Recommendation
raised assessment

201819 Interim Management Letter

Inadequate Moderaie Matter is being addressad. Finance team  Matter is expectad fo be
review of changes has determined that it would be mare addreszad

o supplier master appropnate for the staff mmember in CFO by December 2020,

file role to perform this review. As such, the

contmol procedurs will b2 implemented
upon the assignment of the new CFO.

Absence of the Moderate Matter has besen addressed. Review of Mil as matter addressed.
review of land land valuation reconciliation process was
valuation reinstated.

reconciliation

Absence of the Moderate Matter has been addressed. Electronic Mil as matier addressad.
gifts and bensfits register of gifis and benefits declarations

declarations is now being maintained by the internal

register audit

201M7-18 Interim and Final Management Letters

Infrastructure, Moderate Matter has been addressed. The sournce Mil a5 matier addressed.
property, plant documents and fixed assets register were
and equipment provided on timme.
documentation
Bank signatories @ Laonwr Matter has besn addressed. Terminated Mil as matier addressed.
employees’ bank signatones have besn
removed.
Mew accounting hodsrste Matter has been addressed. The Council  Mil a5 matier addressed.
standards not yet has prepared accounting position papers
effective supporting gualitative and quantitative
disclosures of the impact of AA5Bs 15,
1058, 18 and 8.
Limited oversight @ Lo Matter has besn addressed. The regular  Mil as matier addressed.
over [T staff with review of privileged access audit logs is
SUpST USEr SC0esS now performed by Mark Eady, Director.

ATTACHMENTS: A. Final Management Letter §
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External Audit
Attachment A Final Management Letter

CO

audit
office

OF NEW SOUTH WALES

Ms Rowena Abbey Cantact: Dominika Ryan

\h{dayo:} oy C ' Phane no: 02 9275 7336
ass Valley Counci .

208 Comur Street Our ref: D1925039/1813
YASS NSW 2582

23 March 2020
Dear Mayor

Management Letter on the Final Phase of the Audit
for the Year Ended 30 June 2019

The final phase of cur audit for the year ended 30 June 2019 is complete. This letter outlines six new
matters of governance interest | identified during the current audit. We also considered the status of
matters raised in the previous audits and have noted:

. six matters have been resolved
. one matter is. being addressed and will be resolved by December 2020.

| planned and carried out my audit to obtain reasonable assurance the financial statements are free
from material misstatement. Because my audit is not designed to identify all matters that may be of
governance interest to you, there may be other matiers that did not come to my atiention.

For each matter in this letter, | have included my observations, risk assessment and recommendations
based on my understanding of your business. Management should make its own assessment of the
risks to the Councill.

| have kept management informed af the issues included in this letter as they have arisen. A formal
draft of this letter was provided on 6 January 2020. This letter includes management's formal
responses, the persen responsible for addressing the matter and the date by which this should be:
actioned.

As soon as practicable, | recommend you nominate an individual or establish a committee to monitor
and report on progress.

The Auditor-General may include items. listed in this letter in the Report to Parliament.

Level 19, Darling Park Tower 2, 201 Sussex Street, Sydney NSW 2000
GPO: Box 12, Sydney NSW 2001 [ £02 9275 7100 | f 02 9275 7200 | mail@audit. nsw.gov.au | audit.nsw.gov.au
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Attachment A Final Management Letter

If you would like: ta discuss any of the matiers raised in this letter, please contact me on 0428 904 890
or Stewart Thompson, Deloitie Western Sydney on 02 9480 6660.

Yours sincerely

Dominika Ryan
Director, Financial Audit Services

cc: Mr Chris Berry, General Manager
Mr Andrev Hanman, Chair of Audit, Risk and Improvement Committee
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Attachment A Final Management Letter

CO

audit
office

Final management
letter

for the year ended 30 June 2019

Yass Valley Council

FINANCIAL AUDIT




External Audit
Attachment A Final Management Letter

Our insights inform and challenge government; fo- improve outcomes: for citizens:

auditoffice

OF NEW SOUTH WALES

We have rated the risk of each issue as ‘Extreme’, ‘High', ‘Moderate’ or ‘Low’ based on the likelihood

of the risk occurring and the consequences if the risk does occur.

The risk assessment matrix used is consistent with the risk management framework in TPP12-03 ‘Risk

Management Toolkit for the NSW Public Sector’.

This framework miay be used as better practice for councils.

Low

Almost certain

Likely

LIKELIHOOD

Possible

Rare

CONSEQUENCE

The risk level is a combination of the consequences and likelihood. The position within the matrix

corresponds to the risk levels below:.

RISK LEVELS MATRIX REFERENCE

0 Extreme: E

© Hion: H
Moderate: [

o Low: L
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External Audit

Attachment A Final Management Letter

Our insights inform and challenge government: fo- improve outcomes: for eitizens

auditoffice

OF NEW SOUTH WALES

For each issue identified, | have used the consequence and likelihood tables from TPP12-03 fo guide

our assessment.

Consequence levels and descriptors

Consequence level

Very high

High

Medium

Low

Consequence level description

«  Affects the ability of your entire entity to achieve its objectives and may require

third party intervention;

«  Arises from a fundamental systemic failure of governance pracfices andfor

internal controls across the entity; or

*  May result in an inability for the auditor to issue an audit opinion or issue an

unqualified audit opinior.

«  Affects the ability of your entire entity to achieve its objectives and requires
significant coordinated management effort at the executive level;

= Arises from a widespread failure of governance pracfices and/or internal
controls affecting mest parts of the enity; or
*  May result in an inability for the auditor to issue an unqualified audit opinian.

+  Affects the ability of a single business unit in your entity to achieve its
objectives but requires management effort from areas outside the business

unit; or

= Arises from ineffective governance pracfices andfor infernal condrals affecfing

several parts of the enfity.

+  Affects the ability of a single business unit in your entity to achieve its
objectives and can be managed within normal management practices

+  Arises from isolated ineffective governance practices andlor internal controls

affecting a small part of the entity.

Likelihood levels and descriptors

Likelihood level

Almost certain

Likely

Possible

Rare

Frequency

The event is expected to occur in most
circumstances, and frequently during the
year

The event will probably eccur once during
the year

The event might eccur at some time in the
next five years

The event could eccur in exceptional
circumstances.

Probability

Kore than 99 per cent

Klore than 20 per cent and up to
99 per cent

Klore than 1 per cent and up to
20 per cent

Less than 1 per cent
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External Audit
Attachment A Final Management Letter

Our insights inform and challenge government: o improve outcomes for eitizens

audifoffice

OF NEW SOUTH WALES

Summary of issues

Issue Detail Likelihood Consequence Risk assessment
1 Fixed assets reconciliation Possible Medium Moderate

2 Asset useful life discrepancy Likely Low o Low

3 Unrecognised Crown land assets Likely Low o Low

4 Valuation of investment properties Possible Low 0 Low

5 Credit card expenses after termination Possible Low o Low
Appendix

Review of Matters Raised in Prior Years
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External Audit
Attachment A Final Management Letter

auditoffice
Our insights inform and challenge government: fo- improve outcomes: for eitizens OF MEW SOUTH WALES
Issue 1: Fixed assets reconciliation
Likelihood Consequence Systemic issue Category Risk assessment
Possible Medium No Operational Moderate

Observation

The Council currently performs the recanciliation of asset balances between the fixed assets module and
general ledger once per annum, at 30 June.

Council advised the reconciliation was: not finalised prior to the commencement of the audit due fo the
resignation of responsible staff and the: transition to the Magiq system.

This observation has net resulted in any misstatements and the reconciliation performed by the Council for
30 June 2019 was provided to the audit team on request during the final audit.

Implications

The accuracy and completeness of fixed assets data may be compromised. Issues such unrecorded asset
additions, disposals, transfers and other movements may not be detected and resolved in a timely manner
resulting to misstatements in the financial statements particularly infrasfructure, property, plant and equipment.

Recommendation

We recommend management perfornt the reconciliation of the fixed assets register and the fixed assets
module to the gemneral ledger more frequently and consider the feasibility of performing the reconciliation
monthly.

Management response

Agree

Reconciliation ofl F&R and the fixed assets module to the general ledger is undertaken on an annual basis
during the preparafion af the annual financial statements. This process was still underway at the
commencement of audit as a result of key staff departures and was completed during the audit process. When
appointed, Couneil's €FO will take the lead in a review of fixed assets and related control activities with a view
to quarterly reconciliation of fixed assets in line with existing Council reporting.

Person responsible: Date (to be) actioned:

Sarah Donnelly, &eting CFO June 2020
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External Audit
Attachment A Final Management Letter

audifoffice
Our insights inform and challenge government: fo- improve outeomes for citizens OF MEW SOUTH WALES
Issue 2: Asset useful life discrepancy
Likelihood Consequence Systemic issue Category Risk assessment
Likely Low No Operational Q Low

Observation

Our review of fixed asset registers (FARs) found that there is a discrepancy between the useful life detailed in
them and the useful life disclosed in the asset accounting policy. The FARs that contain these discrepancies
are following:

+ vehicles FAR - contains useful life: figures ranging between three fo four years, whereas in the asset
accounting policy the useful life ranges between five fo eight years

+ unsealed roads FAR - contains usefil [ife figures ranging between 75 to 80 years, whereas in the asset
accounting policy the useful life is 20 years.

Discrepancies im useful lives noted above: did not result in material misstatements, and all those misstatements
were corrected by fhe Council.

Implications

Incarrect useful lives may be applied fa assets which could result in material misstatements in depreciation
expenses.

Although current year audit did not idenitify any material misstatement, inaccurate application of useful lives
might cause matesial erFors in subseguent periods due to incorrect useful lives applied to material asset
additions or dispesals.

Recommendation

We recommend management review and update the asset policy to reflect operational reality of the Council.

Council should strengtfren controls over periodic review of useful lives in the system to ensure consistency with
the accounting palicy.

Management response

Agree

Asset useful lives. are reviewed and updated in the fixed asset register regutarly at times of revaluation,
whether desktop: er exfermal. Updating of the wording in the annual financial statements to reflect these
changes in the fixed asset register was undertaken during audit and will be reviewed annually.

Person responsible: Date (to be) actioned:

Sarah Donnelly, Acting CFO Actioned
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External Audit
Attachment A Final Management Letter

auditoffice
Our insights inform and challenge government: o improve outcomes: for citizens OF NEW SOUTH WALES
Issue 3: Unrecognised Crown land assets
Likelihood Consequence Systemic issue Category Risk assessment
Likely Low No Operational Q Low

Observation

We have reviewed the Crown land lisfing obtained from the Department of Planning, Industry and
Environment's (the Department) Crown Land Information Database (CLID) as at 1 July 2019. Qur review
identified four land plots with fhe fotal area size of 56,082.13 square meters and value of $543,997 that were
not recognized by the Council. Caonsistent with previous years, Council only recognized the Crown asset
acquisition and movements based oni information received from auditors.

Our review also found four instances. where an area of Crown land recognized in Council's fixed assets register
has changed from prior year. On overall basis, land area size has increased by 2,395.76 square meters and
the value has increased by $232,389. However, such change has not been appropriately reflected in the fixed
assets registers.

Discrepancies noted above did not result in material misstatements: of infrastructure, property, plant and
equipment balance.

Implications

Unrecognised Crown land and discrepancies in areas may result in understatement of assets recorded in
Council's financial statements.

Recommendation

We recommend management:
+  perform periodic review of Crowni land listing from the Depariment's CLID

+  liaise with the: Department to confirmi if unrecognised assets identified during the review should be
recorded in the Council’s financiall statements

* ensure land area of all Crown land currently recognized by the Council corresponds to data in Crown land
listing.

Management response

Agree

A review of crown tand asset recognition will be undertaken as part of a wider review of the management of the
fixed asset register with an emphasis on establishing a process for the ensuring the receipt of data from the
Crown Land Informafion Database.

Person responsible: Date (to be) actioned:

Sarah Donnelly, Financial Accountant June 2020
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External Audit
Attachment A Final Management Letter

audifoffice
Our insights inform and challenge government: fo- improve outcomes: for eitizens OF MEW SOUTH WALES
Issue 4: Valuation of investment properties
Likelihood Consequence Systemic issue Category Risk assessment
Possible Low No Operational o Low

Observation

Our review of the: valuation of investment properties noted that the last comprehensive revaluation of
investment properties took place at 30 June 2017. No subsequent valuation exercise was undertaken by the
Council. The Council's accounting palicy specifies that fair value medel is followed in subsequent measurement
of investment preperty. Under the fair value medel, investment property should be revalued every year due fo
the specific nature. of property (i.e. assets held for purposes of earning rentals rather than being used within the
normal course of aperations).

We note that the patential increment ar decrement in fair value of the investment properties held by the Council
is unlikely to be material considering the carrying amount at 30 June 2019 is only $3,900,000.

Implications

Insufficient frequency of investment property revaluation may lead to carrying value not reflecting fair value of
those assets.

Although the observation is unlikely fo result in a material error, the expectafion is that the annual revaluation of
investment properties will ensure compliance with the Council's accounting policy and with the OLG Code.

Recommendation

We recommend management perform an annual review of the fair value of investment properties to verify that
the carrying amaount.is not materially different from fair value.

Management response
Agree

An annual external revaluation of Council’s investment property will be undertaken from 2019-20.

Person responsible: Date (to be) actioned:

Sarah Donnelly, Acting CFO Process commenced for 2019-20
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auditoffice
Our insights inform and challenge government: fo- improve outcomes: for eitizens OF MEW SOUTH WALES
Issue 5: Credit card expenses after termination
Likelihood Consequence Systemic issue Category Risk assessment
Possible Low No Operational Q Low

Observation

During our testing of eredit card experises, we have noted two instances where credit card accounts were kept
open after termination of staff members. Management advised that the credit card accounts were kept open
until new cards were organised for replacement staff because ongoing recurrent charges required by the Visitor
Information Centre were set up to be paid from those cards.

Furthermore, we've: noted ane instance where a terminated worker's credit card expense totalling $195.70
related to an online: subscripfion payment has remained unapproved for more than three months.

Implications

There is a heightened risk that unauthorised use of credit cards may go undetected.

Delay in processing of expenses of terminated staff mighit be indicative of insufficient control procedures over
the credit cards expense approvals. This increases the risk of unauthorized fransactions.

Recommendation

We recommend management enhance controls over the review of active credit card expenses on terminated
employees' accounts to mitigate the risk of unauthorised use of credit card accounts.

The Council should &im to reduce the processing time between employee termination and credit card
deactivation.

Management response
Agree

Council has existing controls in place te limit this circumstance to minimal instances where an essential
business need has been identified. This process will be further tightened to require all such instances be
authorised by the: CFO for one month and if required, by the relevant Director for an additional one menth
(maximum 2 months].

Person responsible: Date (to be) actioned:

Sarah Donnelly, Acting CFO June 2020
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Attachment A Final Management Letter

Our insights inform and challenge government: fo- improve outcomes: for eitizens

auditoffice

OF NEW SOUTH WALES

Appendix

Review of matters. raised in prior year management letters

The issues in this: appendix were raised in previous management letters. For each of these issues, |

have determined:

. how management has addressed the issue in the current year
. what management still needs to do to address unresolved issues.
Prior issues Risk Assessment of action taken

raised assessment

2018-19 Interim Management Letter

Inadequate
review of changes
to supplier master
file

Moderate

Absence of the
review of land
valuation
reconciliation

Moderate

Absence of the
gifts and benefits
declarations
register

Moderate

Matter is being addressed. Finance team
has determined that it would be mare
appropriate for the staff member in CFO
role to perform this review. As such, the
control procedure will be implemented
upon the assignment of the new CFO.

Matter has been addressed. Review of
tand valuation reconciliation process was
reinstated.

Matter has been addressed. Electronic
register of gifts and benefits declarations
is now being maintained by the internal
audit.

2017-18 Interim and Final Management Letters

Infrastructure,

property, plant
and equipment
documentation

Moderate

Bank signatories

o Low

New accounting
standards not yet
effective

Moderate

Limited oversight.
over [T staff with
SUper user access

o Low

Matter has been addressed. The source
documents and fixed assets register were
provided on time.

Matter has been addressed. Terminated
employees’ bank signatories have been
removed.

Matter has been addressed. The Council
has prepared accounting position papers
supporting qualitative and quantitative
disclosures of the impact of AASBs 15,
1058, 16 and 9.

Mafter has been addressed. The regular
review of privileged access audit logs is
now perfarmed by Mark Eady, Director.

Recommendation

Matter is expected to be
addressed
by December 2020.

Nil as matter addressed.

Nil as matter addressed.

Nl as matter addressed.

Nil as matter addressed.

Nil as matter addressed.

Nil as matter addressed.
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4. GENERAL MANAGER'S REPORT

SUMMARY

This report serves to inform the Audit, Risk and Improvement Committee of key ongoing Council matters for
the quarter ending 31 March 2020.

RECOMMENDATION

The Committee receives and notes the verbal update from the General Manager.

FINANCIAL IMPLICATIONS
Nil
POLICY & LEGISLATION

Local Government Act 1993

REPORT
General Manager is to provide a verbal report to the Committee on the following Council matters:
1. Council pandemic response
2. Organisational re-alignment
Please refer to the updated organisational chart at Attachment A.

3.  Winding up of Home Living Support Services

ATTACHMENTS: A. YVC Organisational Chart §
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General Manager's Report
Attachment A YVC Organisational Chart

Yass Valley Council March 3, 2020
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tfarch 3, 2020
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Attachment A YVC Organisational Chart

Yass Valley Council

tfarch 3, 2020
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Audit, Risk and Improvement Committee Meeting 31 March 2020

5.  RISK MANAGEMENT

SUMMARY

This report serves to inform the Audit, Risk and Improvement Committee of Risk Management activities
and developments for the quarter ending 31 March 2020. This includes:

e General risk management update
e Business Unit Risk Register presentations
e New Position Description: Coordinator Risk Management

RECOMMENDATION
That the:
1. Committee receives and notes the Risk Management Update.

2. Committee receives and notes the “Critical Risks” and “High Risks” identified for the Finance and E&H
Business Units.

3. The Committee endorses the proposed Coordinator Risk Management position.

FINANCIAL IMPLICATIONS
Nil
POLICY & LEGISLATION

° Local Government Act 1993

e  Risk Management Framework

REPORT
1. Risk management update

On 3 September 2019 the Committee was presented with a first-pass revision of the Enterprise Risk
Register as part of a revision process of Council’s risk management framework. It was noted then that:

e Risk ownership by the organisation’s operational management has yet to be fully achieved

e There is a need for further engagement and transfer of ownership to operational management of
Council

e Risk Management harmonisation needs to be achieved with partnering councils.

For the quarter ended March 2020, Manager of Audit, Risk and Improvement has sought to address the
challenges identified above by undertaking the following risk management activities:

o |dentified key activities to be completed as part of the Risk Management Framework revision process

e Simultaneously engaged in a Risk Management Framework review across the partner councils of
Goulbrun Mulwaree and Upper Lachlan Shire to create efficiencies through common risk themes,
shared knowledge and risk management tools

e Engaged the Council’s operational management through one-on-one consultation sessions and
assisted the business units in drafting the Business Unit centric Risk Registers for the following
Business Units:
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Finance
Environment and Health
Development Control
Strategic Planning
Media and Communications
Organisational development
Tourism and business
ICT
Library Services

. Customer Services

. Water and Wastewater

. Engineering Services

. Contract services

. Facility & Waste Assets

. Recreational assets

. Maintenance Services

LN WNE

e o e Sy e
a bk, WwWNEFEO

e Facilitated Risk Rating group sessions with the following Business Units:

1. Finance
2. Environment and Health

e |n progress of embedding risk management into all aspects of the Council, including decision making
processes by setting expectations with operational management and requiring risk tracking on all
identified “Critical Risks” and “High Risks” at the business unit level at Executive Management Team
meetings and ARIC meetings.

2. Business Unit Risk Register presentation

Second pass Risk Registers have been completed for the Finance and Environment and Health business
units.

“Critical Risks” and “High Risks” identified are presented by the risk owners for Committee review,
discussion and status tracking. Please refer to the following attachments:

e BU Risk Register — Finance (Attachment A)

e BU Risk Register — Environment and Health (Attachment B)

3. Coordinator Risk Management

The Director of Corporate and Community Services is seeking to provide support to the Executive
Management Team in implementing the Councils Risk Management Framework with an addition of the
‘Coordinator of Risk Management’ position to the directorate.

A position description is attached for Committee review and discussion (Attachment C).

ATTACHMENTS: A. BU Risk Register - Finance {
B. BU Risk Register - Environment and Health §
C. Position Description - Coordinator Risk Management [
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5.

Risk Management

Attachment A BU Risk Register - Finance
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Attachment A BU Risk Register - Finance

e = == T ==
ooy St e b
ranapers k
Pagecrgpeoms
b h
Brecseas. prasng
3 . 4
g
pere e sk plae eFCanit. N
e
b byt e
Fss o v z T SE Y W ]
aenasey St k i
oumitgrresig [p————"
o h
B ek oot e et grasane ot
bt e
. Lackcf ot and e sugpering
evssmrtstrmrir mmsspret
Yoremad — g i 7 2=
Koy St " 3 b
Bttt meireme. e Scutstonebdrmmge
b atmad e o ance s b nancabpenates
k
St E fumrimicy
oy Kz st and e, fivformaiien Tecnology. <M et iona: nmay S| famcar Caruain (5
Y ket b ;
Fecmrtre hane. i k .
Jorw s mere requremes: e —r——
L o g s st M bl (4 Pl
a5, por
-~ k -
4 i
oy At minives il
b B
Prutiromng s,
ez . T 2=
oy St b
n I
s ect s, st g marpEent 1 Lo e e
e iy It Somc ol evtesrone
. gh sl samaverr k tauar
et
Sussasgsmicg
T Formwred = = Firreeesernibr ]
ey St b e g o th A et [ Farcid s
k
. e
o b et =gt ot e e
b K tows ot i &
g ememte o=t e
e e et
- Lsckcf e g e th e
e
i Bt = = & ==
oy s, iy b W oppoctuies s it ransge=ent
B
i R X e
P ek Foyss b i iy
b Fous B ik g e sl sime |1 Adarsa st fndngs
ot — Py tom ottt o orcm et
" Fndibresariog
s s o T == = o
Erremmyterion. : 4
[ b Lo of bl o
b ot n g marge e, gt segrepd oo e R Francatloes.
Lok oo oo reimerting. [ oo i g
e
[ L o st e rogding e
pescar bl and ciecthesof i Enane
Wscems it
o e
ik
e s - o T
[, benabtnd e k b s
Jengtv s [y —
Y ————— b b crmin e
oy o
A—— (Fpe—-———
[t ey o e et
e
B Cobumeri o comcion

Status Reports — Page 28 of 283



5.

Risk Management

Attachment B BU Risk Register - Environment and Health
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5. Risk Management
Attachment C Position Description - Coordinator Risk Management

yass valley council

the country the people

Position Description
Coordinator Risk Management

Classification/Band Grade XX / Band X, Level X

Council Overview
Yass Valley offers a great country lifestyle in close proximity to Canberra and only two and a half hours

drive from Sydney. It provides a diverse rural and natural setting, heritage towns and villages, and relaxed
lifestyle opportunities, all with easy access to the rich sporting, cultural and educational opportunities
across the region. The main town servicing the local government area is Yass with the towns and villages
of Murrumbateman, Binalong, Bookham, Bowning, Gundaroo, Sutton, and Wee Jasper supporting the
outlying areas, including those in close proximity to the ACT.

Council Vision
To build and maintain sustainable communities while retaining the region’s natural beauty.

Division Overview

The Corporate and Community Services Division of Yass Valley Council aims to both: support the effective
delivery of sustainable Council Services; and lead the economic, community and environmental outcomes
needed for a thriving community. For more information, go to www.yassvalley.nsw.gov.au

Primary Purpose of the Position

Provides effective leadership and assurance for the day to day management of risk and insurance across
all Council operations including the oversight of work health and safety risk. This role delivers programs
and projects to improve the management of risk at Council.

Key Accountabilities

e Implement and coordinate the day to day operation of Council’s Enterprise Risk Framework

e Ensure Council’s compliance with Workplace Health and Safety legislation

e Manage all insurance relationships and claims processes across all Council with regard to operational
risk

e Implement and coordinate the operation of risk related register across Council

e Implement and coordinate the operation of business continuity plans across Council

e Implement and coordinate the management of workplace incidents across Council including
investigation
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5. Risk Management
Attachment C Position Description - Coordinator Risk Management

Key Challenges

e Influencing and implementing change across a diverse workforce to achieve governance objectives
e Ensuring decisions about risk are evidence based and are in the context of the operating environment

Key Internal Relationships

Who Why

Executive Management Team Advice provided to the Executive must be reliable and trusted

Manager Risk Audit & Improvement Both are key roles for the management of risk

Key External Relationships

Who Why

SafeWork NSW Effective liaison is required for the management of workplace matters

StateWide Mutual This role will be the key contact point with our insurer and their managing
agent JLT

Key Dimensions

Decision making

The incumbent has the authority to take any reasonable steps to ensure the achievement of agreed
objectives set out in the relevant business plan. The role has delegations from the General
Manager as set out in an instrument of delegation. All decisions must be in accordance with
legislation and Council policies and procedures. Decisions should also be consistent with the
objectives of Council’s strategies and plans.

All staff have the power to stop work in circumstances that are deemed an immediate risk to health
and safety until a satisfactory resolution is agreed and implemented.

Reports to

Director Corporate and Community Services

Audit Risk and Improvement Committee (on an exception basis)

Direct reports
Risk Officer

Indirect reports
Nil
Budget (operating and capital expenditure)

Nil. The budget will be managed at the next level of management.

Essential Requirements
. Tertiary qualifications at a minimum certificate level 4 in a relevant discipline and/or demonstrated
experience in a similar role
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Attachment C Position Description - Coordinator Risk Management

Excellent demonstrated interpersonal skills, including high-level facilitation, consultation,
negotiation and presentation skills

Highly developed written skills including the ability to prepare quality reports
Demonstrated experience in developing and implementing programs to achieve change

A current driver's licence for light vehicles
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5. Risk Management
Attachment C Position Description - Coordinator Risk Management

Capabilities for the role
The Local Government Capability Framework describes the core knowledge, skills and abilities expressed

as behaviours, which set out clear expectations about performance in local government: “how we do

things around here”. It builds on organisational values and creates a common sense of purpose for elected

members and all levels of the workforce. The Local Government Capability Framework is available at

https://www.lgnsw.org.au/capability

Below is the full list of capabilities and the level required for this position. The capabilities in bold are the

focus capabilities for this position. Refer to the next section for further information about the focus

capabilities

Local Government Capability Framework

e

Results

Capability Group Capability Name Level

Manage Self Adept

Display Resilience and Adaptability Adept

Act with Integrity Adept

Personal attributes Demonstrate Accountability Adept
Communicate and Engage Adept

Community and Customer Focus Adept

Work Collaboratively Adept

Relationships Influence and Negotiate Adept
Plan and Prioritise Adept

Think and Solve Problems Adept

Create and Innovate

Intermediate

Deliver Results

Adept

Resources

Finance

Intermediate

Assets and Tools

Adept

Technology and Information

Intermediate

Procurement and Contracts

Intermediate

Workforce Leadership

Manage and Develop People Adept
Inspire Direction and Purpose Adept
Optimise Workforce Contribution Adept
Lead and Manage Change Adept
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5. Risk Management

Attachment C Position Description - Coordinator Risk Management

Focus capabilities

The focus capabilities for the position are those judged to be most important at the time of recruiting to

the position. That is, the ones that must be met at least at satisfactory level for a candidate to be suitable

for appointment.

Local Government Capability Framework

Group and Capability Level

Behavioural Indicators

Personal Attributes Adept
Demonstrate Accountability

Is prepared to make decisions within own level of
authority

Takes an active role in managing issues in the team
Coaches team members to take responsibility and
follow through

Is committed to safe work practices and manages work
health and safety risks

Identifies and manages other risks in the workplace

Relationships Adept
Work Collaboratively

Contributes to a culture of respect and understanding
in the organisation

Creates an atmosphere of trust and mutual respect
within the team

Builds cooperation and overcomes barriers to sharing
across teams/units

Relates well to people at all levels and develops
respectful working relationships across the
organisation

Identifies opportunities to work together with other
teams/units

Acts as a resource for other teams/units on complex or
technical matters

Results Adept
Plan and Prioritise

Consults on and delivers team/unit goals and plans,
with clear performance measures

Takes into account organisational objectives when
setting and reviewing team priorities and projects
Scopes and manages projects effectively, including
budgets, resources and timelines

Manages risks effectively, minimising the impacts of
variances from project plans

Monitors progress, makes adjustments, and evaluates
outcomes to inform future planning

Results Adept
Deliver Results

Takes responsibility for the quality and timeliness of
the team's work products

Ensures team understands goals and expectations
Shares the broader context for projects and tasks with
the team

Identifies resource needs, including team, budget,
information and tools

Allocates responsibilities and resources appropriately
Gives team members appropriate flexibility to decide
how to get the job done
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Attachment C Position Description - Coordinator Risk Management

Local Government Capability Framework

Group and Capability Level

Behavioural Indicators

Workforce Leadership Adept
Manage and Develop People

Seeks to understand the individual strengths,
weaknesses, goals and concerns of team members
Defines and communicates roles and responsibilities
and sets clear performance standards and goals
Coaches team members to help improve performance
and development

Regularly discusses performance with team members
and provides accurate, constructive reviews
Identifies suitable learning opportunities, including
stretch assignments, based on individual needs,
interests and goals

Addresses team and individual performance issues,
including unsatisfactory performance, in a timely and
effective way
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6. FINANCIAL MANAGEMENT

SUMMARY

This report serves to inform the Audit, Risk and Improvement Committee of the Financial Management
matters for the quarter ending 31 March 2020 including:

) Council Investments
) Council Loans

e  Proposed Budget FY20/21

RECOMMENDATION

That the:

1. Committee receives and notes the position of Council Investment as at 29 February 2020.
2. Committee receives and notes the status of Council Loans as at 29 February 2020.

3. Committee endorses the Proposed Budget for Financial Year 2020/2021.

FINANCIAL IMPLICATIONS
Nil

POLICY & LEGISLATION

e [local Government Act 1993

e Local Government General Regulation 2005

e Investment Policy

REPORT
1. Comments on Economic Climate

Interest rates were reduced to 0.25% at the RBA’s March meeting. Market developments are occurring
against a backdrop of uncertainty regarding policy response to COVID-19. There has been heightened
uncertainty around short term global growth and loss of confidence. Central banks are stepping in to
provide liquidity, which may need to be increased if conditions continue to deteriorate. Liquidity in
corporate bond markets is more challenged at the moment. When financial markets become so volatile
and erratic, market liquidity often dries up as investors hold back and market makers retreat. If the
global economy does fall into recession, credit markets will come under more pressure.

2. Council Investments
Valuations of Council investments are detailed in Attachment A.

Details of investment compliance with Council’s Investment Policy are provided in the tables below.
Excess funds held in the NAB working account have been transferred to Council’s investment account
with TCorp during March 2020.

A recent valuation has seen the market value of Hawthorn increase to $4,350,000.
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Table 1 - Exposure by Credit Rating Type as at 31 January 2020

S&P Rating (or equivalent) Exposure Maximum % Invested per Policy
Al+/AAA Nil 100%

Al/AA 73.96% 100%

A2/A Nil 60%

A3/BBB 6.05% 30%

N/A 19.99% Note 1

Note 1 — The TCorp Strategic Cash Facility is an allowable investment under the Ministerial Order.

Table 2 — Exposure to Single Institutions at 29 February 2020

Institution S&P Rating (or equiv) Exposure Max Exposure per Policy
NAB A1/AA 45.00% 50%

IMB A3 6.05% 30%

CBA Al/AA 28.96% 50%

TCorp N/A 19.99% Note 1 above

3. Council Loans

Council has four loans with an estimated 29 February 2020 value of $17.387M. It should be noted that
there may be small balance variations as current balances are based on indicative payment schedules.
The table below provides loan details at 29 February 2020. Indicative repayments for 2019/20 are shown
for both principal and interest for all current loans. Balances will not change on a monthly basis as the
most frequent repayment cycle is quarterly. The NSW Treasury interest free loan sourced for the raising
of the dam wall has been completed with the final payment of $750k having been made in

December2019.
Current Balance Interest rate Comment Principal 2019/20 | Interest 2019/20
To be fully repaid
o £
General Loan $834,638 5.91% fixed in 2020/21 S 645,058 | S 53,967
Sewer - CBA Loan for Sewer . Payable over 20,
$4,027,201 4.82% fixed years, fully repaid| $ 168,053 | S 195,684
Infrastructure .
in 2035/36
Water — NSW Treasury Loan %0 Int tf FULLY REPAID S 750,000 | $
nter r -
for Dam wall erestiree December 2019 !
Total loan over 30
years. Fixed rate
. period of 10 years
Water — NAB Dam wall $9,024,165 6.96% fixed S 250,019 | $ 665,199
to 2022, to be
renegotiated at
that time.
Water - Yass to p bl 10
Murrumbateman water $2,263,730| 2.55%fixed | 2Y2O COVE $ 215,714 | $ 59,786
ears.
supply (Tcorp) ¥
Water main and pum Payable over 10
. pume $1,236,883 2.55% fixed y S 117,864 | S 32,666
station upgrades (Tcorp) years.

4. Proposed Budget

Proposed Budget for the Financial Year 2020/2021 has been prepared by Sarah Donnelly (Acting, Chief
Financial Officer) and is presented to the Committee in Attachement B for review and discussion.

ATTACHMENTS:

A. Investment Valuation Report [

B. Proposed Budget FY20/21 §
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Financial Management

Attachment A Investment Valuation Report

Short Term Investments (Cash Accounting) as at 29 February 2020

Interest $
Investment Type Par Value $ Market Value $ Maturity Rate July 19 to June 20
Cash Working Accounts
NAB Working Account 9,742,872.67 9,742,872.67 n/a 0.50% 40,237.52
9,742,872.67 9,742,872.67 40,237.52

Term Deposits < 12 Months
IMB 29876 1,762,743.00 1,762,743.00 || 1/05/2020 1.55% 33,201.34
IMB - Youth Bequest 125,107.13 125,107.13 1/05/2020 1.55% 2,686.05
NAB Term Deposit 2,690,340.10 2,690,340.10 27/07/2020 1.10% 33,627.42
NAB Term Deposit 1,597,239.98 1,597,239.98 30/03/2020 1.60% 28,993.20
CBA 2,092,428.86 2,092,428.86 2/06/2020 1.41% 46,571.78
CBA 1,175,558.73 1,175,558.73 10/03/2020 1.36% 10,086.50
CBA 2,125,139.03 2,125,139.03 2/06/2020 1.41% 29,761.34
CBA 1,577,474.88 1,577,474.88 28/05/2020 1.43% 11,908.83
CBA 2,059,087.20 2,059,087.20 11/06/2020 2.21% 25,389.40
I:‘::ﬁfitrategic Cash 6,231,287.74 6,231,287.74 atcall n/a 66,264.12
Interest Recalled Funds * -

21,436,406.65 21,436,406.65 288,489.98
Total Short Term 31,179,279.32 31,179,279.32 328,727.50

Investment Property

Hawthorn - Current Fair Value

4,350,000.00

Revalued March 2020

* Refers to interest received in the current financial year for investments no longer held by council
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Cash Working
Accounts
31%

Term Deposits <12
months

69%
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6. Financial Management
Attachment B Proposed Budget FY20/21

SOURCES OF REVENUE

Grants &
contributions for Rates. & &nnual
capital purposes Charges
25%

42%

Grants &
contributions for’
operating purpose:!
13%

Other revenues

£
Interest & User Chasges &
Investment revenue Fees
1% 16%

EXPENDITURE BY TYPE

Employee Benefits.

Other expenses & :o.gr,s.
19%. g%

Impairment
0%

Depreciation
amortisation

20%

Borsowing costs
£ g

Materials &
contracts
20%

Revenue Sources
Rates & Annwal
User Charges &
Interest & inves!
Other revenues
Grants & confril
Grants & condril

Expenditure

Employee bent
Borrowing cosis
Materials: & cor
Depreciation &
Impairment

Olher expenses

42%.
16%

3%
13%
25%

38%
3%
20%

0%
20%
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Operational Plan

INCOME STATEMENT
2021 1 2021
TOTAL _ *Ow  Ourk Y Qur . Our . Qur Civic
Proposed Proposed y e Leadership
!rudgoi Proposed Budget Prap Prop Prop
Budaet Budgel  Budgef  Budaef

I from C g Operati
Revenue:
Rates & annual charges 17,853 &0 - - 6,664 11 r2%
User charges & fees 6,759 704 857 357 4720 g
Interest & investment revenue 538 - - - 9 448
Other revenues 1.102 17 - 50 857 178
Grants & contibutions for operaling purposes 5,506 172 5 28 3.5%6 1,634
Granis & contributions for capital purposes 10,658 3000 - - 10,359 -
Other Income: -
Net gains from disposal of assets 400 - - . 400
Nef share of inferesls in joint ventures - : : S B . : .
TOTAL INCOME FROM CONTINUING OPERATIONS T az816 1,255 862 505 26,686 13.508
Expenses from Confinuing Opetafions
Employee benefits & costs 11.889 1822 &4 336 5,074 4,053
Bomowing costs 923 - - - F0% 14
Materials & confracts 6,242 273 639 130 4,332 875
Depreciation & amorfisation 6,278 - - - 6,278
Impairment - - - - - -
Other expenses 6,207 348 284 1.064 3.606 878
Net losses from disposal of ossets B 513 S . - : -
TOTAL EXPENSES FROM CONTINUING OPERATIONS 31,538 2,463 1.527 L5390 20,199 5819
OPERATING RESULT 1.278 (1208} _(eas) (1.025) 6.487 7.68%
NET OPERATING RESULT FOR THE ¥EAR BEFORE GRANTS & TR SR I - o . o
CONTRIBUTIONS FOR CAPITAL PURPOSES — 620 (1508) (sss)  (1ez25) (3.872) 7.689
NET OPERATING RESULT FOR THE ¥EAR EXCLUDING = N - -
EXTRAORDINARY ITEMS BEFORE GRANTS & CONTRIBUTIONS
fORCAMNALPIRPOSES S . (Lsos)  (s65)  (Lo2s) 427z 7.689
Assumptions
Hole increase (ncl. U.5% increase trom Qrown) L3Us
Leneral iIngex LM%
tmployee Cost index 2.50%
Uperanonal Lran! index usUs
Copdal Grant javeroged over 5 years) usUs
Invesiment inleres! rate Swrs
Uverdue rates nterest rate BUUrs
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Operational Plan

Functional Area Allocation

2021 202 2021
udget Budget By

Income from Expenses from ::': :ﬂ:i:;

Confinuing Continuing Centinuing

Opetations Operations

Operations.

Funetions/Activities
Govemance - - -
Administration 13511 6328 7183
Public order and safety 400 519 (11%)
Health 237 636 (399)
Environment 4,174 3,378 a3
Communily services and education - - -
Housing and community amenities 1,018 1.827 (80%)
Water supplies 6244 3998 2,266
Sewerage services 2,499 2,068 431
Recrealion and culture 325 2251 (1.926)
Transporl and communicalion 13.526 2.006 4,520
Economic affairs 862 1,527 (665)
Total Functlions & Activities 42816 31,538 11,278

1. &dministration Income includes Beneral rates and the general component of the Financial Assistance Grant
Administration Expenses include corporate support:for all other functions, plantffleet, finance, HR, IT
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Operational Plan
STATEMENT OF FINANCIAL POSITION

Current Assels:

Cash & cash equivalents 19,686

Invesiments 2,088

Receivables 3483

Inventories 559

Other 55

l_\'ﬂgurrg_n_lu_ssets classified - -

TOTAL CURRENT ASSETS 25,872

Non-Current Assels:

Investments

Receivables

Inventories -

Infrastruciure, property, plant & equipment 409,070

Investments accounted for wsing the equily method s

Invesiment property 4,350

infongible assels : -

TOTAL NON-CURRENT ASSETS . 413,420

TOTAL ASSETS ) I o

Liabilities

Current Liabilities:

Payables 3883

Bomowings 1,322

Povisons — S _ 31:

TOTAL CURRENT LIABILITIES B 8328

Neon-Current Liabilities:

Payables -

Borowings 15418

Provisions . S B _ o last

TOTAL NON-CURRENT LIABILITIES 16.882

TOTAL UABILTIES o '_' R ) R a0

NETASSETS . — ) ) ) o

Equity

Relained eamings 220,784

Revaluation reserves [ [ — —— — S i 193,298

Council equily inferest - arapsz
. o o o amos:

Assumphions

General Index 250%

Ho impoct from revaluation of assels
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Operational Plan

STATEMENT OF CASH FLOWS

$ 000

2021

Cash Flows from Operating Activilies

Receipts:

Rates & annual charges

User charges & fees

Investiment & interest revenue received

Granis & confributions

Bonds, depasils & retention amounts received

Other

Payments:

Employee benefits & costs

Materials & confracts

Bomowing costs

Bonds, deposits & retention amrounts refunded

Oher o
NET CASH PROVIDED (OR USEE: INy OPERATING ACTIVITIES:

Cash Flows from Investing Activities

Receipls:

Sale of investment securities

Sale of infrastruciure, property, plant & equipment
Defemred debiors receipts

Other investing activity receipfs.

Payments:

Purchase of invesiment secuiities

Purchase of infrastruciure, properly, plant & equipment
Deferred debtors & advances made

NET CASH PROVIDED (OR USED I INVESTING ACTIVITIES

Cash Flows from Financing Activities
Receipls:

Proceeds from borrowings & advances
Payments:

Repayment of borrowings & advances

NET CASH PROVIDED (OR USED: N} FINANCING ACTIVITIES:

NET INCREASE/(DECREASE) IN C4SH & CASH EQUIVALENTS

Pplus: CASH & CASH EQUIVALENTS - beginning of year

Assumplions

Rates & charges recovery rate
Deblor recovery rale

General Index

Invesiment interes! rale
Overdue rates interest rate

17,853
6,759
574
16,164

1,102
[11,889)
16,242]
1923)

{6.207]
12191

|¥16.553]

(%6.553)

100.00%
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Operational Plan

FINANCIAL RATIOS

Proposed
Budget

Operaling Performance Ratio
This ratic measures Councils ability fo confain operating expenditure
within operating revenue 1.93%

Eenchmork - Greater than 0%
experses) [ operaling revenve excluding copital grants and confributions

Own Source Operaling Revenue Incl. FAGs

This rafio measures the level of Councils. fscal fexibility. i is the degree. of
reliance on extemal funding sowees such ar operaling granls and
. Councils financial M impr the higher the lesehor
i1s own source revenve 468.85%
Benchmark - Greater than 0%
operaling revenue excl gronts and confributions jexcep! FAG) |
operafing revenve incl. all grants and contribufions

Own Source Operating Reverue excl. FAGs
This ratic meatures the level of Councifs flscal fexibility. If is the degree of
reliance on external funding sources such.as operating grants and
. Council's fi flexibility improves the higher the level'of
s own source revenue 62.25%
Benchmark - Greater than 60%

cperaling revenue excl all gronis andh e oniributions { operating revenue
incl, all grands and confributions

Bullding and Assel Renewal Ratio

This ratio indicates the sxtenl fo which Councll is forecashing lo meel it

consumplion level on aisels by renewing of replacing assels 100%
Benchmark - Greater than 100% - average over 3 years

aisel renewak (building and infr fure] / Dy iation, ot

and impaiment [building and infrastruc fuce)

Infrastructure Backlog Ratio
This ratio shows whal proportion the Backlog i against lolal value of

infrastructure 0%
Benchmark - Less than 2%
Estimaled cosf fo bring fo iian / Tolal (WDV] of

infrastruciure, builtdings and ofher srue fuces

Asset Maintenance Ratio

This ratio shaws whefher assefs are mainlained fo the current standard 98%
Benchmark - Greater than 100% - average over 3 years
Acfuvol asel i IR wed ossel

Debt Service Ratio

This rafic measures the ability 1o service debi Including interest, principal

and lease payments 75
Benchmaork - Between 0% and 20%

Cosf of debl service (inferes! expense & principal repayments) / Tolal
ing g revenue excl capifalgronts & itutions)

Real Operating Expenditure

This ratio thows the operating expenditure per capita $1.787
Benchmork - Decrease over time

Operoling expendilure | Popuilation

Cash Expense Cover Ratio

This rafic indicates the number of menths. Councll can conlinue paying for

ity immediole expenses withoul addiional cash inflow 8.89
Benchmark - Greater fhon 3.0 months

ewrent year's cash and cash equivalents / (folal expenses - depreciatiom-

inferest costs) * 12
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7. INTERNAL AUDIT

SUMMARY

This report serves to inform the Audit, Risk and Improvement Committee of Internal Audit activities for the
quarter ending 31 March 2020 including:

e the number of internal audits completed during that quarter, including providing copies of the audit
reports including details of findings and recommendations

e Internal audit recommendation tracking and status updates
e progress in implementing the strategic internal audit plan

e any concerns the Manager Audit, Risk and Improvement may have.

RECOMMENDATION

That the:

1.  Committee receives and notes the Internal Audit Report on Rates Levied for FY19/20.
2. Committee receives and notes the status of Internal Audit Recommendations.

3. Committee receives and notes the status update on the progress in implementing the strategic
internal audit plan.

FINANCIAL IMPLICATIONS
Nil

POLICY & LEGISLATION

e Local Government Act 1993

e Internal Audit Charter

e Internal Audit Strategic Plan

REPORT
1. Internal Audits finalised in period

During the quarter Manager Audit, Risk and Improvement has finalised a management initiated Internal
Audit Review of Rates Levied for FY2019/2020. The review was initiated by the Director of Corporate
and Community following raised concerns surrounding the data integrity of rating information captured
in the FMIS (MAGIQ).

The objective of the review was to:

e Identifying any variances in Rates Levied with corresponding balances reported in the FMIS (MAGIQ
Enterprise System);

e Establishing root causes of variances identified;

e Identifying any instances where supporting documentation is unable to reconcile to the identified
variance;

e Identify any opportunities to strengthen internal controls underpinning the integrity of the Rates
Levied Reporting Process.
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e Identify any systemic or significant data integrity issues in MAGIQ.
The Internal Audit review resulted in ten (10) audit recommendations.

The Committee should refer to Attachment A for a copy of the Internal Audit Report including details
of findings and recommendations.

2. Internal Audit Recommendations Tracking

Status of outstanding Internal Audit Recommendations has been reviewed and updated for the
information of the Audit, Risk and Improvement Committee.

There are currently eight (8) Internal Audit recommendations in progress.

Please refer to Attachment B to review the details and status of outstanding Internal Audit
Recommendations.

3. Progress against the Internal Audit Plan

Manager Audit, Risk and Improvement is currently in the process of reviewing and updating the Strategic
Internal Audit Plan to align with the Internal Audit requirements of partner councils in Goulburn
Mulwaree and Upper Lachlan Shire and in doing so create efficiencies through common audit themes,
shared knowledge and internal audit tools and potentially lower audit fees.

An updated Strategic Internal Audit Plan will be presented to the Committee for endorsement in Q2 of
2020.

ATTACHMENTS: A. IA Review Report - Rates Levied FY19/20 §
B. IA Recommendation Tracker {
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the country  the people

Review of the Rates & Valuation Certificate

Manager Risk, Audit and Improvement

December 2019

Period of review: FY19/20

Date of final report:

Review Sponsor: Mark Eady (Director Corporate Services)
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1 Executive summary

1.1 Limitations

Internal audit review was carried out in accordance with the methodology prescribed in this report in order to
identify variances in the MAGIQ Enterprise System in relation to calculation of Rates Levied for 2019/2020
year as reported in the Rates & Valuation Certificate of Rates Levied for 2019/2020 Year.

Internal Audit was required to rely upon documentation provided by various stakeholders and there is no
certainty as to the completeness of this documentation.

The review did not constitute an examination or audit in accordance with generally accepted auditing
standards or assurance standards.

Internal Audit did not audit or otherwise verify the information supplied in connection with this review, except
to the extent specified in this report.

1.2 Introduction

Internal Audit was approached by Mark Eady (Corporate Services Director, YVC) to undertake a review of
Rates Levied for 2019/2020 as reported in the Rates & Valuation Certificate of Rates Levied for 2019/2020
year dated 28 October 2019 and investigate any identified variances with the MAGIQ Enterprise system.

1.3 Objectives and Scope

The objective of the review is to:

1. Review the Rates & Valuation Certificate of Rates Levied for 2019/2020 year prepared by Ross Luff
(Senior Revenue Officer) dated 28 October 2019 with the aim of:

a. lIdentifying any variances in reported balances with corresponding balances reported in
MAGIQ Enterprise System;

b. Establishing root causes of variances identified;

c. lIdentifying any instances where supporting documentation is unable to reconcile the identified
variance;

d. Identify any opportunities to strengthen internal controls underpinning the integrity of the
Rates Levied Reporting Process.

e. lIdentify any systemic or significant data integrity issues in MAGIQ.

2. Provide a report to the Chris Berry (General Manger, YVC) and Mark Eady (Corporate Services
Director) on findings in relation to the above scope.
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1.4 Methodology

The review was undertaken in accordance with the following methodology:

1. Review Planning & Initiation

e Review planning meeting was undertaken with Mark Eady (Corporate Services Director, YVC) and
Sarah Donnelly (Acting Chief Financial Officer, YVC) on 11 November 2019 to obtain background
information on the assignment and agree, in principle, on the review timing, key stakeholders,
objectives and approach.

e Key documents and systems to be reviewed were identified, including:

(0]

o

Rates & Valuation Certificate of Rates Levied for 20189/2020 Year dated 28 October 20189
and prepared by Ross Luff (Senior Revenue Officer, YVC);

MAGIQ Enterprise Information Systems;
Rate Codes & Differentials Schedule.

Relevant legislation and guidance on NSW Rating.

e Key stakeholder consultations

o

o

Sarah Donnelly (Finance Manager, YVC)
Ross Luff (Senior Revenue Officer, YVC)
Tanya Rattenbury (ICT Manager, YVC)

Deborah Albert (MAGIQ Enterprise Consultant)

2. Review Execution

e All documentation identified were examined in consultation with key stakeholders with the aim of
identifying:

o

Identifying any variances in reported balances with corresponding balances reported in
MAGIQ Enterprise System;

Establishing root causes of variances identified;

Identifying any instances where supporting documentation is unable to reconcile the identified
variance;

Identify any opportunities to strengthen internal controls underpinning the integrity of the
Rates Levied Reporting Process.

Identifying any systemic or significant data integrity issues in MAGIQ.
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3. Reporting

e A draft report detailing findings in relation to the above review scope was prepared and circulated to
key stakeholders for their consideration and comment and all management comments were
incorporated into the draft report;

¢ A meeting was held with Mark Eady (Corporate Services Director, YVC) and Chris Berry (General
Manager, YVC) to discuss the findings of the draft report.

e The report was finalised and distributed to all stakeholders as final.

1.5 Summary of observations

The internal audit review of rates levied for 2019/2020 year reported in the Rates and Valuation Certificate
dated 28 October 2019 has made the following observations:

e No systemic or significant data integrity issues in MAGIQ were observed based on our reconciliation
of the Rates and Valuation Certificate to MAGIQ.

e All balances reported on the Rates and Valuation Certificate were successfully reconciled to MAGIQ.

e The review identified two subdivisions with reference to Assessment ID 968 and 14027. MAGIQ does
not enable in-application verification of net adjustments in land values following subdivisions or
revaluations of properties leading to out-of-application workarounds and inefficiencies in reporting on
rates levied for the period under review. Please refer to section 2.1 of this report for detailed findings
and management comments.

o Out of 75 balances tested the review identified 21 account categories where the assessment count
per the certificate did not agree to the assessment count per the MAGIQ Enterprise System. Please
refer to section 2.2 of this report for detailed findings and management comments.

e The review identified 1 account category where the Certificate needs to be updated to ensure all part
year assessments are correctly identified on the Certificate. Refer to section 2.3 of this report for
detailed findings and management comments.

e The review noted insufficient internal controls to underpin the integrity of the Rates Levied Reporting
Process. The review identified opportunities to strengthen internal controls around the Rates Levied
Reporting Process. Refer to section 2.4 of this report for detailed findings and management
comments.
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1.6 Summary of findings and recommendations

Summary of findings and recommendations are grouped into the table below. For detailed findings please
refer to Section 2 of this report.

* Explanation of priority ratings

High — Findings to be actioned as soon as practicable (ASAP).

— Findings to be actioned in 3 -6 months or at next available opportunity.

Low — Findings to be actioned in the next 12 months.

Finding ref. Recommendation ref. Priority Management Comments Responsible Action
Rating* Officer date
24 Net 2.1.1.1 MAGIQ should High SRO - The adjusted land values | MAGIQTeam | 30 June
adjustments in 2020
land values enable in-application are not reflected in any report ICT Manager
(Sub-divisons) verification of net produced by Magig.
) ) Senior Rates
adjustments in land values .
Officer
following subdivisions or
revaluations of properties to
enable efficient reporting on
rates levied for the period
under review.
2.1.1.1 MAGIQ team to SRO - The handling of the parent MAGIQ Team 30 June
provide N 2020
guidelines/procedures on assessment when subdivided ICT Manager
best practice processing of depends on the situation. If a
subdivision of land in number of parcels are created as a Senior Rates
MAGIQ with reference to P Officer
Assessment ID 968 and result of the subdivision, the parent
14027 to ensure data assessment is made historical. If it
integrity is preserved in the ) | Il subdivisi h
future. SRO is responsible is only a small subdivision such as
for applying best practice a large block is subdivided into two
guidelines and procedures and the developer intends to still
provided. o
live in the house on one of the lots,
they retain the parent assessment
as it has all the records of
transactions etc on it. Linking
assessments in Magiq simply
doesn’t work so all history would
be lost.
2.2 Variancesin | 5 5 1 4 Senior Rates Officer | 119N SRO - All identified issues Senior Rates 31 Dec
reported Officer 2019
should review the surrounding these
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assessment
counts

Assessment ID’s identified
in Appendix B to ensure all
factor profiles are up to date
and all $Nil levy amounts
are appropriately supported.
All necessary changes
should be processed in
MAGIQ

recommendations have been
addressed. Unfortunately Magiq
does not automatically close a
service at the end of the financial
year like Authority use to allow,
instead you have to go in the
following financial year and

manually delete it.

2.2.1.2 Senior Rates Officer SRO - | will perform regular checks g‘:f?cl:'r_ Rates E:ae:tyer
should perform quarterly to identify issues.
exception reporting using
MAGIQ Performance to
query, identify and
investigate potential data
quality issues in MAGIQ as
they arise.
2.2.2.1 The Certificate Low SRO~ Wil change headings from SemorRates | 30 June
headingl/titles should be required on certificate. 2020
updated to enable the user
of the Certificate to make
appropriate interpretations
of the information presented
i.e. counts of services
i.r:r’:ol'ransposition 2.3.1 Certificate needs to be Low SRO - This has been corrected (S)ZTCIZ: Rates % 1%90
updated to ensure IDs although this would not have had
101345 and 101352 are any effect whatsoever on the final
reflected in the assessment outcome.
count as part year
assessments in their
respective rate categories.
fzo':inoqugvﬂeu;gﬁs 2.4.1 Sufficient and SRO - Documentation on the (S)if?cl(; Rates 28; Ou ne

appropriate protocols and
procedure need to be
developed and documented
in relation to the preparation
of the Rates & Valuation
Certificate of Rates Levied
for 2019/2020 to enable the
second in charge to
undertake the necessary
work should the SRO be

unavailable. The protocols

preparation of the certificate will be
prepared however, no matter how
much documentation you have,
you need someone highly
experienced in rates to be able to
interpret the data.

MAGIQ User guides to be updated
by SRO to reflect YVC Rating.
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and procedures should be
prepared with sufficient
detail to allow the reader to
understand all key
assumptions and all key
exceptions in preparing the
certificate.

2.4.2 The Finance Team SRO - Agreed, | do believe this is g?f?ciz:/zir?ilc(ef %2%%
needs to develop an going to be addressed in the New Financial Officer/
additional resource with Year. Director of
capability in Rating to ggrr\;/)ic():;aste
support the important work Development plan for the
of the SRO. trainee/Rates Officer to be

developed by SRO.
2.4.3 The Certificate is to be Low SRO - All documentation is kept g?f?:e): Rates g;Z%Ct
prepared by the Senior and presented to the auditors.
Revenue Officer with all There is no need for the CFO to
supporting documentation check the certificate. You have to
attached and submitted for remember that this certificate is
review by the Chief prepared solely for the auditors,
Financial Officer. Sufficient nobody else.
documentation should be
retained to evidence both
Preparer sign-off and
Reviewer sign-off prior to
submission of the certificate
to Auditors.

Senior Rates 30 June

2.4.4 An automated report
should be set-up in the
MAGIQ Enterprise System
to facilitate the reporting of
Rates Levied.

SRO - This is where the whole
thing started, | could pull a report
from Authority that would match it
everywhere but with Magiq, that
just hasn’'t happened. That is all |
have ever wanted and this whole
review/report would have been
avoided if that was available.

Officer/ MAGIQ 2020
Team
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2 Detailed Findings

2.1 Net Adjustments in land values (Subdivisions)

The review identified two Subdivisions with reference to Assessment ID 968 and 14027.

In order to ensure accurate rates are levied on subdivisions the Senior Rates Officer needs to be able to verify
the net adjustments (uptake) in land value following subdivisions or revaluations of properties.

The net adjustment (uptake) in land value following a subdivision or revaluation of a property is not currently
verifiable in MAGIQ.

This limits the Senior Rate’s Officers ability to undertake necessary reporting in an efficient manner as an
Excel workaround is necessary to calculate and keep track of net-adjustments to land values following a
subdivision or revaluation.

IA Recommendation

2.1.1.1 MAGIQ should enable in-application verification of net adjustments in land values following
subdivisions or revaluations of properties to enable efficient reporting on rates levied for the period under
review.

Priority level: High

Managements Comments

The adjusted land values are not reflected in any report produced by Magiq.
Managements action date

30 June 2020 - Enhancement request is to be negotiated with MAGIQ by Tanya Ratenburry (ICT Manager)

2.1.1.2 MAGIQ team to provide guidelines/procedures on best practice processing of subdivision of land in
MAGIQ with reference to Assessment ID 968 and 14027 to ensure data integrity is preserved in the future.
SRO is responsible for applying best practice guidelines and procedures provided.

Priority level:
Managements Comments

SRO —The handling of the parent assessment when subdivided depends on the situation. If a number of
parcels are created as a result of the subdivision, the parent assessment is made historical. If it is only a small
subdivision such as a large block is subdivided into two and the developer intends to still live in the house on
one of the lots, they retain the parent assessment as it has all the records of transactions etc on it. Linking
assessments in Magiq simply doesn’t work so all history would be lost.

Managements action date
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31 March 2020 - Internal Audit has requested from Deborah Albert (Magiq Enterprise Consultant) on 18
December 2019, guidance on processing subdivision in MAGIQ according to best practice with specific
reference to Assessment ID’s 968 and 14027. The matter has been escalated with Tanya Rattenbury and the

Account Manager at MAGIQ on 11 February 2020.

2.2 Variances in reported assessment counts

The review has identified 21 account categories where the assessment count per the certificate did not agree
to the assessment count per MAGIQ.

Below are details of all samples where assessment count variances have been identified:

Sample

Service

Rate Type

Variable

Count
per
MAGIQ

Count
Certificate

Count
Variance

General Rates

0108 - Farmland
Rate

SUM(FACTOR)

1459

1452

General Rates

0108 - Farmland
Rate

SUM(Levy)

1459

1452

General Rates

0108 - Farmland
Rate

SUM(FACTOR)

0

General Rates

0108 - Farmland
Rate

SUM(Levy)

0

General Rates

3008 - Farmland
Base Charge

SUM(Levy)

1459

1455

General Rates

0101 -
Residential -
Non Urban

SUM(FACTOR)

2517

2512

General Rates

0101 -
Residential -
Non Urban

SUM(Levy)

2517

2512

General Rates

3001 - Res -
Non Urban Base
Charge

SUM(Levy)

2517

2512

10

General Rates

0102 -
Residential -
Yass

SUM(FACTOR)

1128

1127

11

General Rates

0102 -
Residential -
Yass

SUM(LEVY)

1128

1127

18

General Rates

0103 -
Residential -
Binalong

SUM(FACTOR)

197

196

19

General Rates

0103 -
Residential -
Binalong

SUM(LEVY)

197

196

52

Water Charges

0202 - 20-
32mm Water
Charge

SUM(LEVY)

3226

3299

-73
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55 | Water Charges | 2004 - 40mm SUM(LEVY) 21 26 -5
Water Charge

66 | Waste 0501 - Domestic | SUM(LEVY) 3959 4106 -147
Waste Charge

67 | Waste 0501 - Domestic | SUM(LEVY) 11 12 -1
Waste Charge

70 | Waste 1401 - Domestic | SUM(LEVY) 339 319 20
Waste
Unoccupied

71 | Waste 1401 - Domestic | SUM(LEVY) 6 -6 12
Waste
Unoccupied

72 | Waste 1001 - Business | SUM(LEVY) 78 90 -12
Waste Charge

73 | Waste 0601 - Waste SUM(LEVY) 7433 7417 16
Management
Environment
Charge

75 | Onsite 1601 - On Site SUM(LEVY) 3934 3924 10

sewerage Sewage
management Management

2.2.1 Outdated factor profiles

IA has identified a number of assessment across the sample population that have a $Nil levy amount but are
designated as rateable for the period under review in MAGIQ.

Through discussion with the Senior Rates Officer, it was discovered that some of these $Nil levy assessments
relate to:

1.

2.

3.

4.

5.

Cancelled Assessments,

New Assessments not rateable until the next year,
Assessments with a human error element
Properties in dispute

Assessments where the $Nil levy needs to be further investigated.

The Senior Rates Officer manually tracks these exceptions for the purposes of reporting rates levied on the
Certificate using the Spreadsheet Model for rates as the primary source of truth.

As there are is no reconciliation currently performed between the Spreadsheet Model for Rates and MAGIQ
there is a resulting variance between the assessments counts reported on the Certificate of Rates Levied and
what can be evidenced in MAGIQ.

In order to reconcile the counts reported on the Certificate to MAGIQ, Internal Audit together with the Senior
Rates Officer have identified all Assessment ID’s that require either:
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1. Factor profile update to ensure they are appropriately classified as rateable/non rateable, and/or
2. Further investigation to determine the reasons behind the $Nil Levy amount in MAGIQ.

Please refer to Appendix C for a list of Assessments requiring factor profile updating and or further
investigation by the Senior Rates Officer.

IA Recommendation

2.2.1.1 Senior Rates Officer should review the Assessment ID’s identified in Appendix C to ensure all factor
profiles are up to date and all $Nil levy amounts are appropriately supported. All necessary changes should
be processed in MAGIQ.

Priority level: High

2.2.1.2 Senior Rates Officer should perform quarterly exception reporting using MAGIQ Performance to
query, identify and investigate potential data quality issues in MAGIQ as they arise.

Priority level:
Management comments

SRO - All identified issues surrounding these recommendations have been addressed. Unfortunately Magiq
does not automatically close a service at the end of the financial year like Authority use to allow, instead you
have to go in the following financial year and manually delete it. | will perform regular checks to identify
issues.

Managements action date

31 December 2019

2.2.2 Count methodology

IA has noted that another key driver of variance between the counts reported on the Certificate and evidenced
in MAGIQ is that the counts on the Certificate are sometimes based on services provided to a property where
as the MAGIQ counts obtained are based on Assessment ID’s. This is best evidenced in samples 52,55 and
66 and 67.

Internal Audit confirmed with the Senior Rates Officer that a single assessment may have multiple services.
No data integrity issues have been identified in MAGIQ in relations to these type of variance.
IA Recommendation

2.2.2.1 The Certificate heading/titles should be updated to enable the user of the Certificate to make
appropriate interpretations of the information presented i.e. counts of services.

Priority level: Low
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Management comments
SRO — Will change headings from assessments to services where required on certificate.
Managements action date

30 June 2020

2.3 Transposition error

The review identified 1 account category where the Certificate incorrectly reported part year assessments as
full year assessments. The following exception was identified:

Sample | Service Rate Type Assessment ID | Internal Audit Observations
10 | General 0102 - Residential - 101345 Residential — Yass minimum rates
Rates Yass equal $664 for full year
101352 assessments. For Assessment ID

101345 and 101352, full year
amount levied equal $497.09 per
the Certificate. These need to be
restated as part year assessments
on the Certificate

Per discussion with the Senior Rates Officer, due to human error assessment IDs 101345 and 101352 were
incorrectly recorded as full year assessments on the certificate instead of part year assessments as per
MAGIQ.

No data integrity issues have been noted in MAGIQ.
IA Recommendation

2.3.1 Certificate needs to be updated to ensure IDs 101345 and 101352 are reflected as part year
assessments in their respective rate category.

Priority level: Low
Management comments

SRO - This has been corrected although this would not have had any effect whatsoever on the final
outcome.

Management action date

31 December 2019

2.4  Opportunities for improvement

Internal audit observations
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The review noted insufficient internal controls to underpin the integrity of the Rates Levied Reporting Process.
Internal Audit notes the following opportunities for improvement:

2.4.1 Sufficient and appropriate protocols and procedure need to be developed and documented in relation to
the preparation of the Rates & Valuation Certificate of Rates Levied for 2019/2020 to enable the second in
charge to undertake the necessary work should the SRO be unavailable. The protocols and procedures
should be prepared with sufficient detail to allow the reader to understand all key assumptions and all key
exceptions in preparing the certificate.

Priority level:

2.4.2 The finance team needs to develop an additional resource with capability in Rating to support the
important work of the SRO.

Priority level:

2.4.3 The Certificate is to be prepared by the Senior Revenue Officer with all supporting documentation
attached and submitted for review by the Chief Financial Officer. Sufficient documentation should be retained
to evidence both Preparer sign-off and Reviewer sign-off prior to submission of the certificate to Auditors.

Priority level: Low

2.4.4 An automated report should be set-up in the MAGIQ Enterprise System to facilitate the reporting of
Rates Levied to auditors.

Priority level:
Management comments
SRO -

1. Documentation on the preparation of the certificate will be prepared however, no matter how much
documentation you have, you need someone highly experienced in rates to be able to interpret the
data.

2. Agreed, | do believe this is going to be addressed in the New Year.

3. All documentation is kept and presented to the auditors. There is no need for the CFO to check the
certificate. You have to remember that this certificate is prepared solely for the auditors, nobody else.

4. This is where the whole thing started, | could pull a report from Authority that would match it
everywhere but with Magiq, that just hasn’t happened. That is all | have ever wanted and this whole
review/report would have been avoided if that was available.

Management action date

30 June 2020
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Appendix A — Rates and Valuation Certificate of Rates
Levied 2019/2020

This page was left intentionally blank.

(Refer to MAGIQ Documents 1D349762)
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Appendix B — Assessment ID’s to be actioned

Rate Type Rate Rateable | New Category Factor Levy Levy Days
ID Year | YN Rateable | Description Gross Part
YN

0101 - Residential - Non 3756 2020 | N N CANCELLED 0 0.00 0.00 366

Urban ASSESSMENT

0101 - Residential - Non 4325 2020 |Y CANCELLED 0 0.00 0.00 366

Urban ASSESSMENT

0101 - Residential - Non 91355 2020 |Y Residential Non | 0 0.00 0.00 366

Urban Urban

0101 - Residential - Non 95372 2020 |Y Residential Non | 0 0.00 0.00 366

Urban Urban

0101 - Residential - Non 99655 2020 | Y CANCELLED 0 0.00 0.00 366

Urban ASSESSMENT

0101 - Residential - Non 99952 2020 |Y CANCELLED 0 0.00 0.00 366

Urban ASSESSMENT

0102 - Residential -Yass 31815 2020 | N N CANCELLED 0 0.00 0.00 366
ASSESSMENT

0103 - Residential - 3590 2020 |Y CANCELLED 0 0.00 0.00 366

Binalong ASSESSMENT

0105 - Residential - Wee 26047 2020 | N N CANCELLED 0 0.00 0.00 366

Jasper ASSESSMENT

0108 - Farmland Rate 101360 | 2020 | Y Y Farmland 0 0.00 0.00 366

0108 - Farmland Rate 1081 2020 |Y CANCELLED 0 0.00 0.00 366
ASSESSMENT

Status Reports — Page 68 of 283




Internal Audit

Attachment A IA Review Report - Rates Levied FY19/20

0108 - Farmland Rate 14027 2020 Farmland 903,000 0.00 0.00 92

0108 - Farmland Rate 1867 2020 CANCELLED 0 0.00 0.00 366
ASSESSMENT

0108 - Farmland Rate 22715 2020 CANCELLED 0 0.00 0.00 366
ASSESSMENT

0108 - Farmland Rate 24240 2020 CANCELLED 0 0.00 0.00 366
ASSESSMENT

0108 - Farmland Rate 25130 2020 CANCELLED 0 0.00 0.00 366
ASSESSMENT

0108 - Farmland Rate 25726 2020 Farmland 155,000 451.02 | 0.00 366

0108 - Farmland Rate 27417 2020 CANCELLED 0 0.00 0.00 366
ASSESSMENT

0108 - Farmland Rate 968 2020 Farmland 3,250,000 | 0.00 0.00 92

0108 - Farmland Rate 97600 2020 CANCELLED 0 0.00 0.00 366
ASSESSMENT

0202 - 20-32mm Water 31567 2020 Business Yass 0 0.00 0.00 366

Charge

0202 - 20-32mm Water 31815 2020 CANCELLED 0 0.00 0.00 366

Charge ASSESSMENT

0202 - 20-32mm Water 3590 2020 CANCELLED 0 0.00 0.00 366

Charge ASSESSMENT

0301 - Residential 31815 2020 CANCELLED 0 0.00 0.00 366

Sewerage Charge ASSESSMENT
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0501 - Domestic Waste 16931 2020 Residential Non 0.00 0.00 366
Charge Urban

0501 - Domestic Waste 27631 2020 Business Yass 0.00 0.00 366
Charge

0501 - Domestic Waste 3590 2020 CANCELLED 0.00 0.00 366
Charge ASSESSMENT

0501 - Domestic Waste 91264 2020 Residential Non 0.00 0.00 366
Charge Urban

0501 - Domestic Waste 96453 2020 Residential Non 0.00 0.00 366
Charge Urban

0601 - Waste Management | 101360 | 2020 Farmland 0.00 0.00 366
Environment Charge

0601 - Waste Management | 1081 2020 CANCELLED 0.00 0.00 366
Environment Charge ASSESSMENT

0601 - Waste Management | 1867 2020 CANCELLED 0.00 0.00 366
Environment Charge ASSESSMENT

0601 - Waste Management | 22715 2020 CANCELLED 0.00 0.00 366
Environment Charge ASSESSMENT

0601 - Waste Management | 24240 2020 CANCELLED 0.00 0.00 366
Environment Charge ASSESSMENT

0601 - Waste Management | 25130 2020 CANCELLED 0.00 0.00 366
Environment Charge ASSESSMENT

0601 - Waste Management | 26047 2020 CANCELLED 0.00 0.00 366
Environment Charge ASSESSMENT

0601 - Waste Management | 27417 2020 CANCELLED 0.00 0.00 366
Environment Charge ASSESSMENT
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0601 - Waste Management | 31815 2020 CANCELLED 0.00 0.00 366
Environment Charge ASSESSMENT

0601 - Waste Management | 3590 2020 CANCELLED 0.00 0.00 366
Environment Charge ASSESSMENT

0601 - Waste Management | 36905 2020 Business Yass 0.00 0.00 366
Environment Charge

0601 - Waste Management | 3756 2020 CANCELLED 0.00 0.00 366
Environment Charge ASSESSMENT

0601 - Waste Management | 4325 2020 CANCELLED 0.00 0.00 366
Environment Charge ASSESSMENT

0601 - Waste Management | 97600 2020 CANCELLED 0.00 0.00 366
Environment Charge ASSESSMENT

0601 - Waste Management | 99655 2020 CANCELLED 0.00 0.00 366
Environment Charge ASSESSMENT

0601 - Waste Management | 99952 2020 CANCELLED 0.00 0.00 366
Environment Charge ASSESSMENT

1001 - Business Waste 32052 2020 Business Yass 0.00 0.00 366
Charge

1401 - Domestic Waste 31815 2020 CANCELLED 0.00 0.00 366
Unoccupied ASSESSMENT

1401 - Domestic Waste 82743 2020 Residential Non 0.00 0.00 366
Unoccupied Urban

1401 - Domestic Waste 86611 2020 Residential Non 0.00 0.00 366
Unoccupied Urban

1401 - Domestic Waste 87437 2020 Residential Non 0.00 0.00 366

Unoccupied

Urban
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1401 - Domestic Waste 89433 2020 Residential Yass 0.00 0.00 366
Unoccupied

1401 - Domestic Waste 92031 2020 Residential Yass 0.00 0.00 366
Unoccupied

1401 - Domestic Waste 92049 2020 Residential Yass 0.00 0.00 366
Unoccupied

1401 - Domestic Waste 92379 2020 Residential Yass 0.00 0.00 366
Unoccupied

1401 - Domestic Waste 93393 2020 Residential Non 0.00 0.00 366
Unoccupied Urban

1401 - Domestic Waste 93930 2020 Residential Non 0.00 0.00 366
Unoccupied Urban

1401 - Domestic Waste 95455 2020 Residential Yass 0.00 0.00 366
Unoccupied

1401 - Domestic Waste 95679 2020 Residential Yass 0.00 0.00 366
Unoccupied

1401 - Domestic Waste 96859 2020 Residential Yass 0.00 0.00 366
Unoccupied

1401 - Domestic Waste 97154 2020 Residential 0.00 0.00 366
Unoccupied Murrumbateman

1401 - Domestic Waste 97303 2020 Residential 0.00 0.00 366
Unoccupied Murrumbateman

1401 - Domestic Waste 98509 2020 Residential 0.00 0.00 366
Unoccupied Murrumbateman

1401 - Domestic Waste 98517 2020 Residential 0.00 0.00 366
Unoccupied Murrumbateman
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1401 - Domestic Waste 98558 2020 Residential 0.00 0.00 366
Unoccupied Murrumbateman

1401 - Domestic Waste 98590 2020 Residential 0.00 0.00 366
Unoccupied Murrumbateman

1401 - Domestic Waste 98608 2020 Residential 0.00 0.00 366
Unoccupied Murrumbateman

1401 - Domestic Waste 98657 2020 Residential 0.00 0.00 366
Unoccupied Murrumbateman

1401 - Domestic Waste 98723 2020 Residential 0.00 0.00 366
Unoccupied Murrumbateman

1401 - Domestic Waste 99259 2020 Residential 0.00 0.00 366
Unoccupied Murrumbateman

1401 - Domestic Waste 99325 2020 Residential 0.00 0.00 366
Unoccupied Murrumbateman

1401 - Domestic Waste 99556 2020 Residential Non 0.00 0.00 366
Unoccupied Urban

1401 - Domestic Waste 99820 2020 Residential Yass 0.00 0.00 366
Unoccupied

1501 - Stormwater 90183 2020 Residential Yass 0.00 0.00 366
Management Charge

1501 - Stormwater 96511 2020 Residential Yass 0.00 0.00 366
Management Charge

1501 - Stormwater 99846 2020 Residential Yass 0.00 0.00 366
Management Charge

1601 - On Site Sewage 100248 | 2020 Residential Non 0.00 0.00 366
Management Urban
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1601 - On Site Sewage 1081 2020 CANCELLED 0.00 0.00 366
Management ASSESSMENT

1601 - On Site Sewage 11569 2020 Farmland 0.00 0.00 366
Management

1601 - On Site Sewage 21782 2020 Farmland 0.00 0.00 366
Management

1601 - On Site Sewage 2196 2020 Farmland 0.00 0.00 366
Management

1601 - On Site Sewage 22715 2020 CANCELLED 0.00 0.00 366
Management ASSESSMENT

1601 - On Site Sewage 27417 2020 CANCELLED 0.00 0.00 366
Management ASSESSMENT

1601 - On Site Sewage 3590 2020 CANCELLED 0.00 0.00 366
Management ASSESSMENT

1601 - On Site Sewage 63537 2020 Gundaroo 0.00 0.00 366
Management Village

1601 - On Site Sewage 99499 2020 Residential Non 0.00 0.00 366
Management Urban

3001 - Res - Non Urban 3756 2020 CANCELLED 0.00 0.00 366
Base Charge ASSESSMENT

3001 - Res - Non Urban 4325 2020 CANCELLED 0.00 0.00 366
Base Charge ASSESSMENT

3001 - Res - Non Urban 91355 2020 Residential Non 0.00 0.00 366
Base Charge Urban

3001 - Res - Non Urban 95372 2020 Residential Non 0.00 0.00 366
Base Charge Urban
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3001 - Res - Non Urban 99655 2020 CANCELLED 0 0.00 0.00 366
Base Charge ASSESSMENT

3001 - Res - Non Urban 99952 2020 CANCELLED 0 0.00 0.00 366
Base Charge ASSESSMENT

3008 - Farmland Base 101360 | 2020 Farmland 0 0.00 0.00 366
Charge

3008 - Farmland Base 1081 2020 CANCELLED 0 0.00 0.00 366
Charge ASSESSMENT

3008 - Farmland Base 1867 2020 CANCELLED 0 0.00 0.00 366
Charge ASSESSMENT

3008 - Farmland Base 22715 2020 CANCELLED 0 0.00 0.00 366
Charge ASSESSMENT

3008 - Farmland Base 24240 2020 CANCELLED 0 0.00 0.00 366
Charge ASSESSMENT

3008 - Farmland Base 25130 2020 CANCELLED 0 0.00 0.00 366
Charge ASSESSMENT

3008 - Farmland Base 27417 2020 CANCELLED 0 0.00 0.00 366
Charge ASSESSMENT

3008 - Farmland Base 97600 2020 CANCELLED 0 0.00 0.00 366
Charge ASSESSMENT

8002 - Res-Non Urban 72439 2020 Residential Non 0 0.00 0.00 366
Base Charge S Urban

8008 - Residential 63941 2020 Gundaroo 0 0.00 0.00 366
Gundaroo Village base Village

8102 - Residential Non 72439 2020 Residential Non 18,500 0.00 0.00 366
Urban S Urban
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8108 - Residential

Gundaroo Village

63941

2020

Gundaroo
Village

277,000

0.00

0.00

366
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Appendix C — Audit Workpaper

This page was left intentionally blank.

(Refer to MAGIQ Documents ID349766)
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YASS VALLEY COUNCIL

1A RECOMIMENDATION TRACKER
Teem AudTD, Fuditlssua b Rudit Recommendation Bgread hotion Responsi iy Btatus update Tomplation status Tat=
Risk Managemet nat embedded [That the wark currently unde nway in relatian ta risk management be fully addressed and embedded inta dayta |Ta develan task and action plan fallowing completian of  [Directar af Finance and inpragress  [First pass Enterprise Risk Register has been campleted and reviewed |Expected campletian 02 2020,
day management and ta include sach af the fallawing areas: risk register and risk framewark Thiswill sleacansider  [Camarte Services by ARIC 2t 3 Sepember 2013
mechanism inta embedding inta aperatianal systems
1 5t rategy & Gawerna nce: Risk framewark; risk appetite & talerance; three lines af defence; a ccauntahility and h4a nager af Risk, Auditand Leweraging the first pass Enterprise Risk Register final pass Risk
|assessment af risk manage ment function |mpravement Fegisters are being prepared for the fallawing business units:
2 Process: Standamisatian and embedding af risk management —templstes, risk register, cantraltesting; Key 1. Finance- Campleted
Risk Indicsrar reparting; audit program; stresstesting af key risks 2. Envimnment and Heakh - Completed
3. Develapment Cantral - Initisted
2 Systems & Intelligence: Risk manageme t systems in place = real time; ahility ta tailar ta suit needs; l4. &rategic Planning - Initiated
integratian; availability af reparts. 5. Media and Cammunicatians - Initiated
6. Drganisatianal develapment -Initisted
4 Manitaring and Rewiew: Use of risk manitaring ta infarm decisian making; escalatian pracess; raat <3 use 7. Taurism and business-Iniiated
1 16/04-01 Dacument, 3 malysis riskfincident; predictive analysis for resurce allozatian; continuaus improwe ment implementatian; risk |5 10T - Initiated
o4 s ppetie l9. Library Services-Initisted
10, Custamer Services- Initiated
5 Cutture: Risk linksge ta carparsteand strategic gasls; awnership af risk and cantrals; risk management value— 11 Water and Wastewster - Camplete
enabler / hindrance; risk management in business planning. 12. Engineering Senvices - Draft Completed
13 Cantract services - Inftiated
14 Fasility & Waste Assets - Draft Cam pleted
15, Recreatianal assets: Initisted
16. Maintensnce Senvices- Initiated
Cne-an-ane Risk Register cansutatian campleted with all Business
Unit ma nagers and Directars
Risk Rating gmup sessians campleted with:
differences in Rates Levied |21 et a diustments in land values  |2.1.1 MAGIQ shauld enablein-applicatian verflicatian af net a djustm emts in 1and values fallawing subdivisians ar|Functianalicy ta be equested with MAGIC, 142510 Team Inpragress  [Service request has been kdged with MAGID Expected campletian O 2020,
tar 20152020 a5 repaned anthe [fallawing subdhvisians af land ean nat - |evaluatians of prapertiesta enable effizient reparting an mtes levied [seniar Rates Officer Due 30 June 2020
Ratesand Valustian Cenificate af e evidenced in MAGIC 1T Manazer
Fates Levied ta MAGIQ Enterprise 212 MAGIC team ta pravide guidelines/prac edures an best practice pracessing of suadivisian af knd in [Service request ta be tadged with MAGIC, far system 147,510 Team Inprogress  [Service request has been ladged with MAGIC: Expected campletian 02 2020,
5ystem 1AGIC with reference ta Assessment 1D 968 and 14027 ta ensure dta integrity is preserved in the future. 5RO |spe fic guidelines/proceduresan best practice prozessing [Seniar Rates Officer Due 30 June 2020
is respansitle far ap plying best practiceguidelines and proc edures pravided laf subdivisian af lnd in MAGIC, iCT Manager
2.2 Idemitied variances hetween 2.2.1.1 5eniar Rates Cificer shauld review the Assessment ID'siderfied in Appendix B ta ensure allfactar [Senar Rates Officer ta perfarm quantery exceptian [Seniar Rates Cficer Inprazress  |First quanerly exception part & due in April 2020 Expected campletian Oz 2020
reparted counts an the Rates and prafiles are up ta dsteand all $Hil lewy smaunts are appropriate by supparted. All necessary changes shauld be | reparting using MAGIC Ferfarmanceta query, identifya nd
[Valuatian Certificate and MAGID, pracessed in MASIC imvestigate patentisl dats quality issues in MAGICas they
arise.
24 Oppartunhies farimpravement  |2.4.1 5uffient and apArapriate pratacals and pracedure need ta be develaped and inrelatianta | the preparatian af the certfficate ta b [seniar Rates Officer Inpragres  |Due 50 June 2020 Expected campletian Oz 2020,
Rewiew 13-12 Rates jthe preparation of the Rates & Valuatian Certificate of Rates Levied for 2019/2020 ta enable the secand in prepared by Senar Rates Officer.
5 Levied charge ta undertake the necessanywark shauld the SAD be unavailable. The pratazals and procedures shauld
Document 10 e prepared with sufficient detail to allow the readerta understand al key assumptions and all key exceptians | MAGIC User guidesta be updated by SRO ta reflect YT
3B36E in pre paring the certfficate Rating
242 The Finance Team ne eds 1o develop 2n additianal resaurce with ca pabiity in Ratingta suppart the Finance Trainee ta be recrufted in Fr20/21 cFo Inprazess  |Due 51 December 2020 Expected campletian 04 2020,
impartant wark afthe 3RO, Develapment plan far the tminee/Rates Cfficer ta be [Seniar Rates Officer
developed by SR,
243 The Certificate is ta be prepared by the Seniar Revenue Gfficer with al supparting Gazumentatian Review o the annual cen ficate af Rates Levied ta be CFo Inprozress  |Due #1 Octaber 2020 Expected campletian 05 2020,
lsmached 2 nd submitted far rewiew try the Chief Financial Officer. Sufficient documemation should e rerained | perfarmed and evidenced by the CFO priarta submissian  [Seniar Rates Officer
1o evidence bath Freparer sign-aff and Rewiewer sign-aff priar ta submission af the centificate ta Auditars. 't the external auditare.
24.4 An sutamated repant shauld be set-up n the MAGIC Enterprise Sytem ta fac litate the reparting af Rates |Seniar Rates Officer] MAGIC Team [RGI0 Team I pragress  [Initial camematians have been had between SHO and MAGIC Expected campletian 02 2020,
Levied [seniar Rates Officer Due 20 June 2020
iCT Manager
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8.  ARIC ACTIONS TRACKING

SUMMARY

This report serves to inform the Audit, Risk and Improvement Committee on the status of outstanding ARIC
Actions as resolved by the Committee.

RECOMMENDATION

That the Committee receives and notes the report.

FINANCIAL IMPLICATIONS
Nil
POLICY & LEGISLATION

e Local Government Act 1993

ARIC Charter

e Internal Audit Charter
e ARIC Workplan

e ARIC Agenda

e Code of Conduct

REPORT
Outstanding ARIC Actions
All outstanding ARIC Actions have been implemented by Manager, Risk, Audit and Improvement.

Please refer to Attachment A to review the details and status of ARIC Actions.

ATTACHMENTS: A. ARIC Actions Tracker §
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Attachment A ARIC Actions Tracker

YAS5 VALLEY COUNCIL
ARIC ACTION TACKER

Item Commitiee Name Meeting Date Agenda ltem Reco mmendation Mo Responsi hility 5tatus update Completion status Date
Z IARIC 3-5ep-1% 7.1 ARIC Responsibilities, 7.1.2 The Manager Risk, Audit & Manager of Audit Risk and Improvemnent |Manager Audit Risk and Improvement has prepared the following for presentation to the ARIC on 31
Charter and Workplan Improverment, when appointed, March 2020:
prepares a: 1. DRAFT INTERMAL AUDIT CHARTER
1. draft ARIC Responsibility Plan 2. DRAFT ARIC CHARTER
2. draft ARIC Workplan 3. DRAFT ARIC WORKFLAN (Including Responsibility Plan) Completed 18-MMar-20
3. draft ARIC Standard Agenda 4. DRAFT ARIC STANDARD AGENDA
4. Report for the Committee on the
ARIC Charter
5. Internal Audit Charter
3 lARIC 3-5ep-19 7.1 ARIC Responsibilities, 7.1.3 The Manager Risk, Audit & Manager of Audit Risk and Improvement |Manager Audit Risk and Improvement notes that under section #40 of the Local Government Act,
Charter and Workplan Improvement, when appointed, independent Audit, Risk and Improvement Committee members are subject to and required to comply
prepares a report for Council on the: with the council's Code of Conduct. Thisis docurmented in Section 7 of the Audit Risk and Improverent
1. Matter of an ARIC Code of Condurt Committee Charter
for Independent External Mermbers.
Manager Audit, Risk and Improverent has DRAFTED additional Code of Conduct Guidelines for Completed 18-Mar-20

Independent Chair and Members of ARIC to supplernent the Mode! Code of Conduct adopted by the
Council.
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9.  ARIC GOVERNANCE FRAMEWORK

SUMMARY

This report presents updated governing documents aligned with best practice and the New Risk Management
and Internal Audit Framework for Local Council in NSW to be adopted by March 2021. The governing
documents presented include:

e ARIC Charter

e Internal Audit Charter

ARIC Workplan, Responsibility Plan and Calendar

ARIC Standard Agenda

ARIC Code of Conduct Guidelines for Independent Chair and Members

RECOMMENDATION
That the:
1. Committee to endorse the updated Internal Audit Charter for adoption by March 2021.

2. Committee to endorse the updated Audit, Risk and Improvement Committee Charter for adoption by
March 2021.

3. Committee to endorse the proposed ARIC Workplan. Responsibility Plan and Calendar for adoption by
March 2021.

4. Committee to endorse the proposed ARIC Standard Agenda for adoption by March 2021.

5. Committee to endorse the proposed Code of Conduct Guidelines for Independent ARIC Chair and
Members for adoption by March 2021.

FINANCIAL IMPLICATIONS

Nil

POLICY & LEGISLATION

e local Government Act 1993.
e ARIC Charter

e Internal Audit Charter

e Code of Conduct

REPORT
1. Background

Council has moved to a shared services model for the administration and management of Risk, Audit and
Business Improvement functions with the Manager of Risk, Audit and Improvement commencing he
shared services role between the partner councils of Yass Valley, Upper Lachlan Shire and Goulburn
Mulwaree in November 2019.
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With the introduction of the New Risk Management and Internal Audit Framework for Local Council in
NSW (to be discussed separately) effective by March 2021, ARIC must now keep under review the
following aspects of the Council’s operations:

a) Internal Audit

b) External Audit

c¢) Compliance

d) Risk management

e) Fraud control

f)  Financial management

g) Governance

h) Implementation of the strategic plan, delivery program and strategies
i) Service reviews

j)  Collection of performance measurement data by the council
k)  Any other matters prescribed by the regulations

The legislation has been in place since 2016 but only proclaimed and gazetted during the last year and
will come into complete and compulsory operation from 6 months after the next general council
elections in NSW, i.e. from March 2021.

Like many ARICs, this Committee was initially established prior to the 2016 legislation. A comprehensive
review of the Committee’s reporting and operational framework has not been undertaken since its
inception in 2015, although annual Reports on Committee Performance have been prepared.

At present the Committee receives reports on an ad-hoc basis and based upon Internal Audit Programs
(when prepared) and Annual Reporting Programs. Internal Audit does not consider this to constitute an
adequate framework in view of the requirements the newly proclaimed legislation imposes.

The present ARIC Charter, Internal Audit Charter and other governing documents of the Committee
required review and update to ensure they provide a robust reporting and operational framework which
will enable the ARIC to meet its legislative responsibilities going forward.

This report presents updated governing documents aligned with best practice and the New Risk
Management and Internal Audit Framework for Local Council in NSW to be adopted by March 2021.

ARIC and Internal Audit Charter

The present ARIC and Internal Audit Charters are based on the outdated s23A Internal Audit Guidelines
and Charters.

A review and update has been completed by Manager of Risk, Audit and Improvement to ensure full
alignment and coverage of legislative requirements in accordance with the New Risk Management and
Internal Audit Framework for Local Council in NSW and best practices models supported by the Institute
of Internal Auditors and Local Government NSW.

Please refer to the following attachments:

1. Updated Internal Audit Charter (Attachment A)
2. Updated ARIC Charter (Attachment B)

ARIC Workplan, Responsibility Plan and Calendar
The current ARIC does not have the assistance of a formally adopted ARIC Workplan, Responsibility Plan

and Calendar in the form recommended by the Institute of Internal Auditors and Local Government of
NSW.
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ARIC Workplan, Responsibility Plan and Calendar has been drafted by the Manager of Risk, Audit and
Improvement and ensures full alignment and coverage of legislative requirements in accordance with
the New Risk Management and Internal Audit Framework for Local Council in NSW.

Please refer to the following attachments:
1. Proposed ARIC Workplan, Responsibility Plan and Calendar (Attachment C)
4. ARIC Standard Agenda

To support the Responsibility and Reporting Frameworks of Council, the Manager of Risk, Audit and
Improvement has prepared a draft ARIC Standard Agenda to strengthen independent oversight,
robustness and transparency in reporting for the organisation.

Please refer to the following attachments:
1. Proposed ARIC Standard Agenda (Attachment D)
5. ARIC Code of Conduct Guidelines for Independent Chair and Members

Under section 440 of the Local Government Act, independent Audit, Risk and Improvement Committee
members are subject to and required to comply with the council’s Code of Conduct.

In line with the recommendations of the Institute of Internal Auditors and Local Government NSW ARIC
Training workshop, Manager of Audit Risk and Improvement has drafted supplementary Code of Conduct
Guidelines for Audit, Risk and Improvement Committee Independent Chairs and Members

Code of Conduct Guidelines have been prepared in accordance with the requirements of the NSW
Government’s Prequalification Scheme: Audit and Risk Committee Independent Chairs and Members.

Please refer to the following attachments:

1. Proposed Code of Conduct Guidelines: Audit, Risk and Improvement Committee Independent Chairs
and Members (Attachment E)
ATTACHMENTS: A. Updated - Internal Audit Charter §
B. Updated - ARIC Charter §
C. Proposed - ARIC Workplan, Responsibility Plan and Calander {
D. Proposed - ARIC Standard Agenda {
E. Proposed - Code of Conduct Guidelines: AIRC Independent Chair and Members §
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Internal Audit Charter

Yass Valley Council

yass valley council

the country the people

MAGIQ Endorsed Date Approved Date Review  Status
Date

Record Version Author
Doc ID by by
1 1.0 Margaret 2891 ARIC 11/06/15  General  11/06/15 N/A Current
Nicholls Manager
2 20 Jovan ARIC General Q1 Draft
Pejic Manager 2021
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Introduction and Vision

The Internal Audit function is established by authority of the governing body of the Council
(the Council), with its responsibilities defined in this Internal Audit Charter (Charter) approved
by the General Manager on endorsement by the Audit, Risk and Improvement Committee.

This charter provides the framework and authority for the performance of Internal Audit
activities at the Council.

Chief Audit Executive describes the person in the senior position responsible for managing
the Internal Audit Department of an organisation. At the Council, this is the shared services
Manager of Risk, Audit and Improvement.

The vision of the Internal Audit function is to embrace and operate in line with the relevant and
recognised best practices of internal audit.

2. Definition of internal auditing

Internal auditing is an independent, objective assurance and consulting activity designed to
add value and improve the Council’s operations. It helps the Council accomplish its objectives
by bringing a systematic, disciplined approach to evaluating and improving the effectiveness
of risk management, control, and governance processes.

3. Purpose

The mission of internal audit is to enhance and protect the value the Councils delivers to rate
payers by providing stakeholders with risk-based, objective and reliable assurance, advice
and insight.

The Internal Audit function provides independent and objective assurance to:

« The Audit, Risk and Improvement Committee and the General Manager that financial and
non-financial controls are operating in a compliant, efficient, effective, economical and
ethical manner.

« Assist executive management and business managers to improve business performance.

4. Independence

The Internal Audit function is required to be independent and objective, with independence
essential to its effectiveness. The Internal Audit function has no direct authority or
responsibility for the activities it reviews. The Internal Audit function has no responsibility for
the management of business activities, or for development or implementation of operational
systems or procedures.

The strength of the Internal Audit function comes from it being independent of management.

Where the Chief Audit Executive may be responsible for a non-audit activity including risk
management and business | improvement, there are independence safeguards in place:

« When responsible for non-audit activities, the Chief Audit Executive is not performing
internal audit duties when managing or performing those activities; and

« Review of non-audit activities must be managed and performed independently of the Chief
Audit Executive and reported direct to the Audit, Risk and Improvement Committee.
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5. Conflict of interest

Conflict of interest is a situation in which an internal auditor, who is in a position of trust, has
a competing professional or personal interest. Such competing interests can make it difficult
to fulfil duties impartially. A conflict of interest exists even if no unethical or improper act results.
A conflict of interest can create an appearance of impropriety that can undermine confidence
in the internal auditor, the Internal Audit function, and the profession. A conflict of interest
could impair an individual's ability to perform his or her duties and responsibilities objectively.

Internal auditors are not to provide audit services for work for which they may previously have
been responsible. The Institute of Internal Auditors provides guidance on this point and
suggests a period of one year, but each instance should be carefully assessed.

When engaging internal audit service providers, the Chief Audit Executive shall take steps to
identify, evaluate the significance, and manage any perceived, potential or actual conflict of
interest that may impinge upon internal audit work.

Instances of perceived, potential or actual conflict of interest by Internal function staff and
service providers shall immediately be reported it to the Chief Audit Executive and the chair of
the Audit Risk and Improvement Committee.

6. Internal audit positioning

Internal Audit is positioned within the Council is as follows:

Audit Risk and
Improvement
General Manager Committee
Internal Audit function Functional reporting for
administrative reporting Internal Audit function
operations

Chief Audit Executive
head of Internal Audit

Service Providers Internal Audit Staff
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7. Reporting arrangements
All Internal Audit staff and service providers report to the Chief Audit Executive, who reports:

« Functionally for operations to the Audit Risk and Improvement Committee through the
chair.

« Administratively to the General Manager.
Functional reporting involves the Audit Risk and Improvement Committee:
« Reviewing and approving the Internal Audit Charter.

« Approving decisions regarding appointment and removal of the Chief Audit Executive,
including remuneration.

« Assessing performance of the Chief Audit Executive.
« Reviewing and approving the Internal Audit Plan, and any changes to the plan.

- Reviewing reports on the results of audits, audit-related activities, audit team capability,
audit performance, and other important matters.

« Monitoring compliance with standards, together with quality and improvement
arrangements.

o Meeting privately with the Chief Audit Executive at least once a year without the General
Manager or other management present.

« Making enquiries of the Chief Audit Executive to determine any scope or budget
limitations that may impede the execution of Internal Audit function responsibilities.

Administrative reporting to the General Manager includes:
o Internal Audit resources and annual budget.

o Provision of corporate services to the Internal Audit function including office
accommodation, computers and equipment.

. Human resource administration.

The Chief Audit Executive will meet regularly with the General Manager, with meetings
scheduled at least every two (2) months. Right of direct access by the Chief Audit Executive
to the General Manager is preserved for any time the Chief Audit Executive believes it to be
warranted.

8. Authority and confidentiality

All Internal Audit work is undertaken under the authority of the Audit Risk and Improvement
Committee.

Internal Audit staff and service providers are authorised to have full, free and unrestricted
access to all functions, premises, assets, personnel, records, and other documentation and
information necessary to enable the Internal Audit function to fulfil its responsibilities in line
with its approved internal audit plan.

All records, documentation and information accessed in the course of undertaking internal
audit work are to be used solely for the performance of these activities. Internal Audit staff and
service providers are responsible and accountable for maintaining the confidentiality of the
information they receive during the course of their work.
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All internal audit documentation and work papers remain the property of the Council, including
where internal audit services are provided by service providers under an outsourced or co-
sourced model.

9. Role
In the performance of its activities, the Internal Audit function will play an active role in:

« Developing and maintaining a culture of accountability, integrity and adherence to high
ethical standards.

« Facilitating the integration of controls and risk management into day-to-day business
activities and processes.

« Promoting a culture of cost-consciousness and self-assessment.

The Internal Audit function will support the Council by:

» Reviewing achievement of objectives.

« Assessing if decisions are properly authorised.

« Evaluating the reliability and integrity of information.

o Ensuring assets are safeguarded.

« Assessing compliance with laws, regulations, policies and contracts.

« Considering the efficiency, effectiveness, economy and ethics of business activities.
« Reviewing opportunities for fraud and corruption.

o Following-up previous audits to assess if remedial action has been effectively
implemented.

« Looking for better ways of doing things, and sharing these insights within the Council.

Management may request internal audit services in response to emerging business issues or
risks. The Internal Audit function will attempt to satisfy these requests, subject to the assessed
level of risk, availability of resources, and endorsement of the Audit, Risk and Improvement
Committee.

10. Reporting to the Audit Risk and Improvement Committee

The Audit Risk and Improvement Committee supports the General Manager in exercising its
governance responsibilities. The Chief Audit Executive will report to the Audit Risk and
Improvement Committee on:

o Overall performance of the Internal Audit function, including key performance indicators
agreed with the Audit Risk and Improvement Committee that are documented in a
balanced scorecard report or similar.

e Internal audit work completed.
o Progress implementing the internal audit plan.

. Implementation status of internal audit, external audit, and other relevant external and
regulatory body recommendations.

* Achievements via an annual report to summarise work and achievements for the year, to
demonstrate value delivered, and to provide an opinion on the overall state of internal
controls and any systemic issues identified.
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« Annual assertion on the work of the Internal Audit function and compliance with internal
auditing standards.

« Annual statement of assurance.

11. Nature and scope of work

The scope of internal audit work embraces the wider concept of corporate governance and
risk, recognising that controls exist in organisations to manage risks and promote effective
and efficient governance and performance. Internal audit services may include:

o Assurance Services — objective examination of evidence for the purpose of providing an
independent assessment of risk management, control and governance processes.

« Advisory Services — advisory and related client activities, the nature and scope of which
are agreed upon with the client and which are intended to add value and improve business
operations.

The Internal Audit function will offer a range of services, including:
« Audits with a compliance, financial or operational performance improvement focus.

« Management requested services where business areas may request internal audit
services, usually in response to an issue or an emerging risk.

o Multi-stage audits at key project milestones.
« Continuous auditing of controls using technology.

The scope and coverage of Internal Audit work is not limited in any way, and may cover any
Council activity, operations and programs, including those of associated organisations.

12. Professional standards

The Internal Audit function will govern itself by adherence to mandatory guidance contained
in the ‘International Professional Practices Framework’ (IPPF) issued by the Institute of
Internal Auditors (l1A):

e ‘Core Principles for the Professional Practice of Internal Auditing’.

o ‘Definition of Internal Auditing’.

e ‘Code of Ethics’.

¢ ‘International Standards for the Professional Practice of Internal Auditing’.

This mandatory guidance constitutes the fundamental requirements for the professional
practice of internal auditing and the principles against which to evaluate the effectiveness of
Internal Audit function performance. The Chief Audit Executive is responsible for maintaining
an up-to-date risk-based internal audit methodology that aligns with good practices promoted
by the internal audit profession.

The Internal Audit function, including service providers, will perform their work in accordance
with the IPPF. While the IPPF will cover the majority of internal audits, technology audits may
be performed using ISACA standards contained in the Information Technology Assurance
Framework (ITAF).
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13. Resourcing

The Audit, Risk and Improvement Committee will be advised of any resource limitations to the
ability of the Internal Audit function to fulfil its responsibilities. Any assessment of the Internal
Audit operational budget is to be supported by appropriate and objective analysis and
benchmarking.

Where an internal audit outsourced or co-sourced model is adopted, in consultation with the
Audit Risk and Improvement Committee, the service provider will be selected through periodic
market testing that applies good practice probity principles focused on competence, skills and
knowledge against a set of pre-determined criteria that includes independence and objectivity.
Service provider appointment will be approved by the Audit Risk and Improvement Committee.

14. Responsibilities

Internal Audit responsibilities include, but are not limited to:
Internal Audit

. Establish a ‘best practice’ Internal Audit function.

Internal Audit Plan

« Develop a risk-based internal audit plan that considers the Councils risks and issues,
including those identified by management, and submit the plan to the Audit Risk and
Improvement Committee for review and approval.

« Ensure changes to the internal audit plan are approved by the Audit Risk and
Improvement Committee.

Internal Audit Engagements

o Perform internal audit work contained in the approved internal audit plan, and produce a
written report for each audit containing improvement actions.

« Ensure management action plans to implement improvement actions are obtained from
management and included in audit reports, including a responsible person and timetable
for completion.

« Where management responses to any audit recommendation are not considered
adequate, the Chief Audit Executive will consult with management of the area audited and
attempt to reach a mutually agreeable resolution. If agreement is not reached, the Chief
Audit Executive will refer the matter to the General Manager for resolution. If agreement
is still not reached, the final arbiter will be the Audit Risk and Improvement Committee.

« Provide final audit reports to management of the area audited, General Manager, and the
Audit Risk and Improvement Committee. Copies may be provided to management of other
areas where relevant. Copies may be provided to the external auditor if requested.

Improvement Actions

« Establish a system to monitor progress by management to implement internal audit and
external audit improvement actions, together with recommendations contained in reports
by other relevant external and regulatory bodies.

« Ensure management provides updates to the Internal Audit function quarterly on progress
to implement management action plans.

« Follow-up and obtain evidence that management action plans are effectively implemented
by management before recommending closure to the Audit Risk and Improvement
Committee.
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15. Management and staff obligations
An executive sponsor will be nominated for each audit.

Management and staff are obligated to professionally and constructively contribute to internal
audit work, and the implementation of management action plans in response to improvement
opportunities and recommendations contained in internal audit reports.

Management has maximum of 10 working days from when they receive a draft internal audit

report to provide their management responses and action plans, which should contain:

o Agreed, partially agreed or not agreed.

. If not agreed, why not.

« Action to be taken — these do not need to include lengthy comments or explanations; the
action to be taken is all that is required.

+ Responsible person.

o Timing.

« Interim control arrangements to be relied upon where there is a long lead time, such as
waiting to close-out an improvement action through implementation of a technology
solution.

Where formal management responses and action plans have not been received within 10
working days, recommendations will be provided to the Audit Risk and Improvement
Committee, with a timetable for implementation to be pursued separately through the General
Manager.

Each quarter internal audit will request an update from management on progress of
implementation for every improvement action and recommendation. Timing will align to Audit
Risk and Improvement Committee meetings.

There is one opportunity for the executive sponsor to revise the implementation date should
this be necessary due to unexpected delay.

Where an original implementation date is passed, whether approved or not, the audit
recommendation cannot be rated to be on track.

Where an audit recommendation rated high or above is not implemented and closed-out by
its due date, the executive sponsor will be required to attend the next Audit Risk and
Improvement Committee meeting and present details on why the management action has not
been fully implemented and the audit recommendation closed-out, and how the resulting risk
is being addressed in the interim.

Where management seeks to accept a risk from an audit recommendation, they are required
to complete a ‘management acceptance of risk’ form that considers approved risk appetite
and risk tolerances, and have it approved by the Audit Risk and Improvement Committee.

16. Quality assurance and improvement program

The Chief Audit Executive is responsible for developing and maintaining a quality assurance
and improvement program that includes:

« Ongoing internal assessments.
« Periodic internal assessments to be performed annually.
* Annual assertion to the Audit Committee on compliance with internal auditing standards.

« Independent external assessments performed at least once every five years by a
qualified, independent assessor or assessment team from outside the Council.
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Internal audit is encouraged to develop and maintain mutually beneficial relations with
counterparts in other organisations, thought leaders, relevant professional bodies and
networks with a view to:

« Exchanging information on internal audit good practices.

« Exchanging information on emerging corporate governance, risk management and
assurance issues.

17. Evaluation of performance

Internal Audit performance will be evaluated and results reported to the Audit Risk and
Improvement Committee in a balanced scorecard or similar. This will include:

« Results of the quality assurance and improvement program.

« Results of Internal Audit performance measures previously approved by the Audit Risk
and Improvement Committee.

« Feedback from management of areas where internal audit work has been performed.

Feedback on Internal Audit performance will be sought annually from members of the Audit
Risk and Improvement Committee.

18. Relationship with other assurance activities

The Council uses the 3 lines of defence integrated assurance model to allocate responsibilities
for risk management and control, recognising that:

o 1stline of defence — Management has ownership, responsibility and accountability for
assessing, controlling and mitigating risks.

« 2"line of defence — Risk management facilitates and monitors implementation of effective
risk management practices by management, and assists risk owners in reporting
adequate risk-related information up and down the organisation.

« 3"line of defence — Internal audit will, through a risk-based approach, provide assurance
to the Audit Risk and Improvement Committee and management, on how effectively the
Council assesses and manages its risks, including the manner in which the first and
second lines of defence operate. Internal audit does not absolve management and staff
from any of their risk management and control responsibilities.

The Internal Audit function will establish and maintain an open relationship with the external
auditor and other assurance providers. The Internal Audit function will plan its activities to
ensure adequacy of overall assurance coverage, and to minimise duplication of assurance
effort across the Council.

External audit has full and free access to all internal audit plans, work papers and reports.

19. Review of the charter

This Charter will be reviewed annually, with any changes endorsed by the Audit Risk and
Improvement Committee and approved by the General Manager.
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20. Approval of the charter
Endorsed:

Audit Risk and Improvement Committee

Date:
31 March 2020

Resolution Number:

Approved:

General Manager

Date:
31 March 2020

Resolution Number:

Status Reports — Page 94 of 283



9. ARIC Governance Framework
Attachment B Updated - ARIC Charter

Audit Risk and
Improvement Committee

Charter

Yass Valley Council

yass valley council

the country the people
Record  Author MAGIQ Endorsed Date Approved Res Date Review Status
Doc ID by by No: Date
1 Margaret 2889 ARIC 11/06/15  Council 342  25/02/15 - Superseded
Nicholls
2 Margaret 34685 ARIC - Council 184 27/06/16 - Current
Nicholls
3 Jovan ARIC 31/03/20  Council Q1 - Draft
Pejic 2021

Status Reports — Page 95 of 283



ARIC Governance Framework
Attachment B Updated - ARIC Charter

N

© © N o o » O

Contents

Objective

Authority

Composition and Tenure
Role and Responsibilities
Reporting

Administrative Arrangements

Code of conduct

© o0 A~ W W W

11

Review of Audit, Risk and Improvement Committee Charter 11

Approval of the charter

12

Status Reports — Page 96 of 283



9.

ARIC Governance Framework
Attachment B Updated - ARIC Charter

1. Objective

The objective of the Audit Risk and Improvement Committee (Committee) is to provide
independent advisory and assurance services to Yass Valley Council (the Council) on
internal audit, external audit, risk management, compliance, fraud control, financial
management and external accountability, governance, strategic planning, service
delivery, collection of performance measurement data by the council and any other
matters prescribed by the regulation.

2. Authority

The Council authorises the Committee, within the scope of its role and
responsibilities, to:

1. Obtain any information it needs from any employee or external party (subject to
their legal obligations to protect information).

2. Discuss any matters with the external auditor or other external parties (subject to
confidentiality considerations).

3. Request of the General Manager the attendance of any employee at Committee
meetings.

4. Obtain external legal or other professional advice considered necessary to meet
its responsibilities. Prior discussion with the General Manager must be
undertaken who will determine appropriateness of any reimbursement if any by
Council.

3. Composition and Tenure

The Audit, Risk and Improvement Committee will consist of:

3.1 Members (voting)

The Audit, Risk and Improvement Committee is to comprise of three (3) independent
voting members who are prequalified via the NSW Government’s Prequalification
Scheme: Audit and Risk Committee Independent Chairs and Members.

3.2 Observers (non-voting)

3.2.1 Observers to attend each meeting except where excluded by the Committee

e (General Manager
e Chief Audit Executive

3.2.2 Observers may attend by invitation as requested by the Committee

e NSW Auditor General (open invitation)
e Council’s senior officers

Status Reports — Page 97 of 283



9.

ARIC Governance Framework
Attachment B Updated - ARIC Charter

Risk management coordinator
Council staff/contractors
External experts

Councillors

Mayor

Audit, Risk and Improvement Committee members and the Chair are to serve a three
to five-year term. A member’s term cannot exceed eight years and the Chair’'s term
cannot exceed five years.

Individuals who have served an eight-year term (either as a member or Chair) must
have a three-year break from serving on the committee before being appointed again.

When approving the reappointment or extension of a membership term on the Audit,
Risk and Improvement Committee, the governing body of the council is to consider a
formal assessment by the Mayor (in consultation with the general manager) of the
member’s or Chair’'s performance on the committee.

The Council may engage an external reviewer to undertake this assessment if they
choose.

When selecting individual Audit, Risk and Improvement Committee members, the
governing body of the council will be required to ensure that the committee as a
collective body has the appropriate mix of skills, knowledge and experience to
successfully implement its Charter and add value to the council.

At least one member of the Audit, Risk and Improvement Committee should have
accounting or financial management experience with an understanding of accounting
and auditing standards in a local government context.

Each individual should also have sufficient time to devote to their responsibilities as an
Audit, Risk and Improvement Committee member.

4. Role and Responsibilities

The Committee will act as an advisory Committee to Council and has no executive
powers, except those expressly provided by the Council. In carrying out its
responsibilities, the Committee must at all times recognise that primary responsibility
for management of Council rests with the Council and the General Manager as defined
by the Local Government Act 1993, and associated Regulations.

The responsibilities of the Committee may be revised or expanded by the Council from
time to time. The Committee’s responsibilities are to assist Council to discharge its
responsibilities with due care and diligence in relation to the following items:-

4.1 Internal Audit

1. Provide overall strategic and executive direction for internal audit activities
2. Advise the general manager and governing body of the council of the resources
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necessary to successfully deliver the internal audit function

Assess the adequacy and effectiveness of council’s internal audit activities

Act as a forum for communication between the governing body, general manager,

senior management, the internal audit function and external audit

5. Oversee the coordination of audit programs conducted by internal and external audit
and other review functions

> W

6. Ensuring the council achieves maximum value from its internal audit activities

7. Review the appropriateness of council’s Internal Audit Charter, internal audit policies
and procedures

8. Review audit/risk methodologies used

9. Review findings/recommendations of internal audit activities, particularly

recommendations that have been assessed as the most significant according to the
risk to the council if they are not implemented

10. Review the effectiveness of corrective actions implemented

11.Review compliance with statutory requirements

12.Review performance of the Chief Audit Executive and the internal audit function as part
of the council’s internal audit quality improvement program

13.Review findings of any external reviews of the internal audit function

14.Endorse the council’s Internal Audit Charter, internal audit strategic four-year plan and
annual work plan, and

15.Endorse the appointment and remuneration of the Chief Audit Executive.
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4.2 External Audit

1. Act as a forum for communication between the Council, General Manager, senior
management, internal audit and external audit

2. Advise on the findings of external audits and monitor the implementation by the council
of any recommendations for corrective action.

4.3 Risk Management

1. Advise whether the council has provided sufficient resources for risk management and
staff are able to carry out their risk management responsibilities

2. Advise whether the council’s risk management framework complies with current

Australian risk management standards

Advise whether the council’s risk management framework operates effectively and

supports the achievement of council’s strategic goals and objectives

Advise whether management has embedded a positive risk management culture

Advise whether risk management is fully integrated into all aspects of the council,

including decision making processes and operations

Advise whether risks are formally considered when developing and implementing all

council policies, programs, projects and other activities, including procurement

7. Advise whether major risks have been identified and assessed by the council and
appropriate risk treatments have been implemented that reflect council’s risk criteria

8. Advise whether risk information is captured and communicated in a timely manner
across the council, enabling management and staff to carry out their responsibilities

9. Advise whether there are council-specific, fit-for-purpose tools, systems and processes
to help all those responsible for managing risk to fulfil their responsibilities, and

10. Advise whether the council’s risk management policies, procedures and plans are
being complied with

11.Review the appropriateness and effectiveness of the council’s risk criteria

12.Review the appropriateness and effectiveness of the council’s internal control
framework

13.Review the appropriateness and effectiveness of the council’s risk register and risk
profile

14.Review the appropriateness and effectiveness of the council’s risk reports

15.Review the appropriateness and effectiveness of the council’s risk management
framework in relation to its insurance arrangements

16.Review the appropriateness and effectiveness of the council’s business continuity
plans and natural disaster plans (including periodic testing).

17.Endorse the council’s risk management policy, risk management plan and risk criteria
prior to their approval by the governing body of the council, and

18.Endorse the council’s risk profile and risk register/s prior to their approval by the
general manager.

w

o ok

4.4 Compliance

1. Advise whether management has embedded a culture which is committed to lawful
and ethical behaviour

2. Advise whether the council has in place necessary policies and procedures and that
these are periodically reviewed and updated

3. Advise whether the council is complying with all necessary legislation, regulations,
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policies and procedures

4. Advise whether management has appropriately considered all legal and compliance
risks as part of the council’s risk assessment and management arrangements

5. Advise whether delegations are properly managed and exercised, and

6. Advise whether the council’s system for monitoring compliance is effective.

4.5 Fraud control

1. Advise whether the council’s fraud and corruption prevention plan and activities are
adequate and effective, and

2. Advise whether council has appropriate processes and systems in place to capture
and effectively investigate fraud-related information.

4.6 Financial management and external accountability

1. Advise whether the council’s financial management processes are adequate

2. Assess the policies and procedures for council management’s review and
consideration of the council’s current and future financial position and performance and
the nature of that review (including the approach taken to addressing variances and
budget risks)

3. Advise on the adequacy of early close and year-end review procedures, and

4. Review council’s financial statements, including:

* provide input and feedback on council’s financial statements

* advise whether council is meeting its external accountability requirements

* advise whether appropriate action has been taken in response to audit
recommendations and adjustments

* satisfy itself that the financial statements are supported by appropriate
management signoff

* review the ‘Statement by Councillors and Management’ (made pursuant to
s 413(2)(c) of the Local Government Act)

* review the processes in place designed to ensure that financial information
included in the council’s annual report is consistent with the signed financial
statements

* review cash management policies and procedures

* review policies and procedures for the collection, management and
disbursement of grants and tied funding, and

» satisfy itself that the council has a performance management framework
that is linked to organisational objectives and outcomes.
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4.7 Governance

1. Advise on the adequacy and robustness of the processes and systems that the council
has put in place to govern day-to-day activities and decision-making, and

2. Review whether controls over external parties such as contractors and advisors are
sound and effective.

4.8 Strategic planning

1. Advise whether the council is achieving the objectives and goals it set out in its
community strategic plan and has successfully implemented its delivery program,
operational plan and other strategies.

4.9 Service delivery

1. Advise on how the council is delivering local services and how it could improve its
service delivery performance.

4.10 Performance data and measurement

1. Assess the adequacy of the performance indicators and data the council uses to
measure its performance.

4.11 Responsibilities of Members

Members of the Committee are expected to:-

1. Understand the relevant legislative and regulatory requirements appropriate to Upper
Lachlan Shire Council.

2. Contribute the time needed to study and understand the papers provided.

3. Apply good analytical skills, objectivity and good judgement.

4. Express opinions frankly, ask questions that go to the fundamental core of issues, and
pursue independent lines of enquiry.

5. Reporting

The Audit, Risk and Improvement Committee is to be advised at each quarterly
meeting of the internal audits undertaken and progress made implementing corrective
action.

The governing body of the council is to be advised after each quarterly meeting of the
Audit, Risk and Improvement Committee of the internal audits undertaken and the
progress made implementing corrective action trough a formal monitoring report from
the Committee — this report would be for information only and a decision at the council
meeting would not be required

The Audit, Risk and Improvement Committee can raise any concerns with the
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governing body of the council at any time through the Chair.

The Audit, Risk and Improvement Committee is to provide an annual self-assessment
(Assurance Report) to the governing body of the council and be assessed by an
external party at least once each council term as part of the council’s quality assurance
and improvement program.

6. Administrative Arrangements

6.1 Meetings

The Audit, Risk and Improvement Committee is to meet at least quarterly over the
course of each year. A special meeting may be held, if needed, to review the council’s
financial statements.

The Audit, Risk and Improvement Committee will also be able to hold additional
meetings when significant unexpected issues arise, or the Chair is asked to hold an
additional meeting by the majority of committee members, the general manager, or
the governing body of the council (by resolution). The Chair will be responsible for
deciding if an additional meeting will be held.

Any individual Audit, Risk and Improvement Committee member who wishes to meet
with the general manager or governing body of the council to discuss internal audit
issues is to do so through the Chair of the committee, and vice versa.

6.2 Attendance at Meetings and Quorums

A quorum is to consist of a majority of Audit, Risk and Improvement Committee
members. Where the vote is tied, the Chair is to have the casting vote.

Meetings can be held in person, by telephone or by video conference.

6.3
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Secretariat

The Committee has appointed Internal Audit to provide secretariat support to the
Committee. The Secretariat will ensure the agenda for each meeting and supporting
papers are circulated, at least seven days before the meeting, and ensure minutes of
the meetings are prepared and tabled at Ordinary Council meetings.

6.4 Conflicts of Interest

Committee members must declare any conflicts of interest at the start of each meeting
or before discussion of a relevant agenda item or topic. Details of any conflicts of
interest should be appropriately minuted.

Where members or invitees at Committee meetings are deemed to have a real or
perceived conflict of interest, it may be appropriate they be excused from Committee
deliberations on the issue where the conflict of interest may exist. The final arbiter of
such a decision is the Chairperson of the Committee.

6.5 Access to council staff resources and information

The Audit, Risk and Improvement Committee is to have direct and unrestricted access
to the general manager, senior management and staff and contractors of the council
in order to perform its role.

The Audit, Risk and Improvement Committee is also to have direct and unrestricted
access to the council resources and information it needs to perform its role.

The Audit, Risk and Improvement Committee may only release council information to
external parties with the approval of the general manager. The general manager’s
approval is not required where the information is being provided to an external
investigative, audit or oversight agency such as, but not limited to, the Office of Local
Government, the NSW Audit Office, the Independent Commission Against Corruption
or the NSW Ombudsman for the purpose of informing that agency of a matter that may
warrant its attention.

6.6 Disputes

Members of the Audit, Risk and Improvement Committee should maintain an effective
working relationship and try to resolve any differences they may have via open
negotiation.

However, in the event of a disagreement between the council management and the
Chief Audit Executive (for example, about findings or recommendations of audits), it is
to be resolved by the Audit, Risk and Improvement Committee.

6.7 Induction

General Manager is to ensure that each member of the Audit, Risk and Improvement
Committee, including new appointments, are provided with a copy of the Charter and
a formal induction.
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6.8 Dismissal of committee members and the Chair

The governing body of council may terminate the engagement of the Chair or a
member of the Audit, Risk and Improvement Committee where the Chair or member
has:

breached the conditions of the prequalification scheme

breached the council’s Code of Conduct

performed unsatisfactorily, or

declared, or is found to be in, a position of a conflict of interest which is unresolvable.

Termination can only occur with the approval of the Chief Executive of the Office of
Local Government.

6.9 Fees paid to members and the Chair

Fees paid to Audit, Risk and Improvement Committee members and the Chair are to
be the same as those currently paid under the NSW Government’s prequalification
scheme. Members will be able to serve on Audit, Risk and Improvement Committees
on a voluntary basis.

7. Code of conduct

Under section 440 of the Local Government Act, independent Audit, Risk and
Improvement Committee members are subject to and required to comply with the
council’'s Code of Conduct.

In addition, independent chair sand members are subject to and required to comply
with the Code of Conduct Guidelines: Audit, Risk and Improvement Committee
Independent Chairs and Members established in accordance with the requirements of
the NSW Government’s Prequalification Scheme: Audit and Risk Committee
Independent Chairs and Members.

Complaints or breaches of council’s code of conduct will be dealt with in accordance
with the Procedures for the Administration of the Model Code of Conduct for Local
Councils in NSW.

8. Review of Audit, Risk and Improvement Committee Charter

Audit, Risk and Improvement Committee’s Charter is to be reviewed annually by the
Audit, Risk and Improvement Committee, and once each council term (i.e. four years)
by an external party.

Any change to the Audit Risk and Improvement Committee Charter is by endorsement
of the Audit, Risk and Improvement Committee. The Audit Risk and Improvement
Committee Charter is presented to Council for resolution.
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9. Approval of the charter

Endorsed:

Audit Risk and Improvement Committee

Date:
31 March 2020

Resolution Number:

Approved:
Council

Date:

Resolution Number:
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Audit Risk and
Improvement Committee

Workplan

Yass Valley Council

yass valley council

the country the people

Record Author MAGIQ  Endorsed Date Approved Res Date Review Status
Doc ID by by No: Date

1 Jovan ARIC General Ql- Draft
Pejic Manager 2021
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Charter reference 4.1 Internal Audit

©ENDUAWNE

Provide overall strategic and executive direction for internal audit activities

Advise the general manager and governing body of the council of the resources necessary to successfully deliver the internal audit function

Assess the adequacy and effectiveness of council’s internal audit activities

Act as a forum for communication between the governing body, general manager, senior management, the internal audit function and external audit
Oversee the coordination of audit programs conducted by internal and external audit and other review functions

Ensuring the council achieves maximum value from its internal audit activities
Review the appropriateness of council’s Internal Audit Charter, internal audit policies and procedures
Review audit/risk methodologies used

Review findings/recommendations of internal audit activities, particularly recommendations that have been assessed as the most significant according

to the risk to the council if they are not implemented
Review the effectiveness of corrective actions implemented
Review compliance with statutory requirements

10.
11.
12.
13.
14.

Review performance of the Chief Audit Executive and the internal audit function as part of the council’s internal audit quality improvement program

Review findings of any external reviews of the internal audit function
Endorse the council’s Internal Audit Charter, internal audit strategic four-year plan and annual work plan, and
Endorse the appointment and remuneration of the Chief Audit Executive

Charter | ARIC Task to meet charter reference Approach Provided by FY202X FY202X
Ref # objective
SEP | DEC | MAR | JUN | SEP | DEC | MAR | JUN
4.1.1 Provide overall strategic and Chairpersons address to Committee Chairperson X X X X X X X X
executive direction for internal setting the overall strategic and
audit activities executive direction for internal audit
activities.
4.1.2 Advise the general manager and Review/discuss the annual report to General Manager X X
governing body of the council of the | Committee on the IA Budget and other
resources necessary to successfully Internal Audit arrangements (i.e. shared
deliver the internal audit function services, co-source) to ensure delivery
of the internal audit function.
4.1.4 Act as a forum for communication ARIC to meet privately with the CAE at l¢ ARIC Committee | x X
between the governing body, annually.
general manager, senior
management, the internal audit
function and external audit

Status Reports — Page 108 of 283



9.

ARIC Governance Framework
Attachment C Proposed - ARIC Workplan, Responsibility Plan and Calander

4.1.6 Ensuring the council achieves Review/discuss annual report to Chief Audit X
maximum value from its internal committee on any tender process Executive
audit activities resulting in a co-source arrangement

with assurance service providers for the
delivery of the IA Strategic four-year
plan and annual work plan to ensure
Council receives maximum value for
money for its internal audit activities.

4.1.5 Oversee the coordination of audit Review/discuss quarterly report to Chief Audit X X X X
programs conducted by internal Committee on: Executive
and external audit and other .

. . ° the number of internal/external
review functions . .

4.1.8 Review of the IA Audit and Risk .audlts.comple'.ce.d durlng that quarter.,

including providing copies of the audit
Methodology . . . -
reports including details of findings and

419 Review recommendations
findings/recommendations of . progress in implementing the
internal audit activities,

. . annual work plan
particularly recommendations
that have been assessed as the . progress made implementing
most significant according to the corrective actions arising from any past
risk to the council if they are not internal/external audits, and
implemented

4.1.10 Review the effectiveness of ° any concerns the CEA may have.
corrective actions implemented

4.1.11 Review compliance with statutory
requirements

4.1.12 Review performance of the Chief Review/discuss bi-annual report to Chief Audit X X
Audit Executive and the internal committee on the periodic self- Executive

audit function as part of the
council’s internal audit quality
assurance and improvement
program

assessment by the Chief Audit
Executive on the performance of the
internal audit function
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remuneration of the CAE

the appointment and remuneration of
the CEA

4.1.13 Review findings of any external Review/discuss special report to the TBA — External External Review of IA to be performed in 2024
reviews of the internal audit Committee on the maturity of the Cound Assurance
function (every 4 years) Internal Audit function Provider
4.1.7 Review the council’s Internal Audit Review/discuss annual report to Chief Audit X X
Charter, internal audit strategic four- | Committee presenting: Executive
ear plan and annual work plan
yearp P . Updated/reviewed Internal
413 Assess the adequacy and audit charter
effectiveness of council’s internal .
: - . Updated/reviewed Internal
audit activities Audit strategic four-year plan
4.1.14 Endorse the council’s Internal Audit & yearp
Charter, internal audit strategic four- | e Proposed annual work plan
ear plan and annual work plan
yearp P . Proposed ARIC annual work
plan
4.1.15 Endorse the appointment and Review/discuss report to Committee on | General Manager As required

Charter reference 4.2 External Audit

audits and monitor the

Audit Report and Letter to

1. Act as a forum for communication between the Council, General Manager, senior management, internal audit and external audit
2. Advise on the findings of external audits and monitor the implementation by the council of any recommendations for corrective action.
Charter | ARIC Task to meet charter reference Approach Provided by FY202X FY202X
Ref # objective
SEP | DEC | MAR | JUN | SEP | DEC | MAR | JUN

42.1 Act as a forum for communication Review/discuss annual report Chief Financial X X

between the Council, General presenting the External Audit Client Officer

Manager, senior management, Service Plan prepared by the external

internal audit and external audit auditor in relations to the annual

Financial Statement audit.

4.2.2 Advise on the findings of external Review/discuss the annual external External Auditor X X
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implementation by the council of any| Management on the findings of the
recommendations for corrective completed Financial Statement Audit.
action. Review/discuss quarterly report to Chief Financial X X X X X X X X
Committee on the status of Officer
management’s implementation of
external audit recommendations.
Charter reference 4.3 Risk Management (Objective)
1. Advise whether the council has provided sufficient resources for risk management and staff are able to carry out their risk management
responsibilities
2. Advise whether the council’s risk management framework complies with current Australian risk management standards
3. Advise whether the council’s risk management framework operates effectively and supports the achievement of council’s strategic goals and
objectives
4. Advise whether management has embedded a positive risk management culture
5. Advise whether risk management is fully integrated into all aspects of the council, including decision making processes and operations
6. Advise whether risks are formally considered when developing and implementing all council policies, programs, projects and other activities, including
procurement
7. Advise whether major risks have been identified and assessed by the council and appropriate risk treatments have been implemented that reflect
council’s risk criteria
8. Advise whether risk information is captured and communicated in a timely manner across the council, enabling management and staff to carry out
their responsibilities
9. Advise whether there are council-specific, fit-for-purpose tools, systems and processes to help all those responsible for managing risk to fulfil their
responsibilities, and
10. Advise whether the council’s risk management policies, procedures and plans are being complied with
11. Review the appropriateness and effectiveness of the council’s risk criteria
12. Review the appropriateness and effectiveness of the council’s internal control framework
13. Review the appropriateness and effectiveness of the council’s risk register and risk profile
14. Review the appropriateness and effectiveness of the council’s risk reports
15. Review the appropriateness and effectiveness of the council’s risk management framework in relation to its insurance arrangements
16. Review the appropriateness and effectiveness of the council’s business continuity plans and natural disaster plans (including periodic testing).
17. Endorse the council’s risk management policy, risk management plan and risk criteria prior to their approval by the governing body of the council, and
Endorse the council’s risk profile and risk register/s prior to their approval by the general manager.
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Charter | ARIC Task to meet charter reference Approach Provided by FY202X FY202X
Ref # objective
SEP | DEC | MAR | JUN | SEP | DEC | MAR | JUN
43.1 Advise whether the council has Review/discuss the annual report to General Manager X X
provided sufficient resources for Committee presenting the Budget for
risk management and staff are risk management activities and other
able to carry out their risk resources to ensure staff are able to
management responsibilities carry out their risk management
responsibilities.
4.3.4 Advise whether management has Review/discuss annual report to General Manager X X
embedded a positive risk committee on actions/steps taken by
management culture management to embedded a positive
risk management culture.
4.3.2 Advise whether the council’s risk Review/discuss an annual self- General Manager X X
management framework complies assessment by the General Manager
with current Australian risk supported by other senior
management standards management reporting on the overall
43.3 Advise whether the council’s risk quality/maturity of the council’s risk
management framework operates management framework with
effectively and supports the reference to the previous financial
achievement of council’s strategic year including whether:
goals and objectives
435 Advise whether risk management is . RI.Sk man?gement fr.ame_work 'S
A . in compliance with Australian risk
fully integrated into all aspects of the
council, including decision making management standards
processes and operations . Risk mar?agement framework
operates effectively and supports the
4.3.6 Advise whether risks are formally achievement of council’s strategic
considered when developing and goals and objectives
implementing all council policies, . Risk management is fully
programs, projects and other integrated into all aspects of the
activities, including procurement council, including decision making
4.3.7 Advise whether major risks have processes and operations

been identified and assessed by
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the council and appropriate risk
treatments have been
implemented that reflect council’s
risk criteria

. Risks are formally considered
when developing and implementing all
council policies, programs, projects
and other activities, including

43.8 Advise whether risk information is procurement
captured and communicated in a . Major risks have been identified
timely manner across the council, and assessed by the council and
enabling management and staff to appropriate risk treatments have been
carry out their responsibilities implemented that reflect council’s risk
- - criteria
4.3.9 Advise whether there are council- o .
o . Risk information is captured
specific, fit-for-purpose tools, . 3 i
and communicated in a timely manner
systems and processes to help all ) )
. L across the council, enabling
those responsible for managing risk
. . S management and staff to carry out
to fulfil their responsibilities . o
their responsibilities
4.3.10 Advise whether the council’s risk . There are council-specific, fit-
management policies, procedures for-purpose tools, systems and
and plans are being complied with processes to help all those responsible
for managing risk to fulfil their
responsibilities
. Council’s risk management
policies, procedures and plans are
being complied with
4.3.11 Review the appropriateness and Review/discuss annual report to Coordinator Risk
effectiveness of the council’s risk committee presenting: Management
criteria
. Reviewed/updated risk
4.3.17 Endorse the council’s risk management policy
management policy, risk . .
& policy . L . Reviewed/updated risk
management plan and risk criteria t ol
prior to their approval by the management pian
governing body of the council o Reviewed/updated council’s risk
criteria
4.3.12 Review/discuss quarterly report to Coordinator Risk X X X X

committee on the status of

Management
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Review the appropriateness and
effectiveness of the council’s internal
control framework

HIGH/Critical enterprise risks
identified.

4.3.18

Endorse the council’s risk profile and
risk register/s prior to their approval
by the general manager

Review/discuss quarterly report to
committee presenting:

o updated and validated
enterprise risk register

o updated risk profile

. updated list of internal controls
for all significant risks identified

Coordinator
Environmental
Services

Manager
Development
Control

Manager
Strategic
Planning

Coordinator
Media and
Communications

Chief Financial
Officer

Manager
Organisational
Development

Manager Tourism
& Business
Liaison

Manager ICT

Coordinator
Library Services

Coordinator
Customer Service

Manager Water
and Wastewater
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Manager X
Engineering
Services
Manager X
Contract Services
Manager Facility X
and Waste Assets
Manager X
Recreational
Assets
Manager X
Maintenance
Services
4.3.14 Review the appropriateness and Review/discuss annual report to Coordinator Risk X
effectiveness of the council’s risk committee presenting: Management
reports . .
P ° Reviewed/updated risk report
template
4.3.15 Review the appropriateness and Review/discuss quarterly report to on Coordinator Risk X X X X
effectiveness of the council’s risk the effectiveness of Council’s insurance | Management
management framework in relation | arrangements with reference to any
to its insurance arrangements incidents/events resulting in insurance
claims.
4.3.16 Review the appropriateness and Review/discuss annual report to Coordinator Risk X
effectiveness of the council’s Committee presenting: Management
business continuity plans and natural .
. . y p. L ° Reviewed/updated of the
disaster plans (including periodic . o
. Business continuity plan
testing)
. Reviewed/update of the
Disaster Recovery Plan
° Results of Business Impact
Assessments
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. Results of BCP and DRP testing
performed
Charter reference 4.4 Compliance
1. Advise whether management has embedded a culture which is committed to lawful and ethical behaviour
2. Advise whether the council has in place necessary policies and procedures and that these are periodically reviewed and updated
3. Advise whether the council is complying with all necessary legislation, regulations, policies and procedures
4. Advise whether management has appropriately considered all legal and compliance risks as part of the council’s risk assessment and management
arrangements
5. Advise whether delegations are properly managed and exercised, and
6. Advise whether the council’s system for monitoring compliance is effective
Charter | ARIC Task to meet charter reference Approach Provided by FY202X FY202X
Ref # objective
SEP | DEC | MAR | JUN | SEP | DEC | MAR | JUN
4.4.1 Advise Council on whether Review/discuss annual report to General Manager X X
management has embedded a Committee on management
culture which is committed to lawful | actions/steps taken for embedded a
and ethical behaviour culture which is committed to lawful
and ethical behaviour
4.4.2 Advise Council whether the Review/discuss annual report to Coordinator X X
council has in place necessary Committee presenting: Governance
olicies and procedures and that
P p . . . Reviewed/updated regulatory
these are periodically reviewed i lici d d
and updated compliance policies and procedures
443 Advise Council whether Review/discuss quarterly report to Coordinator X X X X X X X X
management is complying with all Committee presenting: Governance
necessary legislation, regulations, .
. vies & . Updated/validated regulatory
policies and procedures . .
compliance register
444 Advise Council whether
management has appropriately
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considered all legal and
compliance risks as part of the
council’s risk assessment and
management arrangements

445 Advise Council whether
delegations are properly managed
and exercised

4.4.6 Advise Council whether the

council’s system for monitoring
compliance is effective

. Updated cross references to the
Risk Register

. Reviewed/updated delegations

Charter reference 4.5 Fraud control

1. Advise whether the council’s fraud and corruption prevention plan and activities are adequate and effective, and
2. Advise whether council has appropriate processes and systems in place to capture and effectively investigate fraud-related information.
Charter | ARIC Task to meet charter reference Approach Provided by FY202X FY202X
Ref # objective
SEP | DEC | MAR | JUN | SEP | DEC | MAR | JUN

45.1 Advise whether the council’s fraud Review/discuss quarterly report to X X X X X X X X

and corruption prevention plan and | committee on status of fraud and

activities are adequate and effective | corruption control

Review/discuss annual report to Coordinator Risk X X

452 Advise whether council has Committee presenting the councils Management

appropriate processes and
systems in place to capture and
effectively investigate fraud-
related information

Fraud Control frame work comprising

° Reviewed/updated fraud and
corruption prevention plan

. Completed fraud and corruption
risk assessment
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° Prevention, detection and
investigation measures

Charter reference 4.6 Financial Management and External Accountability (Objective)

1.
2.

Advise whether the council’s financial management processes are adequate

Assess the policies and procedures for council management’s review and consideration of the council’s current and future financial position and performance

and the nature of that review (including the approach taken to addressing variances and budget risks)

3. Advise on the adequacy of early close and year-end review procedures, and
4. Review council’s financial statements, including:
o providing input and feedback on council’s financial statements
o advising whether council is meeting its external accountability requirements
o advising whether appropriate action has been taken in response to audit recommendations and adjustments
o satisfying itself that the financial statements are supported by appropriate management signoff
o reviewing the ‘Statement by Councillors and Management’ (made pursuant to s 413(2)(c) of the Local Government Act)
o reviewing the processes in place designed to ensure that financial information included in the council’s annual report is consistent with the signed financial
statements
o reviewing cash management policies and procedures
o reviewing policies and procedures for the collection, management and disbursement of grants and tied funding, and
o satisfying itself that the council has a performance management framework that is linked to organisational objectives and outcomes.
Charter | ARIC Task to meet charter reference Approach Provided by FY202X FY202X
objective
SEP | DEC | MAR | JUN | SEP | DEC | MAR | JUN
4.6.1 Review/discuss annual report to the Chief Financial X X

Advise whether the council’s
financial management processes are
adequate

Committee on the self assessment of
the adequacy of the council Financial
Management Framework.

Officer
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4.6.2

Assess the policies and procedures
for council management’s review
and consideration of the council’s
current and future financial position
and performance and the nature of
that review (including the approach
taken to addressing variances and
budget risks)

Review/discuss report to the
Committee presenting

° annual schedule of review of key
financial management policies and
procedures

° Reviewed/updated policies and
procedures for the quarter across key
financial management business
processes

o Treasury management

o Investment management
o Revenue and Receivables
o Purchases and Payables
o Taxes

o Payroll

o Financial reporting

Chief Financial
Officer

Review/discuss report to the
Committee presenting:

. Annual Budget
° 12 month Cash flow forecast

° Actual vs Budget quarterly
results and variance analysis

Chief Financial
Officer

4.6.3

Advise on the adequacy of early close
and year-end review procedures

Review/discuss report to the
Committee presenting:

° Early close and year-end review
procedures

Chief Financial
Officer
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4.6.4 . S . Review/discuss report to the Chief Financial X

Review council’s financial . . .

. . Committee presenting: Officer
statements, including:
S o Final Draft Financial Statements

° providing input and feedback

on council’s financial statements ° Final Draft Annual report

° advising whether council is . Auditors Report

meeting its external accountability .

. . External Audit Letter to
requirements . .
Management including management
. advising whether appropriate | responses
action has been taken in response , .
. . . Statement by Council’ (made
to audit recommendations and
. pursuant to s 413(2)(c) of the Local
adjustments
Government Act)

. satisfying itself that the

financial statements are supported

by appropriate management signoff

° reviewing the ‘Statement by

Council” (made pursuantto s

413(2)(c) of the Local Government

Act)

° reviewing the processes in

place designed to ensure that

financial information included in the

council’s annual report is consistent

with the signed financial statements
Charter reference 4.7 Governance
1. Advise on the adequacy and robustness of the processes and systems that the council has put in place to govern day-to-day activities and decision-making, and
2. Review whether controls over external parties such as contractors and advisors are sound and effective.
Charter | ARIC Task to meet charter reference Approach Provided by FY202X FY202X

Ref # objective
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SEP | DEC | MAR | JUN | SEP | DEC | MAR | JUN

4.7.1 Advise on the adequacy and Review/discuss annual report to the Director X X

robustness of the processes and Committee on the self-assessment of Corporate and

systems that the council has put in the adequacy of the council’s Community

place to govern day-to-day activities | Governance Framework.

and decision-making.
4.7.2 Review whether controls over Review/discuss annual report to the Director X X

external parties such as contractors | Committee on the self-assessment of Corporate and

and advisors are sound and effective | the adequacy of the council’s: Community

1. Procurement framework
2. Contract management Framework.

3. Project management framework

Charter reference 4.8 Strategic Planning

1. Advising whether the council is achieving the objectives and goals it set out in its community strategic plan and has successfully implemented its delivery program,

operational plan and other strategies.

Charter | ARIC Task to meet charter reference Approach Provided by FY202X FY202X
Ref # objective
SEP | DEC | MAR | JUN | SEP | DEC | MAR | JUN
48.1 Advising whether the council is Review/discuss annual report to the General Manager X X

achieving the objectives and goals it
set out in its community strategic
plan and has successfully
implemented its delivery program,
operational plan and other strategies.

Committee presenting the:

. annual performance report
against the objectives and goals as set
out in the community strategic,
delivery program, operational plan and
other strategies.

Charter reference 4.9 Service Delivery

1. Advising how the council is delivering local services and how it could improve its service delivery performance.
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Charter | ARIC Task to meet charter reference Approach Provided by FY202X FY202X
Ref # objective
SEP | DEC | MAR | JUN | SEP | DEC | MAR | JUN
49.1 Advising how the council is delivering | Discuss an annual presentation to the Director X X
local services and how it could Committee by the Directorate Corporate and
improve its service delivery providing an overview of: Community
erformance.
P . Service delivery performance Director of X X
. Infrastructure and
. Risks
Assets
. Projects -
Director of X X
. Financials Planning and
Environment
Discuss an annual presentation to the General Manager X X
Committee on the strategic overview
council operations for the next 12
months.
Charter reference 4.10 Performance Monitoring
1. Assess the adequacy of the performance indicators and data the council uses to measure its performance.
Charter | ARIC Task to meet charter reference Approach Provided by FY202X FY202X
Ref # objective
SEP | DEC | MAR | JUN | SEP | DEC | MAR | JUN
4.10.1 Assess the adequacy of the Review/discuss report to Committee Chief Audit X
performance indicators and data the | presenting: Executive
council uses to measure its . .
. Annual internal audit
performance. -
performance indicators
Review/discuss report to Committee Coordinator Risk X

presenting:

Management
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. Annual risk management
performance indicators

Review/discuss report to Committee General Manager X
presenting:
. Annual operational performance
indicators
Charter reference - Other
Ref # | ARIC Task to meet charter reference Approach Provided by FY202X FY202X
objective
SEP | JUN | SEP JUN | SEP | JUN | SEP JUN
Charter | The Audit, Risk and Improvement Discuss and agree on next Committee Chairperson X X X X X X X X
6.1 Committee is to meet at least meeting date.
quarterly over the course of each
year.
N/A Review ARIC Action Register to Review/discuss report to Committee Chief Audit X X X X X X X X
determine implementation of ARIC presenting the ARIC Action Register Executive
recommendations and progress made with
implementation of ARIC
recommendations.
Charter | The governing body of the council is | Prepare a formal monitoring report ARIC Committee | x X X X X X X X
5 to be advised after each quarterly from the Committee to the governing
meeting of the Audit, Risk and body of the council following each
Improvement Committee of the quarterly meeting.
internal audits undertaken and the
progress made implementing
corrective action trough a formal
monitoring report from the
Committee
Charter | ARIC s to provide an annual self- Annual assurance report to be ARIC Committee | x X
5 assessment (Assurance Report) to prepared by the Audit, Risk and
the governing body of the council. Improvement Committee on the
factors the Committee must consider
under s428 A of the Local Government
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Act-reported to the governing body of
the Council.

Req. 4(b)

Independence confirmation of interng
audit activities.

The Chief Audit Executive will be
required to confirm at least annually to
the Audit, Risk and Improvement
Committee the independence of
internal audit activities.

Chief Audit
Executive

Req. 8

Annual Attestation Certificate —
Internal Audit

Review/endorse Annual Attestation
Certificate prepared by the general
manager and published in council’s
annual report. Indicates if council’s
internal audit function complies with
statutory requirements.

General Manager

Req. 8

Annual Attestation Certificate — Risk
Management

Review/endorse Annual Attestation
Certificate prepared by the general
manager and published in council’s
annual report. Indicates if council’s risk
management function complies with
statutory requirements.

General Manager
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AGENDA

AUDIT, RISK & IMPROVEMENT COMMITTEE
(not all matters are covered every Meeting. This is defined in the ARIC Workplan)

(a special Agenda may be used for the Meeting/s considering the financial statements)

No. Agenda ltem ARIC Presented by
Workplan
Ref
1 Introduction
1.1 Formal opening and welcome Chairperson
1.2 Acknowledgement of Country Chairperson
1.3 Apologies Chairperson
1.4 Declarations of interest Chairperson
2 Committee matters
2.1 Confirmation of minutes from previous ARIC Chairperson
Meeting
2.2 Matters arising Chairperson
2.3 Actions Tracking
2.3.1 | ARIC matters Other CEA
2.3.2 | Internal Audit Recommendations 4.1 CEA
2.3.3 | External Audit Recommendations 4.2 CFO
3 Internal Audit
3.1 Status Report on IA Program 4.1 CEA
3.2 Presentation of Reports (if any) 4.1 CEA
4 External Audit
4.1 Status Report on External Audits 4.2 Audit Office
4.2 Presentation of Reports (if any) 4.2 Audit Office
5 Risk Management
5.1 Risk management update 4.3 CRM
5.2 Status Report on Insurance Matters 4.3 CRM
5.3 Presentation of Reports (if any) 4.3 CRM
6 Compliance
6.1 Compliance management update 4.4 CRM
6.2 Presentation of Reports (if any) 4.4 CRM
7 Fraud Control
7.1 Fraud and corruption control update 4.5 CRM
8 Financial Management and External Accountability
8.1 Financial Management update (Budgets, cash | 4.6 CFO
flow, variance analysis)
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‘ 8.2 ‘ Presentation of Reports (if any) 4.6 CFO
9 Governance
9.1 Governance update 4.7 GC
9.2 Presentation of Reports (if any) 4.7 GC
10 Strategic Planning
10.1 | CSP, Operating Plan and Delivery Program 4.8 GM
progress update
10.2 | Presentation of Reports (if any) 4.8 GM
11 Service Delivery
11.1 | Director Service Delivery Update (Rotating) 49 Directors
11.2 | Presentation of Reports (if any) 4.9 Directors
12 Other matters
12.1 | Presentation of Reports on other matters (If | Other Various
any)
12.2 | Next committee meeting date Other Chairperson
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Code of Conduct
Guideline

Audit, Risk and Improvement
Committee Independent Chairs
and Members

yass valley council

the country the people

Record Author MAGIQ  Endorsed Date Approved Res Date Review Status
Doc ID by by No: Date

1 Jovan ARIC 31/03/20 Ql- Draft
Pejic 2021
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Purpose

This document outlines fundamental values and principles that define the standards of
behaviour expected of independent chairs and members of Audit, Risk and Improvement
Committees (ARICs). It also provides sources of information and advice on ethical and other
relevant accountability issues.

Scope

These guidelines apply to independent chairs and members of Audit, Risk and Improvement
Committees established in accordance with the requirements of with the Council’s Code of
Conduct and the conduct requirements of NSW Government’s Prequalification Scheme:
Audit and Risk Committee Independent Chairs and Members.

Each Audit and Risk Committee member should adopt this code of conduct to define their
values and behaviour. Members should also be aware of, and act in accordance with the
Government sector core values as outlined in section 7 of the Government Sector
Employment Act 2013.

1. Principles of Conduct

All ARIC chairs and members have a responsibility to understand their duties and
responsibilities and execute the committee’s purpose without exceeding the authority of their
position.

Chairs and members of ARICs must uphold standards of conduct and ethics that maintain
public confidence and trust. The public has the right to expect that chairs and members of
ARICs demonstrate the highest level of integrity and competence and treat all stakeholders
fairly, reasonably and equitably.

As a condition of engagement, independent chairs and members of ARICs must agree to the
general principles of conduct consistent with those that apply to public sector employees,
executives and boards. These include:

Independence and impartiality

Honesty, Integrity and loyalty to the Public Interest
Take responsibility for decisions and actions
Consider people equally without prejudice or favour
Responsive service

Care, skill and diligence

Independence and impartiality

The value of an ARIC depends on its ability to provide independent advice and review. Chairs
and members of ARICs must qualify to provide this independent and objective review
function to the public sector. It is therefore of utmost importance that any impediment or
conflict of interest that exists is removed or managed so that it cannot affect decision making.
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It is the individual's responsibility to communicate and manage any conflict of interest and
seek assistance where required from the Department Head or Governing Board of a statutory
body. It is the Chair's responsibility to ensure that a record of all conflict of interest
declarations is maintained.

Honesty, integrity and public interest

In performing their duties, chairs and members of ARICs must promote confidence in the
integrity of public administration. They should always act honestly and in the public interest,
rather than in their private interest. They should use their authority and available resources
and information only for the work related purpose intended.

Take responsibility for decisions and actions

Chairs and members of ARICs will act lawfully and respect requirements and implementation
of policies and decisions of the Government. They will also perform their duties in a
professional and responsible manner and ensure that decisions and actions are reasonable,
fair and appropriate to the circumstances, based on a consideration of the relevant facts, and
supported by adequate documentation.

Consider people equally without prejudice or favour.

Chairs and members of ARICs will treat colleagues and others fairly and consistently, in a
non-discriminatory manner with proper regard for their rights and obligations.

Responsive service

Chairs and members of ARICs should have good understanding of the role of the committee
as well as the business nature and role of the organisation to whose ARIC they have been
appointed.

Care, Skill and Diligence

Chairs and members of ARICs should look for ways to improve the performance and
function of the committee to enhance the performance of particular organisations.

2. Accountability and Decision-making

The nature of work in the public sector requires a high standard of accountability,
transparency and fairness. Independent chairs and members should attend all meetings of
the ARIC as far as is possible, and allow the necessary time to prepare for meetings.
Decisions, reasons for those decisions and processes of the ARIC must be documented and
minutes of all official meetings prepared and retained as official records.

3. Use of Public Resources

The Council will provide furniture and equipment and other resources for the board or
committee to perform its functions. All such resources are to be used by independent chairs
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and members only for ARIC work and in accordance with any guidelines or rules about the
use of those resources.

4. Use of Official Information

An ARIC chair or member must not disclose official information or documents acquired as a
consequence of membership of an ARIC other than as required by law or when the member
has been given proper authority to do so.

5. Public Comment

Chairs and members of an ARIC will not make “Public Comment” on the function and
operations of the ARIC and must confine all external discussion on government matters to
material that is in the public domain.

“Public Comment” includes public speaking engagements (including comments on radio and
television), expressing views in letters to the press or in books or notices or where it is
reasonably foreseeable that publication or circulation of the comment will enter the public
domain.

6. Gifts and Benefits

ARIC chairs and members are required to perform their functions with integrity, impartiality
and honesty. During the term of engagement they may be offered certain gifts or benefits. It
is critical for ARIC chairs and members to be aware that the acceptance of gifts and benefits
can place an ARIC chair or member in a position where they feel obliged to act contrary to
rules of integrity, independence and honesty.

Offering money or gifts in order to obtain a benefit or favour is illegal. It is called bribery and
is one form of corruption. Similarly, if a chair or member of an ARIC seeks or accepts a bribe
it is corruption.

ARIC chairs and members must not accept gifts or benefits that could place them under an
actual or perceived financial or moral obligation to other organisations or to individuals. To
avoid the possibility of being compromised, only gifts or hospitality of token or nominal value
may be accepted in some circumstances and must always be registered on the gift register
of the organisation. Accepting such gifts or benefits is essentially a matter of judgement.
ARIC chairs and members must be satisfied that their position will not in any way be
compromised or appear to be compromised by acceptance of a gift or benefit. Council
guidelines on the subject must also be taken into account.

It is recommended that a Register of Gifts be maintained to enable the receipt and disposal
of gifts to be conducted in an open and transparent manner. The information recorded should
include who made the offer, who received the gift or benefit, the date, its estimated value and
the decision made on its allocation.

7. Disclosure of Interests
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A chair or member must disclose interests to the ARIC (which include positions and pecuniary
interests) in corporations, partnerships, or other government agencies that may be relevant
to the activities of a particular ARIC.

A chair or member’s interests include those of an associate or close relative. A register of
such interests should be maintained by the organisation.

8. Recognising and Managing Conflicts of Interest

Independent chairs and members of an ARIC are appointed for their expertise and skill in
particular areas in addition to their impartial perspective as an external member of the
committee. As a consequence of their expertise and experience there may be the potential
for conflicts of interest to arise between an independent member’s duties to the ARIC and
his or her other personal and work interests (or the duties or interests of others).

A conflict of interest may arise, for example, from:

any government appointment or employment

professional and business interests and associations

a prior personal or business relationship with a Head of Authority
family relationships

Independent ARIC chairs and members be aware of threats to independence as well as
relationships that must be avoided. Independent members must notify the Head of Authority
immediately if a real or perceived threat to independence arises.

Disclosure of Interests

An ARIC chair or member has a duty to declare any private interest that may impact upon an
ARIC decision. When an issue arises, the ARIC chair or member must, as soon as
practicable, disclose in writing full and accurate details of the interest or issue to the particular
ARIC, and where it affects more than one ARIC, in writing to the Department of Finance,
Services and Innovation.

Mechanisms for Avoiding or Managing a Conflict of Interest
Each ARIC member is responsible for disclosing conflicts of interest as early as possible to
the committee and ensuring that the actions to manage the conflict are recorded in ARIC

minutes. Actions for managing conflicts of interest might include:

e absenting the member from the meeting room during discussions pertaining to the matter;
e ensuring that no papers are provided to the member in relation to the matter.

Where managing a conflict of interest is likely to cause significant disruption to the operation
of the ARIC the following actions may be considered:

¢ resignation by the member from the ARIC
¢ divestment of the interest/issue that is creating the conflict, for example the sale of shares;
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e resignation from a position within an organisation or government department that gives
rise to the conflict.

9. Reporting Suspected Corrupt Conduct

Corrupt conduct is the dishonest or partial exercise of public official functions. It may also
involve the conduct of non-public officials which adversely affects the honest and impartial
exercise of a public official’s functions. For conduct to be considered corrupt under the /ICAC
Act definition it must be serious enough to involve a criminal offence, a disciplinary offence,
be grounds for dismissal or, in the case of Members of Parliament, involve a substantial
breach of their Code of Conduct.

Members of an ARIC are urged to report suspected corrupt conduct as well as
maladministration and serious and substantial waste of public resources. The Public Interest
Disclosures Act 1994 provides certain protection against reprisals for public officials who
voluntarily report such matters (but not vexatious or malicious allegations).

The Public Interest Disclosures Act 1994 provides protection to public officials (including
independent contractors) who voluntarily report suspected corrupt conduct. ARIC members
can make protected disclosures either to the principal officer of the relevant public authority
or to one of the three investigative bodies; the Independent Commission Against Corruption,
the Auditor General or the Ombudsman.

A report must be made to a principal officer or ICAC as soon as a member of an ARIC
reasonably suspects that corrupt conduct may have occurred or may be occurring. Matters
must be reported regardless of any duty of secrecy or other restriction on disclosure. It is
important that reports be made without advising the person(s) to whom the report relates and
without publicity.

If disclosures are made to an external investigating body, those concerning corrupt conduct
should be made to the Independent Commission Against Corruption. Disclosures concerning
maladministration should be made to the NSW Ombudsman and disclosures concerning
serious and substantial waste of public money should be made to the NSW Auditor General.

10. Sanctions

Acceptance into the Prequalification Scheme for independent Chairs and Members of ARICs
and engagement to ARICs is conditional on agreement to this Code of Conduct. A serious
breach of this code by an independent ARIC member could result in their removal from the
ARIC and the Scheme.
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11. Approval

Endorsed:
Audit Risk and Improvement Committee

Date:
31 March 2020

Resolution Number:

Approved:

Date:

Resolution Number:
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10.

ARIC IMPLICATIONS REPORT

SUMMARY

This report presents a summary of key implications on the Audit Risk and Improvement Committee from the
introduction of the New Risk Management and Internal Audit Framework for Local Council in NSW to be
adopted by March 2021. These include:

New independence requirements for ARIC Chair and Members in line with the NSW Government’s
Prequalification Scheme

Opportunity to establish a Shared Audi Risk and Improvement Committee with partner Councils of
Goulburn Mulwaree and Upper Lachlan Shire.

RECOMMENDATION
That the:

1

Committee receives and notes the Discussion Paper on A New Risk Management and Internal Audit
Framework for Local Council in NSW

2. Committee receives and notes the Independence requirements of Audit, Risk and Improvement

Committee Chair and Members under Core Requirement 1(c) of the New Risk Management and Internal
Audit Framework for Local Council in NSW and the NSW Government’s Prequalification Scheme: Audit
and Risk Committee Independent Chairs and Members.

Committee endorses a move to a Shared Audit Risk and Improvement Committee with partner councils
of Goulburn Mulwaree and Upper Lachlan Shire by March 2021.

FINANCIAL IMPLICATIONS

Potential financial implications of a Shred Audit, Risk and Improvement Committee are detailed in
Attachment D.

POLICY & LEGISLATION

Local Government Act 1993
ARIC Charter
A New Risk Management and Internal Audit Framework for Local Council in NSW

NSW Government’s Prequalification Scheme: Audit and Risk Committee Independent Chairs and
Members

REPORT
1.

Background

In 2016, the NSW Government made it a requirement under the Local Government Act 1993 (‘Local
Government Act’) that each council have an Audit, Risk and Improvement Committee in place.

The government has since been working to develop the regulatory framework that will support the
operation of these committees, and the establishment of a risk management framework and internal
audit function in each council.

Regulatory requirements and operational framework being proposed are outlined in A NEW RISK
MANAGEMENT AND INTERNAL AUDIT FRAMEWORK FOR LOCAL COUNCILS IN NSW — DISCUSSION PAPER
—2019 (Attachment A)
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2. Key Implication: Independent Audit Risk and Improvement Committee

Core Requirement 1(c) of the New Risk Management and Internal Audit Framework For Local Councils
of NSW outlines that the Audit, Risk and Improvement Committee is to comprise of three to five
independent members who are prequalified via the NSW Government’s Prequalification Scheme: Audit
and Risk Committee Independent Chairs and Members.

This requirement represents a significant change to the current composition of the Audit, Risk and
Improvement Committee which is expected to comply with the new independence requirements by
March 2021.

For more information on the NSW Government’s Prequalification Scheme: Audit and Risk Committee
Independent Chairs and Members, please refer to the following:

1. Scheme Conditions (Attachment B)
2. Scheme Guidelines (Attachment C)
3. Key Implications: Shared Audit, Risk and Improvement Committee

Core Requirement 9(a) proposes that a council can share all or part of its internal audit function with
another council/s including Audit, Risk and Improvement Committee members. These options are
designed to:

e assist smaller councils to implement their internal audit function in a more cost-effective way where:
o a full-time committee, Chief Audit Executive or internal audit function is not necessary
o the council’s risk profile does not warrant stand-alone arrangements, and/or

o the cost of having a stand-alone arrangements will significantly and unacceptably impact the
council’s operating budget

e assist councils in remote locations that may find it difficult to employ or appoint the suitably qualified
personnel that are necessary to support a stand-alone internal audit function

e allow councils to access a larger resource pool than would be available to a single council
o create efficiencies through common systems, shared knowledge and internal audit tools, and
e potentially lower audit costs.

The fee structure proposed under the NSW Government’s Prequalification Scheme: Audit and Risk
Committee Independent Chairs and Members, significantly increases the cost of running a stand-alone
Audit, Risk and Improvement Committee arrangement for Yass Valley Council.

The Audit, Risk and Improvement Manager has prepared an analysis comparing the cost of running a
stand-alone Audit, Risk and Improvement Committee versus the cost of running a Shared Audit Risk and
Improvement Committee and potential savings for partner Councils. Please refer to (Attachment D).

Audit, Risk and Improvement Managers has obtained in principal support from the partner Councils of
Goulburn Mulwaree and Upper Lachlan Shire for a move to a Shared Audit Risk and Improvement
Committee in line with the existing shared internal audit function.

The Committee should consider and comment whether a move to a shared Audit Risk and Improvement
Committee is recommended for Yass Valley Council.

ATTACHMENTS: A. A New Risk Management and Internal Audit Framework for Local Council in NSW -
Discussion Paper - 2019 J
B. Scheme Conditions &
Scheme Guidelines §
D. Shared ARIC Cost Analysis {

0
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A NEW RISK MANAGEMENT AND INTERNAL AUDIT FRAMEWORK FOR LOCAL
COUNCILS IN NSW — DISCUSSION PAPER
2019

ACCESS TO SERVICES

The Office of Local Government is located at:

Street Address: Levels 1 & 2, 5 O'Keefe Avenue, NOWRA NSW 2541
Postal Address: Locked Bag 3015, Nowra, NSW 2541

Phone: 02 4428 4100

Fax: (12 4428 4199

TTY: 02 4428 4209

Email : olg@olg.nsw.gov.au
Website: wayw.obg.nsw.gov.au
OFFICE HOURS

Monday to Fridiay

9.00am to 5.00pm

(Special arrangements may be made if these hours are unsuitable)
All offices are wiveelchair accessible.

ALTERNATIVE MEDIA PUBLICATIONS

Special arrangenrents can be made for our publications to be provided in large print or an alternative
media format. If you need this service, please contact Client Services on 02 4428 4100.

DISCLAIMER

While every effort has been made to ensure the accuracy of the information in this publication, the
Office of Local Government expressly disclaims any liability to any person in respect of anything done
or not done as a result of the contents of the publication or the data provided.

© NSW Office of Local Government, Department of Planning, Industry and Environment 2019
Produced by the NSW Office of Local Government, Department of Planning, Industry and Environment

A New Risk Managenvent and Internal Audit Franrework for Lacal Councils. im INSW - Discussion Paper 2

Status Reports — Page 137 of 283



10. ARIC Implications Report
Attachment A A New Risk Management and Internal Audit Framework for Local Council in NSW -
Discussion Paper - 2019

MINISTER’S
FOREWARD

Risk is inevitable in any organisation, including local councils. If a council
can identify its risks and how they are caused, a council is more likely to
succeed in managing these risks and achieving its community objectives.

Internal audit is a globally accepted mechanism for ensuring that an
organisation has good governance and is managing its risks successfully.
There hvas been a steady push over recent years for internal audit to be
mandated in the NSW lacal government sector.

As a first step, in 2008, the government released guidelines to assist councils
to establish an internal audit function. These guidelines were updated in 2010. The benefits realised by
councils who hiad introduced internal audit into their business led to calls for internal audit to be made
mandatory for ewvery council in NSW,

In 2016, the NSW Government made it a requirement under the Local Government Act 1993 ('Local
Government Act'} that each council have an Audit, Risk and Improvement Committee in place. This
requirement is likely fo take effect from March 2021. Councils are also required to proactively manage
any risks they face under the new guiding principles of the Act.

The government has since been waorking to develap the regulatory framewaork that will support the
operation of these committees, and the establishment of a risk management framework and internal
audit function in each council. This discussion paper details the regulatory requirements and
operational framework being proposed.

There will be nine core requirements that councils will be required to comply with when establishing
their Audit, Risk and Improvement Committee, risk management framework and internal audit
function. These requirements are based on international standards and the experience of Australian
and NSW Governiment public sector agencies who have implemented risk management and internal
audit. Most importantly, they reflect the unique needs, structure and resources of NSW local
government.

Formal risk management and internal audit is a vital part of the NSW Government's plan to ensure that
councils achieve their strategic objectives in the maost efficient, effective and econamical manner. A
strong and effective risk management and internal audit framework will result in better services for the
community, reduced opportunities for fraud and corruption, increased accountability of councils to
their communities and a culture of continuous imprevement in councils.

I encourage yau to provide your feedback and ideas on the proposed model so we can ensure NSW

has in place the most robust and effective risk management and internal audit framework for local
government passible.

The Hon Shelley Hancock MP
Minister for Local Government

A New Risk Managenvent and Internal Audit Franrework for Lacal Councils. im INSW - Discussion Paper 3
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BACKGROUND AND PURPOSE

1. Risk

All organisatioms and governmenis, including councils, eperate in uncertain and changing ecanomic,
social, political, legal, business and local environments. Risk is defined as the effect of this uncertainty
on an organisation’s ability to achieve its goals and objectives, where the effect is the potential for a
result that is different to what was expected or planned for’. Risks that go so far as to threaten to harm
or destroy an abject, event or persan are known as material risks.

Risk can be pasitive, negative or both, and can address, create or result in oppeortunities and threats.
Risk is often expressed in terms of an event's consequences and the likelihood of its occurrence.
Negative risks €an include, for example, unexpected financial loss, project failure, extreme weather
events, failure of council policy, and fraud or corruption. Positive risks can include, for example,
unexpected fawaurable publicity, changes to legislation, improved technology, new commercial
relationships and business contracts.

Internal controls

Internal controls are any action taken by an organisation to manage and minimise the impacts of
negative risks or to promote and harness positive risks to increase the likelihoed that the
organisation’s goals and objectives will be achieved. Internal controls can be:

e preventative — to deter undesirable events from occurring

» detective - ta detect and correct undesirable events from happening, or

» directive - ta cause or encourage a desirable event to occur.

Internal controls generally fall into two categories:

e hard/formal controls - for example, systems, processes, policies, procedures, management
approvals, or

* soft controls — for example, employee capability, organisational culture, ethical behaviour of
management and staff.

2. Good governance

Governance can be described as the combination and interconnection of decistons, policies,
procedures, processes and structures implemented by an organisation’s board/governing body to
direct and contred the organisation and ensure it functions effectivety.

Good governanee is a key component of successful organisations. It supports an organisation to
ensure its goals and abjectives are achieved, its operations are perfarmed successfully, it complies with
all necessary legal and other requirements, and it uses its resources responsibly with accountability.

It also helps am erganisation to promote confidence with stakeholders and adapt and function in
changing and umcertain environments.

Good governanee s directly linked to an organisation’s risk management and compliance framewaorks.

1 Adapted from thve definition of risk in AS ISO31000:2018
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The three lines of defence against risk

There are a numizer of different mechanisms organisations can use to ensure they have good
governance and are managing their risks. These governance activities are often referred to as ‘the
three lines of defence’ and are described below in the context of local government. A summary
diagram is prowvidied on page 8.

1* line of defence - operational functions implemented by a council to own and manage risk

A council's first line of defence agaiinst risk is for council staff to own and manage the risks that occur
in their sphere of influence. This means they are given responsibility and held accountable for
identifying risks and implementing internal controls (where appropriate).

In practice, this generally sees operational management responsible for identifying and assessing risks
that occur in their work area and developing internal controls to manage these risks. This can include
guiding the development of council policies and procedures and overseeing the implementation of
internal controls by the council staff they supervise. Council staff are responsible for following policies
and procedures, implementing other controls and notifying managers when issues arise.

Examples of first line of defence activities could include development assessment processes,
operational pracedures for technical equipment, maintenance of specific pieces of equipment, cash
handling procedures, work health and safety requirements, following project plans etc.

2" line of defence - management functions implemented by a council to ensure operational
functions are managing risks

A council's second line of defence against risk is to ensure that the controls in the first line of defence
are properly designed, implemented and operating as intended. Examples of the management
frameworks that can be implemented in a council’s second line of defence include:

» a risk management framework which identifies known and emerging risks the council faces and
controls being implemented to manage these risks (further described in this discussion paper]

e acompliance framework which identifies and maonitors council's risk of non-campliance with
applicable laws, regulations, contracts and policies, and alerts council to changing compliance
requirements.

» a financial management framewaork which identifies and monitors council's financial risks, including
financial repeorting and external accountability?

» a fraud control framework which identifies and manages the risk of the incidence of fraud or
corruption and includes prevention and monitoring strategies?

e business and performance improvement which identifies and manages any business/performance
risks and helps council to improve the efficiency, effectiveness and economy of its operations, for
example, information technolagy and work health and safety, and

e project management which is used to identify and manage project risks, for example, poor project
governance, flawed scope definition and insufficient resourcing.

2 Councils are required under the Local Government Act (s 413] to prepare financial reports each year to prescribed standards.
These reports must be externally audited, be made available for public inspection (s 418), presented at a council meeting
along with the auditor's reports (s 419} and included in council's annual report (s 428).

3 Councils are required to have a fraud and corruption central plan which includes risk management processes that examine the
risk of fraud and cerruption both internally and externally across the council. The plan should also include internal controls
that seek to minimise fraud and corruption oceurring.
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Second line of defence activities are generally reported to senior and mid-level management, and can
be of interest to the Audit, Risk and Improvement Committee.

3" line of defence - functions that provide independent external assurance

Council's third line of defence agaiinst risk is to receive assurance from an independent body external
to the council that its risks are being managed appropriately in the first and second lines of defence.
External assurance is designed to provide a council with a level of confidence that its goals and
objectives will be achieved within an acceptable level of risk.

Independent external assurance is: provided by an Audit, Risk and Improvement Committee, supported
by an internal audit function.

External assurance activities are reported to the governing body of the council and the general
manager.

Other lines of defence

There are also ather lines of defence that sit outside an organisation and provide independent
assurance that am organisation has good governance and is managing its risk appropriately.

For councils, these include:

e external audit — an annual independent examination and opinion of council’s financial statements
which also assesses council's compliance with accounting standards, laws and regulations’

» performance audit — an audit of council activities to determine whether the council is carrying out
these activities effectively, economically, efficiently and in compliance with all laws. A perfarmance
audit can include an individual pragram or service provided by a group of councils, all or part of an
individual council, or issues affecting the sector as a whole®, and

» reqgulatory badies — these set minimum requirements for council's lines of defence, and/or assess
the effectivertess of council’s governance (for example, the Office of Local Government, NSW
Ombudsman, Independent Cammission Against Corruption, NSW Parliament).

4 The Local Government Act (s 415) requires. each cauncil to hiave their annual financial reports externally audited by the NSW
Auditor-General (s 422) so that the commumity and the governing body of the council have access to an independent opinion
on their validity. The Auditor-General is o also provide a copy of the Independent Audit Report and the Conduct of the Audit
to the Office of Lacal Government, and report to Parliament an lacal government sector-wide matters arising from the
examination of the financial statements af councils and any other issues the Auditor-General has identified during its audit and
the exercise of her ather functions (s 421C)L

5 The NSW Auditar-Gereral conducts performance audits of councils under the Local Government Act and reparts to the Office
of Local Goverrmment, the council concerned and the Minister for Local Government any findings, recommendations ar
concerns that arise from a performance audit (s 421B)
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Council’s three lines of defence against risk

Other lines of defence: external zudit, regulators,
other extermal bodies

- reported to governing bedy and general
manager
e.g. Audit, Risk and Improvement Committee, internal
audit function

2 |line of defence: management
functions implemented by eouncil to ensure:
operational functions. are managing risks

- reported to mid-level/senior management

e.g. risk management framework, regulatory
compliance framewaork, financial management
framework, fraud & corruption control framework,
business & performance improvement, project

managemenit

1%t line of defence: operational functions
implemented by council fo own and manage
risk

- conducted by risk owners/managers
- reported to operational management

e.g. identifying risks and irmptementing controls

TARGET - Council's strategic goals, operations,
service delivery, outcomes

3" line of defence

AAAA

2 |ine of defence
—_— — —_— _— _— — L | | -— —-—

1st line of defence
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3. Purpose of this discussion paper

Amendments made to the Local Government Act in 2016 require each council to be financially
sustainable, cantinuously review its performance, properly exercise its regulatory functions, operate
honestly, efficiently and appropriatety, and have sound dectsion-making and risk management
practices (s 84-8C and 223).

They also require each council to establish an Audit, Risk and Improvement Committee as a third line
of defence to continuously review and provide independent advice and assurance on council's first and
second lines of defence (s 428A). The Local Government Act also envisages the establishment of a risk
management frammework and internal audit function in each council to support the work of the
Committee.

The purpose of this discussion paper is to propose how councils should establish and implement these
functions.

It is envisaged that each council’s Audit, Risk and Improvement Committee, ance established by March
2021, will undertake assurance activities by overseeing each council’s internal audit function and risk
management framework.

Over time (post-2021), and as resources allow, each council's Audit, Risk and Improvement Committee
will be expected to expand its reach to include the other management functions that councils should
have in place as part of their second line of defence (for example, financial management, integrated
planning and reperting, fraud control, performance etc.).
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INTRODUCTION TO RISK MANAGEMENT

AND INTERNAL AUDIT

1. Risk management

Risk management describes the coordinated activities an arganisation takes to ensure it knows the
risks it faces, makes informed decisions about how to respand to these risks, and identifies and

harnesses potential opportunities®.

In practice, it is a deliberate, systematic, comprehensive and documented program that provides a
structure to managing risk consistently across the entire organisation, regardless of where, and by
who, decisions are made. It also provides a mechanism to shape organisational culture - 'the way we

do things around here’.

Risk management is not about being risk averse and it is not a guaranteed way to eliminate all the
risks an organisation faces altogether. It is a framework that can help an organisation to reduce its risks
to a level that iis acceptable and take calculated and appropriate risks that will help it to achieve its
strategic goals and deal positively with oppartunities.

As required under Australian risk management standards, councils will be required to adopt an
‘enterprise risk management’ approach under the new regulatory framework.

This will require eouncils to identify, assess and manage all the risks that affect the ability of the council
to meet its goals and objectives, and goes beyond traditional risk management that focuses on
insurable risks. Further explanation is provided in the table below.

Traditional risk management

Enterprise risk management

Focuses on insurable risks

Considers all risks that could affect a council’s ability
to meet its goals, including risks that cannot be
insured, for example, a council's reputation

Focused on threats and minimising losses

Considers risks that present both negative and
positive consequences or impacts and focuses on
adding value

Manages each risk individually and in isolation, often
within the particular business unit

Considers risks holistically across the entire council
taking into account any connections or
interdependencies that could reduce losses or
maximize growth opportunities. Risk management is
integrated across the entire council

Responses to risk are largely reactive and sporadic

Responses to risk are proactive and continually
applied and assessed. Risk management is embedded
in organisational culture

6 Adapted from the definition of risk management in AS ISO 31000:2018
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Governing standards

A number of worldwide standards. have been developed to help organisations implement risk
management. These standards are set by recognised international standards bodies or industry groups
and provide am accepted benchmarlk for risk management practices.

In Australia, the International Organisation for Standardisation's risk management standard ISO
31000:2009, Risk Management — Guidelines (AS/NZS ISO 31000:2009) has been accepted as the
Australian risk management standard and widely adopted in the private and public sectors. AS/NZS
ISO 31000:2009 has just been replaced by AS ISO 31000:20187.

AS ISO 31000:2018 states that an erganisation’s approach to risk management must be based on the
following eight specific principles to ensure it is effective:

* risk management is integrated into all organisational activities and decision-making processes

e risk management is structured and comprehensive process that achieves consistent and
comparable results

e the risk management framework and process is eustomised to the organisation

e risk management is inclusive of all stakeholders and enables their knowledge, views and
perceptions to: be considered

e risk management is dynamic and able to respond to changes and events in an appropriate and
timely manner

* risk management decisions are based on the best available information and takes into account
any limitations and uncertainties

* risk management takes into account human and cultural factors, and

* risk management is continuously and periodically evaluated and improved through learning and
experience.

To achieve these principles, AS ISO 31000:2018 requires each organisation to ensure its risk
management framework includes the following elements:

* leadership and commitment - the organisation’s board/governing body must clearly
communicate and demonstrate strong leadership and commitment to risk management.

This will be: shown by the board/gowverning body:
o adopting a risk management policy which communicates the organisation's commitment to
risk management and how risk management will be undertaken
o ensuring the necessary resources are allocated to risk management, and
assigning, authority and accountability for risk management at appropriate levels in the
organtisation and aligning risk management to the organisation’s objectives

* integration - integration of risk management into a council should be a dynamic and iterative
process, customised to the arganisation’s unique needs and culture. Risk management must be
made part of the organisation’s purpose, governance, leadership, strategy, objectives and
operations anid everyone in the organisation must understand their responsibility for managing
risk.

This can be achieved through the development and implementation of a risk management plan
that provides structure for how the organisation will implement its risk management policy and
conduct its risk management activities

7 More information about AS 1SO 31000:2618 can be found at https://www.iso.org/iso-31000-risk-management.html,
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« design - the organisation’s risk management framework must be based on the unique needs,
characteristics and risks of the organisation, and its external and internal context.

This can be achieved by following a tailored risk management process that:
o evaluates the arganisation’s internal and external context, operations, stakeholders,
complexity, culture, capabilities. etc.
identifies, assesses and prioritises the risks these present
decides hiow they will be managed
allocates resources
assigns risk management roles, responsibilities and accountabilities
docurents and communicates this across the organisation, and
demonstrates the organisation’s cantinual commitment to risk management.

o 0 o o o o

» evaluation and improvement — the arganisation must regularly evaluate the effectiveness of its
risk management framework and continually adapt and improve how it is designed and integrated
throughout the organisation and ensure it is fit for purpose.

2. Internal audit

Internal audit is a mechanism that an organisation can use to receive independent assurance that its
first and second lines of defence are appropriate and working effectively. Internal audit can atso help
an organisation fo improve its overall performance.

It does this by:

= providing management with information on the effectiveness of risk management, control and
governance processes, and acting as a catalyst for improvement

e providing an independent and unbiased assessment of the organisation’s culture, decision-
making, fimancial management, operations, fraud risk, safeguarding of assets, information, policies,
processes and systems

= assessing the efficiency, effectiveness, econonvy and ethical conduct of business activities

* reviewing the achievement of erganisational goals and objectives

e assessing compliance with laws, regulation, policies and contracts, and

* looking for better ways the arganisation can be doing things.

In relation to risk management, internal audit provides assurance that an organisation’s:

» risk management framework is effective and regularly reviewed

e risks are carrectly identified and assessed

* risks are being managed to an acceptable level in accordance with the organisation’s risk criteria®,
goals and ebjectives

* internal controls are appropriately designed and effectively implemented, and

e risk information is captured and communicated in a timely manner across the organisation,
enabling staff to carry out their risk management responsibilities.

Unlike organisational staff, an internal audit function has no direct involvement in day-to-day
operations or fimancial management of an organisation. It sits within an organisation, but external to it
and investigates. lvow an organisation conducts its day-to-day operations and financial management
and helps an arganisation to improve those processes and systems.

8 'Risk criteria’ can also be known as ‘risk appetite’
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To preserve an internal audit function's independence, it cannet be responsible or held accountable
for:

* setting an erganisation’s risk criteria

* implementing risk management pracesses

» deciding how an organisation responds to risk, or
« implementing risk responses or controls.

The internal audit function also reparts functionally (for internal audit operations) to an organisation’s
Audit, Risk and Improvement Comimittee to ensure that it is allowed to operate without inappropriate
interference.

Governing standards

The Institute of Internal Auditors. (II&) is the recognised international standard setting body for internal
audit and provides professional certification for internal auditars.

The IIA has developed the International Professional Practices Framework (IPPF)® which outlines the
mandatory requirements for the practice of internal auditing. It describes:

e the definition of internal auditing

= the core principles for the practice of internal auditing

* the international standards for the professional practice of internal auditing, and

¢ a Code of Ethies which describe the minimum behavioural and conduct requirements of individualts
and organisations in the conduct of internal auditing.

These standards. are international and are to be applied consistently to the practice of internal audit
activity worldwide.

The core companents required for internal audit under the IPPF include:

* an internal awdit charter which communicates internal audit's purpose and authority, its position
within the organisation and how internal audit will be undertaken

* reporting arrangements and responsibilities that provide the internal audit function with
independence from the organisation so that it can be objective and unbiased in its work

» authority far the internal audit function to have full access to the records, information, property
and personinel it needs to undertake its work

» work plans which provide a short-term and long-term structure for the internal audits to be
undertaken

e use of approved methods and procedures to conduct audits

s asystem te monitor and repert on internal audit findings and the implementation of corrective
actions, and

* a quality assurance and improvement process to continuousty review and improve internal
audit activities.

9 More information about the IPPF can be found at https://wwwiia.org.au/technical- resources/professionalGuidance.aspx
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Under the IPPF, an effective internal audit function must also exhibit the following 10 mandatory core
principles:

= demonstrates integrity

» demonstrates competence and due professional care

* is objective and free from undue influence

« aligns with the strategies, objectives and risks of the organisation
* is appropriately pasitioned and adequately resourced

e demonstrates quality and continuous improvement

e communicates effectively

= provides risk-based assurance:

e s insightful, proactive and future-focused, and

e promotes organisational improvement.

3. Audit Committees

An audit committee is a committee of experts that plays a key role in assisting the board/governing
body of an organisation to fulfil its corporate governance and oversight responsibilities. Its main role is
to provide advice and assurance regarding:

» the organisation’s culture and ethics

» the organisation’s first and secand lines of defence, including:

the effectiveness of risk management and the organisation’s internal controls

the organisation’s fraud and corruption controls

business performance and improvement

the adequacy of financial ntanagement practices and the organisation’s accounting, financial
records and external reporting

o systems for managing the organisation’s assets

o © O ©

o compliance with applicable laws, regulations, standards and best practice guidelines, and
e matters that are raised during external and internal audits.

An audit committee also provides a ferum for communication between the organisation, senior
management, risk and compliance managers, internal auditors and external auditors.

To be effective, an audit committee must be independent from the organisation’'s management and
free from any undue influence.

The size and nature of the commiittee depends on the industry and size of the organisation. Some
organisations establish one committee with responsibility for all these tasks. Larger arganisations may
establish more than one committee, for example, an audit committee, a risk committee, a compliance
committee etc. depending on the nature and extent of the oerganisation’s operations.

There are a number of legal requirements and good practice guides that apply to audit committees
depending on the jurisdiction and type of industry and organisation.
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4. Use of risk management, internal audit and audit committees
in the private and government sectors

Private sector

Audit committees, risk management and internal audit are widely used in the corporate sector
worldwide as a mechanism to manage risk and provide independent assurance on governance,
controls and financial reporting.

The Corporations Act 2001 (Commemaealth) requires some Australian companies to ensure that
financial reports are true and fair and comply with accounting standards made by the Australian
Accounting Starndards Board. Most of these companies have audit committees to manitor and
oversight their financial reporting (in consultation with external auditors).

The Australian Securities Exchange requires entities included in the S&P/ASX All Ordinaries Index at
the beginning of their financial year to have an audit committee during that year'®, and to comply with
specific requirements!! regarding the composition, operation and responsibilities of their audit
committee. If an entity does not have an audit committee, this must be disclosed along with the
processes the board/governing body employs to independently verify and safeguard the integrity of
its corporate reporting.

The establishment of an internal audit function is seen by many investors as essential before they will
invest in a comipany. Since 2014, entities listed on the Australian Securities Exchange have been
required to disclose to potential imvestors whether they have an internal audit function, how the
function is structured and what role it performs. If an entity does not have an internal audit function, it
must outline why it doesn’t, and what assurance arrangements it has in place to manage risk and verify
the integrity of financial records!?. Whilst it is not mandatory, non-listed companies are recommended
under Australian standards to have an audit commiittee as part of good governance*.

The Australian Prudential Regulation Authority has also mandated the requirement for financial,
insurance and superannuation institutions to have internal audit and an audit committee®. The audit
committee must also meet specific requirements.

Australian Government public sector

While risk management and internal audit is often voluntary in the private sector, many governments
around the world have mandated through legislation a requirement for public sector agencies to have
an audit committee and some form of risk management.

The Australian Government, under the Public Governance, Performance and Accountability Act 2013,
requires all Commronwealth entities to establish and maintain appropriate risk management systems
and have an audit committee. The: Public Governance, Performance and Accountability Rute 2014 and
Commonwealth Risk Management Policy'® prescribe the requirements for how risk is to be managed.

10 ASX Corporate Gevernance Council (2016] ASX Listing Rules — Rule 12.7

11 A set out in ASX Corporate Governance Council (2019) Carporate Governance Principles and Recommendations 4th Edition
12 ASX Corporate Governance Council (20:14) Corporate Governance Principles and Recommendations 3rd Edition

13 standards Australia International (2004} Australion Standard - Geod Governance Principles (&S 8000-2003)

14 australian Prudential Regulation Authority (2019) Prudential Standard CPS 510 Governance (fuly 2019)

15 australian Government, Department of Finance (2014) Commenwealth Risk Management Policy
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While an internal audit function is not mandated by legislation, it is recommended that
Commonwealth entities establish one to support the audit committee'® and to ensure that the
Secretary or Chief Executive is able to fulfil their other responsibilities under the Act. There have been
calls for internal audit to be mandated for Commonwealth entities under the Public Governance,
Performance and Accountability Act 2013%.

There are no legislated standards for risk management or internal audit in Commonwealth entities.
However, the Australian Government recommends Commonwealth entities conform to ISO risk
management standards and the IPPF.

State and Territory public sectors

Most Australian states and territories have mandated risk management, internal audit and/or audit
committees in tveir public sector agencies — these include NSW, Queenstand*®, Tasmania'®, Western
Australia®®, Victeria?!, and the Northern Territory?.

In South Australia, enly public carporations are required ta have an audit committee and an internal
audit function®*. While not mandatory, the Australian Capital Territory recommends its agencies have
an audit commiittee and internal audit function and provides guidance on how they should be
established and operate?®,

In NSW, the new Government Sector Finance Act 2018 requires all NSW Government departments and
statutory bodies to have effective systems for risk management, internal control and assurance
(including internal audit) that are appropriate for the agency™.

The NSW Government's Internal Audit and Risk Management Policy?® further stipulates that all NSW
Government departments and statutory bodies are required to establish an Audit and Risk Committee,
risk management framework and internal audit function. The core requiremenits of this policy are
modelled on AS ISO 31000:2009%" and the IPPF. The policy is currently under review by the NSW
Government following the release of AS ISO 31000:2018.

16 pystralian Government, Department of Finance (2018) Resource Management Guide No. 202 A guide for non-corporate
Commonwealth ertities on the role of the audit committee amd Australian Governnvent, Department of Finance (2018) Resource
Management Guide No. 202. A guide for carparate Conmmonwealth entities on the role of the audit committee

17 114 (2017) Subrmission to the Department of Finance's Review of the Public Governarice, Performarnice and Accountability Act
2013

18 section 78 of the Fimancial Accountabiity &ct 2009 (QLD) and Financial and Performance Management Standard 2009 (QLD)
19 Treasurer's Instruction 108 — internal Audit (TAS) September 2011

20 part 4 of the Finarrcial Management Act 2006 (\W#) and Government of Western Australia, Department of Treasury (2018)
Treasurer's Instructions Part XH — Internal Audit

21 viictorian Governmirent (2018) Standing Directions 2018 under the Financial Management Act 1994

22 financial Manageement Act 1995 (NT) and NT Government (2001) Treasurer’s Directions [4/01— Part 3 Respansible and
Accountable Qfficers, Section 3 tnternat Audit (originally published 1995)

23 Section 31 of the Public Corporations Act 1993 (SA)

24 ACT Government (2007) Internal Audit Framework 2007 — this is currently under review by the Act Government and changes
may occur during 2019-2020

25 Section 3.6 of the Government Sector Finance Act 2018

26 NSsw Treasury (2015) TPP 15-03 Internal Audit and Risk Management Palicy for the NSW Public Sector

27 AS 1SO 31000:2018 did not exist when the palicy was developed in 2015
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Local government

The regulation of audit committees, risk management and internal audit in local councils varies
between states and territories. Some jurisdictions, such as South Australia and Tasmania do not
explicitly require their councils to have an audit committee, risk management or internal audit
function. For these jurisdictions that do require an audit committee and an internal audit function, the
approach varies.

All councils in Wictoria are legislatively required to have an audit committee?® and recommended to
have an internal audit function that complies with the IPPF25,

Only large couneits in Queensland are legislatively required to have an audit committee™, but all
councils are required to have an internal audit function® that complies with the IPPF2,

The Western Australiian Government has legislatively mandated that each council has an audit
committee comiprising a majority of councillors®. A formal internal audit function is not mandated, but

encouraged .

The experience im NSW is detailed in the next part of this discussion paper.

28 action 139 of the Local Government Act 1989 (VIC)

29 | ocal Governmient Wictoria (2011) Audit Commrittees, A Guide to Good Practice for Local Government

30 Section 105 of the- Local Government Act 2009 (QLD)

31 Clause 207 of tie Local Government Regulation 2012 (QLD)

32 ocal Government Bufletin 08/15: Internat Audit and Audit Cammittees

33 part 7 of the Locat Government Act 1995 (WA) and the Local Government (Audit) Regulations 1996 (WA}

34 Government of Western Australia, Department of Local Government and Cammunities (2013) Local Government Operational
Guidelines Nunrber 9 Audit in Local Gawvernmrent. The Appointment, Function and Responsibilities of Audit Committees
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PROPOSED RISK MANAGEMENT AND INTERNAL AUDIT
FRAMEWORK - THE ROAD AHEAD

1. Risk management and internal audit in NSW local
government - the story so far

Local councils in NSW were initially created to provide local communities with basic public services
such as water, roads and waste removal on behalf of the NSW Government. As NSW has grown since
federation, so too have the respansibilities of local councils. In most local government areas, councils
now also provide a wide variety of community services, social infrastructure and local facilities.

NSW councils eantinue to largely rely on funding from the NSW Gowvernment to fulfil their
responsibilities, coupled with gramts from the Australian Government and rates paid by private citizens.
Councils must therefore be accountable to the community and the governments who fund their
activities for the way they spend this money and manage public assets.

External independent assurance via an audit committee and internal audit function has been seen for
some time as key mechanisms to deliver this accountability. Up to 2008, around 20% of NSW councils
were voluntarily following the example set by the private sector and implementing some aspect of
external assuramce or internal audit function into their operations®,

In 2008, the Office of Local Government? first released guidelines to encourage councils to establish

an Audit, Risk and Improvement Committee, risk management framework and internal audit function

and set minimum requirements. This led to more cauncils establishing these mechanisms recognising
the benefits they offer.

In 2009, integrated pkanning and reporting (IP&R) was introduced into the Local Government Act to
provide a strategic planning framewaork for councils. IP&R could also be used to improve the
management by councils of actual or potential risks to the strategic goats and objectives.

Reviews by the RSW Auditor-General found that by 2012 over 75 councils had some sort of internal
audit function*, and by 2016 about 60 councils (out of 152 councils), equivalent to 39%, had or shared
an Audit, Risk and Improvement Committee®®. Other research conducted in 2015 suggested full
adoption by ceuricils of the other minimum requirements in the Office of Local Government's 2008
Internal Audit Guidelines may have been lower®,

By June 2018, the NSW Auditor-General“® found that 86 councils or 62% (out of 138 councils and
county councilsj now had an intermal audit function and the number of councils that had an Audit, Risk
and Improvement Committee hadl risen to 97 or 70%. In terms. of risk management, the NSW Auditor-
General found that 18 councils did not have a risk management policy and 38 councils did not have a
risk register.

35 NSW Auditor-General (2012) NSW Auditor-General's Report - Monitaring lecal government: Department of Premier and

Cabinet, Division of Local Government

Then the Department of Local Goverment

37 NS Auditor-General (2012) NSW Auditer-General's Report - Manitoring local government: Department of Premier and
Cabinet, Division of Local Government:

38 Audit Office of RNSW (2017) NSW Auditer-General Update for Audit, Risk and Improvement Cammittee Chairs

39 jones and Beattie (2015) Local Government Internal Audit Compliance, Australasian Accounting, Business and Finance Journal

9(3)
40 NSW Auditor-General (2019) Report on: Local Government 2018 (see erratum]

36
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The findings of warious public inquiries and corruption investigations since 2008 have led to increased
calls for risk maniagement and internal audit to be mandated for NSW councils.

This was realised in 2016 with amendments to the Local Government Act which require councils to
establish an Augdit, Risk and Improvement Committee by March 2021. These amendments also enable
the making of future regulations to mandate a risk management framework and internal audit function
in all councils and set a minimum standard of compliance.

This discussion paper outlines what this regutatory framework is proposed to look like.

A timeline of the key influential events that lead to the development of the proposed mandatory
framework is provided in Appendix 1.

2. Proposed policy framework

The risk management and internal audit framework proposed for the NSW local government sector

seeks to:

= ensure each council (including county council/feint arganisation) in NSW has an independent
Audit, Risk ard Improvement Committee that adds value to the council

e ensure each eouncil (including county councilfjoint organtsation) in NSW has a robust risk
management framework in place that accurately identifies and mitigates the risks facing the
council and its operations

e ensure each council (including county council/joint erganisation) in NSW has an effective internal
audit function that provides independent assurance that the council is functioning effectively and
the internal centrols the council has put into place to manage risk are working, and

e establish a minimum standard for these mechanisms based on internationally accepted standards
and good practice guidance.

The framework has been based primarily on the NSW public sector risk management and internal
audit framework (as recommended by the Independent Commission Against Corruption®!) and the
IPPF42,

It has also taken into consideration:

* the existing fnternal Audit Guidelines updated by the Office of Local Government in 20104

e the internal audit-related recommendations of the Independent Local Government Review Panel's
2013 inquirg* and the Local Government Acts Taskforce's 2013 review*®

* recommendations made by the Independent Commission Against Corruption in its various public
inquiries inte: local councils im NISW

e the Australian Government's public sector internal audit framework

4“1 Independent Cammission Against Corruption (2011) Investigation into the alleged corrupt conduct invelving Burweod Council's
general manager and others

42 The Institute of Internal Auditors (2017} intermational Professionals Practices Framewark. fnternational Standards for the
Professional Practice of internal Auditing

43 pivision of Locall Government (2010) Internal Audit Guideli

“ Independent Local Government Review Panel (2013) Revitalising Local Gevernment. Final Repart of the NSW lndependent Local
Government Rewiew: Panel

45 Local Government Acts Taskforce (2013] A New: Local Act for New South Wales and Review of the City of Sydney Act 1988

46 Independent Cammission Against Corruption (2017) Investigation info the former City of Botany Bay Council Chief Financial
Officer and others. ECAC Report July 2017 and Independent Commission Against Carruption (2011) investigation into the
alleged corrupt corduet involving Burwoed Council’s general manager and others
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= opinions, research and recommendations of leaders and practitioners in risk management and
internal audit, and

» feedback obtained from NSW Treasury, the NSW Audit Office, the Department of Finance, Services
and Innovatian, the Institute of Internal Auditors and executive members of the Local Government
Internal Auditors Network on earlier drafts of this discussion paper.

An overriding concern has been ta ensure that the proposed framewaork reflects the unique structure
and needs of NSW local government and that it also minimises the administrative and resource
impacts for coungils. For this reason, there are components of the proposed framework that are unique
to NSW councills and not reflected in the above-mentioned resources.

3. Proposed statutory framework

The proposed statutory framework regulating internal audit in NSW councils (including county
council/joint arganisation) will consist of the current provisions in the Local Government Act, new
regulations in the Local Government Regulation and new guidelines.

Current legislation

Audit, Risk and Improvement Committee

Section 428A of the Local Government Act (when proclaimed) will require each council to establish an

Audit, Risk and Improvement Committee to continuously review and provide independent advice to

the general manager and the gowerning body of the council about:

» whether the council is complying with all necessary legislation

* the adequacy and effectiveness of the council’s risk management framework, fraud and corruption
preventiomn activities, financial management processes, and the council's financial position and
performance

* the council’s governance arrarigements

e the achievement of the goals set out in the council's community strategic plan, delivery program,
operational plan and other strategies

* how the courcil delivers local services and how to improve the council’s performance of its
functions nvore generally

* the collection of perfarmance measurement data by the council, and

e any other matters prescribed by the Local Government Regulation®.

Section 428B {wien proclaimed) viill also allow a council to establish a joint Audit, Risk and
Improvement Committee with another council/s ineluding through joint or regional organisations of
councils.

Other supporting provisions

Amendments miade to the Local Government Act in 2016 to prescribe new guiding principles for
councils, and upedate the prescribed rales and responsibilities of the governing body and general
manager will support and inform the wark of the Audit, Risk and Improvement Committee and provide
for the future establishment of a risk management and internal audit function in each council. These
guiding principles and roles and responsibilities have already been proclaimed.

4 Internal audit will be a matter prescribed under the Regulation.
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Guiding principles

The guiding principtes of the Local Government Act require each council to carry out its functions in a

way that provides the best possible value for residents and ratepayers. The guiding principles also specify

that councils are to:

« spend money responsibly and sustainably, and align general revenue and expenses (s 8B(a))

e invest in responsible and sustainable infrastructure for the benefit of the local community (s 8B(b))

» effectively manage their finances and assets and have sound paolicies and processes for
performance management and reporting, asset maintenance and enhancement, funding decisions,
and risk management practices (s 8B(c))

= ensure the eurrent generation funds the cost of its services and achieves intergenerational equity
(s 8B(d)), and

* manage risks to the local community, area or council effectively and proactively (s 8C(h)).

Role of the governing body

Under section 223, the statutory role and responsibilities of the governing body include:

» directing and. controlling the affairs of the council in accordance with the Local Government Act
(s 223 (1)(a})

e ensuring as far as possible the financial sustainability of the council (s 223 (1)(c))

e ensuring as far as possible that the council complies with the guiding principles of the Local
Government &ct (s 223 (1)(d)}

* keeping the performance of the council under review (s 223 (1)(g))

e making the decisions necessary to ensure the council properly exercises its regulatory functions
(s 223 (1)(h)}, and

= being responsible for ensuring that the coundil acts honestly, efficiently and appropriately
(s 223 (1)1}

Role of the general manager

Under section 335, the general manager is responsible for ensuring the operational delivery of

council's risk mamagement framework and internal audit function. This includes:

» conducting the day-to-day management of the council in accordance with the strategic plans,
programs, strategies and policies of the council (s 335(a))

e implementing, without undue delay, the lawful decisions of the council (s 335(b))

e advising the governing body on the development and implementation of the council's plans,
programs, strategies and policies (s335(c)), and

= ensuring that the Mayor and other councillors are given timely information and advice and the
administrative and professional support necessary ta effectively discharge their functions (s335(fj).

Clause 209 of the Local Government Regulation also states that the general manager must ensure that:
» the council complies with all legal financial obligations, including the keeping of accounting
records
» effective measures are taken to secure the effective, efficient and economical management
of financial operations within each division of the council's administration
* authorised and recorded procedures are established to provide effective control over the
council’s assets, liabilities, revenue and expenditure and secure the accuracy of the
accounting records, and
e lines of authority and the responsibilities of members of the council's staff for retated tasks
are clearly defined.
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New regulations

The operation ef sections 428A and 428B will be supported by new regulations. These will prescribe
the requirements that councils are to comply with when appointing their Audit, Risk and Improvement
Committee and establishing their risk management framework and internal audit function. They will
also include internal audit as a funiction of the Committee under section 428A(2)(i) of the Local
Government Act.

The Local Governiment Regulation will provide for a Model Internal Audit Charter and Model Terms of
Reference for Audit, Risk and Improvement Commiittees which all councils must adopt and eomply
with. This discussion paper describes the key requirements that will ultimately be prescribed by the
Local Governmeenit Regulation.

New guidelines

To support compliance with the Local Government Act and Regulation, Guidelines for NSW Lacal
Government Audit, Risk and Impravement Committees, Risk Management Frameworks and Internal
Audit Functions will be issued under section 23A of the Lacal Government Act. These Guidelines will
outline the core requirements that each council's Audit, Risk and Improvement Committee, risk
management framework and internal audit function must have.

A key aim of the Guidelines will be ta create a strong and effective risk management framework and
internal audit furction in all councils by establishing minimum standards that reflect accepted
international stardards.

The nine core requirements of the Guidelines that councils will need to comply with are summarised
below and explained in greater detail throughout the rest of this discussion paper.

The Office of Lacal Government will, on a periodic basis and at least once every five years, review the

Local Governmenit Regulation and Guidelines to assess the efficiency and effectiveness of internal audit
requirements and the local government sector’'s compliance.
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CORE REQUIREMENT 1:
Appoint an independent Audit, Risk and Improvement Committee

(a) Each council (including county council/joint organisation) is to have an independent Audit, Risk and
Improvement Committee that reviews all the matters prescribed in section 428A of the Local Government
Act

(b) The Audit, Risk and Improvement Committee is to operate according to terms of reference, based on a
model terms of reference, and approved by the governing body of the council after endorsement by the
Committee

(c) The Audit, Risk and Improvement Committee is to comprise of three to five independent members who
are prequalified via the NSW Government's Prequalification Scheme: Audit and Risk Committee Independent
Chairs and Members

(d) Audit, Risk and Improvement Committee members and the Chair are to serve a three to five-year term. A
member’s term cannot exceed eight years and the Chair's term cannot exceed five years

(e) The Audit, Risk and Improvement Committee is to meet quarterly, with the ability to hold extra meetings if
required. A council's general manager and Chief Audit Executive should attend except where excluded by
the Committee

() Audit, Risk and Improvement Committee members are to comply with council’s Code of Conduct and the
conduct requirements of the NSW Government's Prequalification Scheme: Audit and Risk Committee
Independent Chairs and Members

(g) Disputes between the general manager and/or the Chief Audit Executive are to be resolved by the Audit,
Risk and Improvement Committee. Disputes with the Committee are to be resolved by the governing body
of the council

(h) The Audit, Risk and Improvement Committee is to provide an annual assurance report to the governing
body of the council and be assessed by an external party at least once each council term as part of
council’s quality assurance and improvement program

(i) The general manager is to nominate a council employee/s to provide secretariat support to the Audit, Risk
and Improvement Committee. Minutes are to be recorded for all committee meetings

CORE REQUIREMENT 2:
Establish a risk management framework consistent with the current Australian risk
management standards

(a) Each council (including county council/joint organisation) is to establish a risk management framework
that is consistent with current Australian standards for risk management

(b) The governing body of the council is to ensure that the council is sufficiently resourced to implement an
appropriate and effective risk management framework

(c) Each council's risk management framework is to include the implementation of a risk management policy,
risk management plan and risk management process. This includes deciding council’s risk criteria and how
risk that falls outside tolerance levels will be treated

(d) Each council is to fully integrate its risk management framework within all of council’s decision-making,
operational and integrated planning and reporting processes

(e) Each council is to formally assign responsibilities for risk management to the general manager, senior
managers and other council staff and to ensure accountability

(f) Each council is to ensure its risk management framework is regularly monitored and reviewed

(@) The Audit, Risk and Improvement Committee and the council’s internal audit function are to provide
independent assurance of risk management activities, and

(h) The general manager is to publish in council's annual report an attestation certificate indicating whether
the council has complied with the risk management requirements
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CORE REQUIREMENT 3:
Establish an internal audit function mandated by an Internal Audit Charter

(a) Each council {including county council/joint organisation) is to establish and internal audit function

(b) The governing body is to ensure that the council’s internal audit function is sufficiently resourced to carry
out its work

(¢) The governing body of the council is to assign administrative responsibility for internal audit to the general
manager and to include this in their employment contract and performance reviews

(d) The Chief Audit Executive is to develop an Internal Audit Charter, based on a model charter, which will
guide how internal audit is conducted by the council. The Charter is to be approved by the governing body
of the council after endorsement by the Audit, Risk and Improvement Committee

CORE REQUIREMENT 4:
Appoint internal audit personnel and establish reporting lines

(a) The general manager is to appoint a Chief Audit Executive to oversee the council’s internal audit activities
in consultation with the Audit, Risk and Improvement Committee

(b) The Chief Audit Executive is to report functionally to the Audit, Risk and Improvement Committee and
administratively to the general manager and attend all committee meetings

(c) The general manager is to ensure that, if required, council has adequate internal audit personnel to
support the Chief Audit Executive. Councils will be able to appoint in-house internal audit personnel or
completely or partially outsource their internal audit function to an external provider

CORE REQUIREMENT 5:
Develop an agreed internal audit work program

(a) The Chief Audit Executive is to develop a four-year strategic plan to guide the council's longer term
internal audits in consultation with the governing body, general manager and senior managers. The
strategic plan is to be approved by the Audit, Risk and Improvement Committee

(b) The Chief Audit Executive is to develop an annual risk-based internal audit work plan, based on the
strategic plan, to guide council’s internal audits each year. The work plan is to be developed in
consultation with the governing body, general manager and senior managers and approved by the Audit,
Risk and Improvement Committee

{c) The Chief Audit Executive is to ensure performance against the annual and strategic plans can be assessed

CORE REQUIREMENT 6:
How to performing and report internal audits

(a) The Chief Audit Executive is to ensure that the council’s internal audits are performed in accordance with
the IPPF and current Australian risk management standards (where applicable), and approved by the Audit,
Risk and Improvement Committee

(b) The Chief Audit Executive is to develop policies and procedures to guide the operation of the internal audit
function, including the performance of internal audits

(c) The Chief Audit Executive is to report internal audit findings and recommendations to the Audit, Risk and
Improvement Committee. Each finding is to have a recommended remedial action and a response from
the relevant senior manager/s

(d) Allinternal audit documentation is to remain the property of, and can be accessed by, the audited council,
including where internal audit services are performed by an external provider. It can also be accessed by
the Audit Risk and Improvement Committee, external auditor and governing body of the council (by
resolution)
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CORE REQUIREMENT 7:
Undertake ongoing monitoring and reporting

(a) The Audit, Risk and Improvement Committee is to be advised at each quarterly meeting of the internal
audits undertaken and progress made implementing corrective actions

{(b) The governing body of the council is to be advised after each quarterly meeting of the Audit, Risk and
Improvement Committee of the internal audits undertaken and the progress made implementing
corrective actions

() The Audit, Risk and Improvement Committee can raise any concerns with the governing body of the
council at any time through the Chair

CORE REQUIREMENT 8:
Establish a quality assurance and improvement program

(a) The Chief Audit Executive is to establish a quality assurance and improvement program which includes
ongoing monitoring and periodic self-assessments, an annual review and strategic external review at least
once each council term

(b) The general manager is to publish in the council's annual report an annual attestation certificate indicating
whether council has complied with the core requirements for the Audit, Risk and Improvement Committee
and the internal audit function

CORE REQUIREMENT 9:
Councils can establish shared internal audit arrangements

(a) A council can share all or part of its internal audit function with another council/s by either establishing an
independent shared arrangement with another council/s of its choosing, or utilising an internal audit
function established by a joint or regional organisation of councils that is shared by member councils

(b) The core requirements that apply to stand-alone internal audit functions will also apply to shared internal
audit functions, with specified exceptions that reflect the unique structure of shared arrangements

(c) The general manager of each council in any shared arrangement must sign a ‘Shared Internal Audit
Arrangement’ that describes the agreed arrangements

Implementation timelines

The transitional arrangements built info the Local Government Act mean that the requirement to have
an Audit, Risk and Improvement Committee will not come into force until six months after the next
ordinary electians in September 2020. Councils will therefore have until March 2021 to establish their
Audit, Risk and Improvement Committees in line with the regulatory requirements proposed in this
discussion paper.

It is proposed that councils will then hawve a further 18 months, until December 2022, to establish and
resource their internal audit function ard risk management framework (guided by the Audit, Risk and
Improvement Cammittee).

Councils’ Audit, Risk and Improvement Committees will focus on ensuring the council’s internal audit
function and risk management framework comply with regulatory requirements during the following

three years, until 2024,

As these functions are bedded down, the role of the committee is to broaden to comply with the
remaining requirements of sections 428A of the Local Government Act.
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Full compliance with s 428A of the Local Government Act will be expected by 2026. However, councils
that already hawe an Audit, Risk and Improvement Committee and a mature internal audit function and

risk management framework will be encouraged to comply sooner.

This implementation timeline is illustrated below.

Implementation timeline

shared arrangements)

« Internal audit function fully implemented by council and
operating in compliance with regulatory requirements (core

requirements 5-8)

of the Loeal Government Act.

By March 2021 s Audit, Risk and Improvement Committee established and
appointed (core requirement 1 or 9 for shared arrangements)

* Risk management framework developed, including appointment
By December 2022 of Risk Management Coordinator (core requirement 2}

* Internal audit function established, including employment of Chief
Audit Executive and personnel (core requirements 3-4 or 9 for

By 2024 « Risk management framework fully implemented throughout
courcil and operating in compliance with regulatory
requirements (core requirement 2)

e Audit, Risk and Improvement Committee’s role expanded
By 2026 > to include compliance, fraud control, financial
management, governance, integrated planning and
reporting, service reviews, performance measurement data
and performance improvement in compliance with s 4284
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4. Benefits of risk management and internal audit for NSW local
government

Risk managemenit and internal audit will be a valuable asset for councils.

Risk managemenit will help each council to ensure that any risks to the achievement of its strategic
goals and objectives are identified and managed effectively.

Audit, Risk and Improvement Committees and internal audit will provide councils with independent,
objective assurance that they are doing things the best way that they can for their community. It will
also lead to each council having effective risk management, control and governance processes which
will help to instil stakeholder and community canfidence in the council’s ability to operate effectively.

If implemented effectively, these mechanisms will also lead to each council:

e having better and more efficient levels of service delivery

» achieving befter operational consistency acrass council

= having a greater likelihood of achieving its goals and objectives

* using its resources more efficiently and effectively

= having improved responsiveness and flexibility

e having increased accountability and transparency

* achieving hetter decision-making and having the confidence to make difficult decisions
e developing good internal governance

= having increased financial stability

* being more resilient to change

e achieving and maintaining compliance with all laws, regulations, internal policies and procedures
» safeguarding its assets

e more reliable, timely and accurate financial and management reporting

* maintaining business continuity, and

e focusing om doing the right things, the right way.
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PROPOSED CORE REQUIREMENTS

Core requirement 1:
Appoint an independent Audit, Risk and Improvement
Committee

Proposal

It is proposed that:

(a) each council (including county council/joint organisation) is to have an independent Audit, Risk
and Improvement Committee that reviews all the matters prescribed in section 428A of the Local
Government Act

(b) the Audit, Risk and Improvement Committee is to operate according to terms of reference, based
on model terms of reference, approved by the governing body of the council after endorsement
by the Committee

(c) the Audit, Risk and Improvement Committee is to comprise of three to five independent members
who are prequalified via the NSW Government's Prequalification Scheme: Audit and Risk
Committee Independent Chairs and Members

(d) Audit, Risk and Improvement Committee members and the Chair are to serve a three to five-year
term. A member's term cannot exceed eight years and the Chair's term cannot exceed five years

(e) the Audit, Risk and Improvement Committee is to meet quarterly, with the ability to hold extra
meetings if required. A council’s general manager and Chief Audit Executive should attend except
where excluded by the Committee

(f) Audit, Risk and Improvement Committee members are to comply with the council's Code of
Conduct and the conduct requirements of the NSW Government's Prequalification Scheme: Audit
and Risk Committee Independent Chairs and Members

(g) disputes between the general manager and/or the Chief Audit Executive are to be resolved by the
Audit, Risk and Improvement Committee. Disputes with the Committee are to be resolved by the
governing body of the council

(h) the Audit, Risk and Improvement Committee is to provide an annual assurance review to the
governing body of the council and be assessed by an external party at least once each council
term as part of the council's quality assurance and improvement program, and

(i) the general manager is to nominate a council employee/s to provide secretariat support to the
Audit, Risk and Improvement Committee, Minutes must be recorded for all committee meetings.
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Audit, Risk and
improvement
Committee meeting

MEMBERS OBSERVERS
(attend every meeting, have (have no voting or
membership and voting rights) membership rights)

Attends each meeting When invited by the
except where excluded by Committee to attend/give
Member #1 Member #4 the Committee information
(Chair) (optional) l

Council's senior
financial officer

General Manager

Risk Management

Coordinator
Member #5 Council
Member #2 (optional) staff/contractors
Chief Audit External experts
Execufive Councillors

Can also meet with the

Committee directly \ /

without the presence of |
the general manager

Open invitation to attend

Member #3 every meeting as an
independent advisar

External auditor

-

Can also meet with the
Committee directly
without the presence of
the general manager
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Description

(a) Each council (including county council/joint organisation) is to have an
independent Audit, Risk and Improvement Committee that reviews all matters
prescribed in section 4284 of the Local Government Act

Each council in NSW, (including eounty council/joint organisation], will be required to have an
independent Audit, Risk and Improvement Committee that reviews all matters prescribed in section
428A of the Locall Government Act.

It is recognised thiat each council will have different Audit, Risk and Improvement Committee

requirements depending on its size, needs, budget and complexity of operations. To provide councils

greater flexibility, they can either:

o directly appoint an Audit, Risk and Imiprovement Committee for their exclusive use

e utilise a joint Committee established by their joint or regional organisation of councils that s
shared by member councils, or

e share their Committee with another council/s in close proximity or of their choosing as part of an
independent shared arrangement.

It is recommended that county councils, due to their size, enter into a shared arrangement with one of
their member councils or utilise arr internal audit function established by a joint or regional
organisation of counils.

Some of the requirements for shared arrangements will differ from those of stand-alone Audit, Risk
and Improvement Committees established for a council's exchusive use (as described in core
requirements 1-8}. Core requirement 9 outlines the specific requirements of shared arrangements.

Role and functions

Under section 4284 of the Local Government Act, each council must have an Audit, Risk and
Improvement Committee to keep under review the following aspects of the council’s operations:
(a) compliance

(b) risk management

(c) fraud control

(d) financial management

(e) governance

(f) implementation of the strategic plan, delivery program and strategies

(g) service reviews

(h) collection of perfermance measurement data by the council, and

(i) any other matters prescribed by the regulation (i.e. internal audit).

The Committee will also provide information to the council for the purpose of improving council's
performance of its functions.

The Audit, Risk and Improvement Cammittee is to provide an advisory and assurance role onty, and is
to have no administrative function, delegated financial responsibility or any management functions.

Audit, Risk and Improvement Committees will be required to give independent advice and assurance
to the general manager and the governing body of the council on the issues listed in the following
table. It is envisaged that these items will be standing items on agenda of each committee meeting.
Beyond this, committees will have the flexibility to address the unique challenges and operating
environment of each council.
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It will be a matter for each council to decide whether or not it's Audit, Risk and Improvement
Committee also serves any entities. formed by the council.

Audit, Risk and Improvement Committee:
role and responsibilities

Audit

Issue (s 428A) Committee’s role and responsibilities

Internal audit Advisory:

» providing overall strategic and executive direction for internal audit activities

* advising the general manager and governing body of the council of the resources
necessary to successfully deliver the internal audit function

« assessing the adequacy and effectiveness of council’s internal audit activities

e acting as a forum for communication between the governing body, general manager,
senior management, the internal audit function and external audit

* overseeing the coordination of audit programs conducted by internal and external
audit and other review functions, and

e ensuring the council achieves maximum value from its internal audit activities.

Review:

* the appropriateness of council's Internal Audit Charter, internal audit policies and
procedures

» audit/risk methodologies used

e the findings/recommendations of internal audit activities, particularly recommendations
that have been assessed as the most significant according to the risk to the council if
they are not implemented

» the effectiveness of corrective actions implemented

» compliance with statutory requirements

* the performance of the Chief Audit Executive and the internal audit function as part of
the council’s internal audit quality improvement program

» the findings of any external reviews of the internal audit function

Endorsement of:

e the council's Internal Audit Charter, internal audit strategic four-year plan and annual
work plan, and
* the appointment and remuneration of the Chief Audit Executive

External audit Advisory:
e acting as a forum for communication on external audit issues, and

e advising on the findings of external audits and monitoring the implementation by the
council of any recommendations for corrective action.
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Risk
Issue (s 428A) Committee’s role and responsibilities
Risk Advisory — advising whether:
management e the council has provided sufficient resources for risk management and staff are able to
carry out their risk management responsibilities
e the council’s risk management framework complies with current Australian risk
management standards
e the council’s risk management framework operates effectively and supports the
achievement of council's strategic goals and objectives
* management has embedded a positive risk management culture
* risk management is fully integrated into all aspects of the council, including decision-
making processes and operations
o risks are formally considered when developing and implementing all council policies,
programs, projects and other activities, including procurement
« major risks have been identified and assessed by the council and appropriate risk
treatments have been implemented that reflect council's risk criteria
e risk information is captured and communicated in a timely manner across the council,
enabling management and staff to carry out their responsibilities
e there are council-specific, fit-for-purpose tools, systems and processes to help all those
responsible for managing risk to fulfil their responsibilities, and
e the council's risk management policies, procedures and plans are being complied with.
Review the appropriateness and effectiveness of the council's:
e risk criteria
« internal control framework
e risk register and risk profile
e risk reports
« risk management framework in relation to its insurance arrangements, and
* business continuity plans and natural disaster plans (including periodic testing).
Endorsement of:
s the council’s risk management policy, risk management plan and risk criteria prior to
their approval by the governing body of the council, and
e the council's risk profile and risk register/s prior to their approval by the general
manager.
Control Providing independent assurance on the following internal controls implemented by the
framework council to manage specific categories of risk:
The council's compliance framework - advising whether:
* management has embedded a culture which is committed to lawful and ethical
behaviour
* the council has in place necessary policies and procedures and that these are periodically
reviewed and updated
« the council is complying with all necessary legislation, regulations, policies and
procedures
« management has appropriately considered all legal and compliance risks as part of the
council’s risk assessment and management arrangements
¢ delegations are properly managed and exercised, and
* the council's system for monitoring compliance is effective
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Issue (s 428A)

Committee’s role and responsibilities

The council's fraud and corruption framework - advising whether the:

council's fraud and corruption prevention plan and activities are adequate and effective,
and

council has appropriate processes and systems in place to capture and effectively
investigate fraud-related information

The council's financial management and external accountability framework - including:

advising whether the council’s financial management processes are adequate

assessing the policies and procedures for council management's review and
consideration of the council’s current and future financial position and performance and
the nature of that review (including the approach taken to addressing variances and
budget risks)

advising on the adequacy of early close and year-end review procedures, and

reviewing council’s financial statements, including:

o providing input and feedback on council's financial statements

©  advising whether council is meeting its external accountability requirements

©  advising whether appropriate action has been taken in response to audit
recommendations and adjustments

O satisfying itself that the financial statements are supported by appropriate
management signoff

©  reviewing the ‘Statement by Councillors and Management’ (made pursuant to
s 413(2)(c) of the Local Government Act)

©  reviewing the processes in place designed to ensure that financial information
included in the council's annual report is consistent with the signed financial
statements
reviewing cash management policies and procedures
reviewing policies and procedures for the collection, management and disbursement
of grants and tied funding, and

O satisfying itself that the council has a performance management framework that is
linked to organisational objectives and outcomes.

The council's governance framework ~ including:

advising on the adequacy and robustness of the processes and systems that the council
has put in place to govern day-to-day activities and decision-making, and

reviewing whether controls over external parties such as contractors and advisors are
sound and effective.
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Improvement

Issue (s 428A) Committee’s role and responsibilities

Strategic e advising whether the council is achieving the objectives and goals it set out in its
planning community strategic plan and has successfully implemented its delivery program,

operational plan and other strategies

Service delivery | e  advising how the council is delivering local services and how it could improve its service
delivery performance

Performance e assessing the adequacy of the performance indicators and data the council uses to
data and measure its performance
measurement

Learning and development program

Some councils, particularly larger metropolitan councils, already have an established risk management
and internal audit framework and have been successfully been using these assurance methods for
some time. They may just need to make some adjustments to their framewaorks to comply with the
proposed requirements.

There are other ecuncils that are just starting this journey - for example, they may have appointed an
Audit, Risk and Improvement Committee and are now beginning the process of bedding down internal
audit and risk management in their councils.

There are also seme coundils, particularly in rural areas, whe do not have any type of internal audit or
risk management in place yet, and are starting to think about how this might work far their council.

There is an opportunity for councils to learn from each other's knowledge and experiences, especially
during the initial implementation stage.

A sharing and learning program for Audit, Risk and Improvement Committees will be established to
facilitate sharirig information between committees about how they implement s428A of the Local
Government Act and perform the other regulatory requirements placed upon them.

A sharing and learning program for councils (general managers, Chief Audit Executives and/or Risk
Management Coordinators) will also be established to facilitate the sharing of infoermation and
learning from each other, particularly between councils that have already established a strong internal
audit and risk management function and those that are just starting this journey.

The development of these programs. will be guided by similar programs established by the Australian

Government and bodies such as Chartered Accountants Australia and New Zealand, the Australian
Institute of Company Directors and the Actuaries Institute.
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(b) The Audit, Risk and Improvement Committee is to operate according to terms of
reference, based on model terms of reference, approved by the governing body of
the council after endorsement by the Committee

Each Audit, Risk and Improvement Committee is to prepare terms of reference to define how it is
structured and how it will operate. The terms of reference are to be approved by the governing body
after endorsement by the Committee. The terms of reference can also be used by the council as a
benchmarking toal to measure the effectiveness of the committee.

The general manager is to ensure that each member of the Audit, Risk and Improvement Committee,
including new appointments, are provided with a copy of the terms of reference and a formal
induction.

Each Audit, Risk and Improvement Committee's terms of reference are to comply with Model Terms of
Reference®. This is consistent with councils being required to adopt policies based on model
documents (for example, the Madel Code of Conduct and the Model Code of Meeting Practice].

The Model Terms of Reference will require each Audit, Risk and Improvement Committee’s terms of

reference to:

e set out the cammittee’s objectives, authority, composition, tenure, roles, responsibilities, duties,
reporting limes, reporting and administrative arrangements

» be sufficiently detailed to ensure there is no ambiguity, and

e have clear guidance on key aspects of the committee’s operations.

The Audit, Risk and Improvement Committee will be able to include additional provisions in its terms
of reference as long as they do not conflict with the Model Terms of Reference or the IPPF. This will
ensure any matters not contemplated by the Model Terms of Reference are addressed by councils in a
robust way that complies with internationally recognised industry standards.

As part of the eouncil's quality assurance and improvement pragram, where the Audit, Risk and
Improvement Cammittee's Terms of Reference include additional provisions, they are to be reviewed
annually by the Audit, Risk and Imiprovement Committee, and once each council term (i.e. four years)
by an external party.

(c) The Audit, Risk and Improvement Committee is to comprise of three to five
independent members who are prequalified via the NSW Government’s
Prequalification Scheme: Audit and Risk Committee Independent Chairs and
Members

Appointment and size of the Committee

The Audit, Risk ard Improvement Cammittee is to be appointed by the governing bady of the council.
Councils may find it practical to establish a small committee of councillors and the general manager to
conduct the selection process and make appointment recommendations to the larger governing body.

8 The Mode! Terms of Reference will be drafted by the Office of Local Government in consultation with councils based an the
final internal audit franrework developed fallowing consultation on this discussion paper
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Each council’s Audit, Risk and Improvement Committee is to have no fewer than three members and
no more than five members. The Chair is to be counted as a member of the committee. The exact size
of the committee is to be determined by the governing body of the council, in consultation with the
general manager, taking into account the size and complexity of the council's eperations and risk
profile.

The Chair of the Audit, Risk and Improvement Comimittee is to act as the interface between the
Committee and the general manager, the Committee and the governing body of council, and the
Committee and the Chief Audit Executive.

Independence of members

All Audit, Risk and Improvement Committee members must be independent. To be classified as
‘independent’, a member must be both:

1. Free of any relationships that could be perceived to result in bias or a conflict of interest or
interfere with their ability to act independently.

This means an independent committee member cannot:
o be a councillor of any council in Australia, a candidate at the last election of a council or a
persam who has held office in a council during its previous two terms
o be employed (currently or during the last three years) by any council in Australia
o hawve a close personal or business relationship with a councillor or a person who has a
senior role in the council
¢ be a current service provider to the NSW Audit Office, or have been a service provider during
the last three years
e currenthy, or within the last three years, provided any material goods or services (including
consultancy, legal, internal audit and advisory services) to the council which directly affect
subjects or issues considered by the Audit, Risk and Improvement Committee
» be a substantial shareholder, owner, officer or employee of a company that has a material
business, contractual relationship, direct financial interest or material indirect financial interest
with the council or a related entity, or have an immediate or close family member who is,
which could be perceived to interfere with the individual’s ability to act in the best interests of
the council
e currenthy or previously acted as an advocate of a material interest on behalf of the council or a
related entity, or

2. Selected from the panel of prequalified audit and risk committee independent chairs and
members administered by the NSW Government*?,
The evaluation criteria for prequalification as a member on the Panel includes®®:
* extensive senior level experience in governance and management of complex organisations
* an ability to read and understand financial statements

49 The NSW Government's Prequalificatiors Scheme: Audit and Risk Committee Independent Chairs and Menibers streamlines
selection processes by prowviding an impartial third party assessment of independent persons seeking appaointment o public
sector Audit and Risk Committee positians. Individuals pregualified under the scheme have satisfied key skills, knowledge and
experience criteria that ensure they will be atie to undertake their role an an audit committee effectively. Further information
about the schenive: carr be faund at https:/fwiww procurepoint.nsw.gov.aufscm2421. The scheme's prequalification criteria may
be amended to ensure that members who wish to work with local government satisfy the unique needs and requirements of
councils.

50 See the prequalification scheme’s conditions at

https://tenders.nsw.gov.au/dfs/?event=public.scheme show&RFTUUID=32C22FIB-DCDE-D61D-59601E7558E2F A26 for mare
information on the scheme's prequalification criteria. These criteria may be amended in relation to council Audit, Risk and
Improvement Camtmittees to ensure that members who wish to work with local gowvernment satisfy the unique needs and
requirements of eouncils.
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* a capacity to understand the ethical requirements of government (including potential conflicts
of interest)

+ functional knowledge of areas such as:

risk management

perfarmance management

human resources management

internal and external auditing

financial reporting

accounting

management control frameworks

finaneial internal controls

govermance (including planning, reporting and oversight), or
o business operations

* a capacity to form independent judgemenits and willingness to constructively
challenge/question management practices and information

= a professional, ethical approach to the exercise of their duties

« the capacity to devote the necessary time and effort to the responsibilities of a member of an
Audit, Risk and Improvement Committee, and

* possession of a relevant professional qualification or membership (for example, Certified
Internal Auditor, Certified Practising Accountant, Chartered Accountant, Certified Practicing
Risk Marager, Graduate FMember of the Australian Institute of Company Directors) is desirable.

c 0o o0 0 0 Cc Cc 0O O

Chairs must also possess:
+ leadership qualities and the ability to promote effective working relationships in complex
organisations
* an ability to communicate complex and sensitive assessments in a tactful manner to chief
audit executives, senior management, board members and Ministers
* asound wnderstanding of:
o the principles of good organisational governance and capacity to understand public sector
accountability, including financial reporting
the business of the department or statutory body or the environment in which it operates
internal audit operations, including selection and review of chief audit executives, and
risk management principles.

A person prequalified under the scheme as a ‘committee member’ can only be appointed as a
member of an Audit, Risk and Improvement Cammittee — they cannot be appointed as the Chair.
Similarly, oniliy a person pre-qualified as a ‘Chair’ can be appointed as the Chair of an Audit, Risk
and Imprawement Committee.

Satisfying both these criteria will ensure Audit, Risk and Improvement Committee chairs and members
are sufficiently skilled and experienced and have no real or perceived conflicts of interest. It is
important to nate that prequalification does not automatically mean that an individual satisfies the
independence requirements listed in criteria 1 abeve.

Living in a local government area is. not, in itself, to be considered as impacting a person's ability to be
independent of eouncil.
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Both the governing body of the council and the general manager must ensure that adequate
procedures are in place to preserve the independence of the Audit, Risk and Improvement Committee
Chair and committee members. Likewise, the chair and memibers must notify the governing body
and/or general manager if a real or perceived threat to their independence arises®.

Knowledge, skills and experience collectively needed on the committee

When selecting individual Audit, Risk and Improvement Committee members, the governing body of
the council will be required to ensure that the committee as a collective body has the appropriate mix
of skills, knowledge and experience to successfully implement its terms of reference and add value to
the council.

At least one memiber of the Audit, Risk and Improvement Committee should have accounting or financial
management experience with an understanding of accounting and auditing standards in a local
government conitext.

Each individual should also have sufficient time to devote to their responsibilities as an Audit, Risk and
Improvement Committee member.

Fees paid to members and the Chair

Fees paid to Audit, Risk and Improvement Committee members and the Chair are to be the same as
those currently paid under the NSW Gowvernment’s prequalification scheme, as set out in the table
below, subject ta any changes to the scheme. Members will be able to serve on Audit, Risk and
Improvement Cammittees on a voluntary basis.

The rates include all reasonable casts incurred by members and the Chair engaged under the scheme
excluding subsistenice and travel costs if travelling into the Sydney metropaolitan area from interstate.
Subsistence and travel expenses autside the Sydney metropolitan area and/or where the panel
member is fromr interstate are to be charged at the actual cost, or at the rates specified under the
Crown Employees (Public Service Conditions of Employment) Reviewed Award 2009, whichever is the
lesser.

The method of payment (e.g. payroll, invoice) will be at the discretion of the council.

Council size Indicator Chair fee Member fee
(excluding GST) (excluding GST)
Large Expenditure greater than $20,920 per annum $2,092 per meeting day
$400 million including preparation time
Medium Expenditure between $50 $16,213 per annum $1,621 per meeting day
million and $400 million including preparation time
Small Expenditure less than $50 $12,552 per annum $1,255 per meeting day
million including preparation time

51 As part of their inclusion in the prequalification scheme and prior to their engagement taking effect, chairs and members will
be required to prowvide the council and W5W Government and the details of any other panels they are already on or any other
significant appaintrments within or outside the local government sector (including their nature, duration, payments to the NW
Government agency administering the sefveme). Currently unider the scheme, members are only permitted to be appaointed to
five separate audit committees in the NSW public sector. This requirement will be updated to also include the NSW local
government sectar.
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(d) Audit, Risk and Improvement Committee members and the Chair are to serve a
three to five-year term. A member’s term cannot exceed eight years and the
Chair's term cannot exceed five years

The initial term of membership of an Audit, Risk arnd Improvement Committee member on any one
Audit, Risk and Improvement Committee will be three to five-years to ensure that the committee
maintains a fresh approach. Members can be reappointed or extended for a further term/s but the
total period of eontinuous membership on any one committee will not be able to exceed eight years.
This includes any term as Chair of the committee. Individuals who have served an eight-year term
(either as a member or Chair) must have a three-year break from serving on the committee before
being appointed again.

The terms of appaintments will commence on the date the legislation is commenced. This includes for
any existing memibers of Audit, Risk and Improvernent Committees already established by councils
who will remain members under the new arrangements.

Membership is fo be regularly rotated to keep a fresh approach and avoid any perceptions of bias or
conflicts of interest. Care is to be taken to ensure that membership renewal dates are staggered so
knowledge is mot last to the Audit, Risk and Improvement Committee when members change. Ideally,
no more than ome member should leave the commiittee because of rotation in any one year.

Each council is to: provide a thorough induction to each of its Audit, Risk and Improvement Committee
members.

When approving the reappointment ar extension of a membership term on the Audit, Risk and
Improvement Committee, the governing body of the council is to consider a formal assessment by the
Mayor (in consulitation with the general manager} of the member’s or Chair's performance on the
committee.

The Council may engage an external reviewer to undertake this assessment if they choose. Joint or
regional organisations may wish to engage an external reviewer that the mayors of member councils
can utilise for this. purpose.

The reappointment of members is also to be subject to the individual still meeting the independence
and prequalification requirements outlined above.

The governing bady can appoint the Chair for one term only for a period of three to five-years. The

Chair's term can be extended but ary extension must not cause the total term of the Chair to exceed
five years.

(e) The Audit, Risk and Improvement Committee is to meet quarterly, with the ability
to hold extra meetings if required. A council's general manager and Chief Audit
Executive should attend except where excluded by the Committee

The Audit, Risk and Improvement Committee is to meet at least quarterly over the course of each year.
A special meeting may be held, if needed, to review the council’s fimancial statements.

Meetings can be held in person, by telephone or videoconference.

The committee is to ensure that its meeting agenda covers all of its responsibilities, as outlined in the
committee’s termis of reference, and all the items included in council’s annual internal audit work plan.
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The Audit, Risk and Improvement Committee will also be able to hold additional meetings when
significant unexpected issues arise, or the Chair is asked to hold an additional meeting by the majority
of committee members, the general manager, or the governing body of the council (by resolution).
The Chair will be responsible for deciding if an additional meeting will be held. To enhance
accountability, tie ability to hold additional meetings is to be documented in the committee’s terms of
reference.

Any individual Audit, Risk and Improvement Committee member who wishes to meet with the general
manager or goverring body of the council to discuss internal audit issues is to do so through the Chair
of the committee, and vice versa.

Agenda and minutes

The agenda for each Audit, Risk and Improvement Committee meeting is to be circulated at least one
week before the meeting. It is to include as standing items all the lines of defence listed in section
428A of the Locall Government Act - internal audit, external audit, risk management, compliance, fraud
and corruption, fimancial management, governance, strategic planning, service delivery and
performance nreasurement.

Audit, Risk and Improvement Committee meeting minutes are to:
* include a record of attendance, items of business considered, decisions and actions arising
e be approved by the Chair befare circulation

= be provided to the governing body to enable councillors to keep abreast of assurance issues
throughout the year, as well as the general manager, Chief Audit Executive and external auditor

e be provided within two weeks of the meeting date to ensure relevant individuals are made aware
of any sigmificant issues discussed at the meeting that need to be dealt with, and

e be treated as confidential unless otherwise specified by the committee - public access should be
controlled to. maintain confidentiality in accordance with council policy.

Quorum

A quorum is to censist of a majority of Audit, Risk and Improvement Committee members. Where the
vote is tied, the Chair is to have the casting vote.

Attendance of non-voting observers at committee meetings

Audit, Risk and Improvement Committee meetings will not be open to the public.

In addition to Augdiit, Risk and Improvement Committee members, the general manager and the Chief
Audit Executive are to attend committee meetings as non-voting observers, except where they are
excluded by the committee.

The NSW Auditor-General, as council's external auditor, or their representative, is to be invited to each

committee meeting as an independent non-voting observer and can choose whether to attend. The
committee can ailso exclude the external auditor if needed.
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The Audit, Risk and Improvement Committee will be able to request to meet with any of the following

non-voting individials whenever necessary in order to seek additional information or explanations:

= privately with the Chief Audit Executive and/or external auditor without the general manager
present (this is to eccur at least annually)

e council's Chief Financial Officer (or equivalentj given their knowledge of, and responsibility for,
council’s fimancial management

e council’s Risk kanagement Coordinator

= any councillor (the Chair of the Committee only)

« any emplayee or contractor of the couneil, and/or

= any external independent expert or external party whose advice is needed (subject to
confidentiality eonsiderations].

These individuails. must comply with the Audit, Risk and Improvement Committee’s request.

Others may, with the agreement of the Audit, Risk and Improvement Committee, attend as non-voting
observers at committee meetings, but such persans will have no membership or voting rights. The
committee can atso exclude any of these observers from meetings as needed.

The Audit, Risk and Improvement Committee can also request any written reports or other risk
management reports from council’s serior management, or other related information as necessary, to
enable it to fulfil its assurance role in relation to council's risk management framework. The Committee
can also request senior managers. to present at Committee meetings to discuss their activities and
risks.

The committee will be able to hold closed ('in-camera’} meetings whenever it needs to discuss
confidential or sensitive issues with only committee members of the Audit, Risk and Improvement
Committee present.

The Audit, Risk and Improvement Committee can abtain such external legal or other professional or
subject matter expert advice, as considered necessary to meet its responsibilities. The service provider
and payment of costs for that advice by the council is subject to the prior approval of the governing
body of the caunicil.

Access to council, staff, resources and information

The Audit, Risk and Improvement Committee is to have direct and unrestricted access to the general
manager, senior management and staff and contractors of the council in erder to perform its role.

The Audit, Risk and Improvement Committee is also to have direct and unrestricted access to the
council resources and information it needs to perform its role.

The Audit, Risk and Improvement Committee may only release council information to external parties
with the approval of the general manager. The general manager's approval is not required where the
information is being provided to an external investigative, audit or oversight agency such as, but not
limited to, the Office of Local Government, the NSW Audit Office, the Independent Commission
Against Corruption or the NSW Ombudsman for the purpose of informing that agency of a matter that
may warrant ifs attention.

A New Risk Managenvent and Internal Audit Franrework for Lacal Councils. im INSW - Discussion Paper 41

Status Reports — Page 176 of 283



10. ARIC Implications Report
Attachment A A New Risk Management and Internal Audit Framework for Local Council in NSW -
Discussion Paper - 2019

(f) Audit, Risk and Improvement Committee members are to comply with the council’'s
Code of Conduct and the eonduct requirements of the NSW Government’s
Prequalification Scheme: Audit and Risk Committee Independent Chairs and
Members.

Under section 440 of the Local Government Act, independent Audit, Risk and Improvement Committee
members are subject to and required to comply with the council’s Code of Conduct. Complaints or
breaches of caunicil's code of conduct will be dealt with in accardance with the Procedures for the
Administratior: of the Model Code af Conduct for Local Councils in NSW?2, Committee members should
also be deemed to be a ‘designated person’ and required to complete and submit returns of interests.

As required under the Model Code of Conduct, Audit, Risk and Improvement Committee members
must declare any pecuniary or significant non-pecuniary conflicts of interest at the start of each
Committee meeting, before discussion of the relevant agenda item or issue, or when the issue arises.
Details of any eanflicts of interest should also be appropriately minuted.

Where Audit, Risk and Improvement Committee members or observers at Committee meetings are
deemed to hawe a real or perceived canflict of interest they are to remove themselves from Committee
deliberations on the issue.

Given they will have been selected from the NSW Government's panel of prequalified Audit and Risk
Committee Independent Chairs and Members, members will also be required to comply with that
scheme's conduct requirements .

(g) Disputes bhetween the general manager and/or Chief Audit Executive are to be
resolved by the Audit, Risk and Improvement Committee. Disputes with the
Committee are to be resolved by the governing body of the council

Members of the Audit, Risk and Improvement Committee should maintain an effective working
relationship and try to resolve any differences they may have via open negotiation.

However, in the event of a disagreemenit between the council management and the Chief Audit
Executive (for example, about findings or recommendations of audits), it is to be resolved by the Audit,
Risk and Improwement Committee. Disputes between the council management and the Audit, Risk and
Improvement Committee are to be resolved by the governing body.

Unresolved disputes regarding compliance with statutory or other requirements are to be referred to
the Office of Local Government in writing for its reseolution.

52 The Procedures can be found at http:/fwawnolg.nsw.gov.aufsites /default/fites/Procedures -for- Administration- of-Model-

Code-of-Conduet.pdf
53 The prequalification scheme’s code of comduct can be found at https:/fwww.procurepoint.nsw.gov.aufsem2421
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(h) The Audit, Risk and Improvement Committee is to provide an annual assurance
report to the governing body of the council and be assessed by an external party at
least once each council term as part of the council’s quality assurance and
improvement program

Annual assurance report

As part of coungil's gquality assuranice and improvement program, the Audit, Risk and Improvement

Committee is to provide an annual assurance report to the governing body which provides:

e asummary of the work the committee performed to discharge its responsibilities during the
preceding year

e  advice on the appropriateness of the Committee’s terms of reference (where the Committee’s
terms of reference contain additional clauses to thase contained in the Model Terms of
Reference}

* anoverall assessment of the following aspects of council's operations in accordance with section
428A of the Lacal Government Act:
o compliaince
o risk management
fraud eentral
financial management
governanee

service reviews
collection of performance measurement data by the council, and
any other matters prescribed by the regutation (i.e. internal audit), and

o

o]

o

o implementation of the strategic plan, delivery program and strategies

o

o

o

any other information to help the council improve the performance of its functions.

This will ensure that the governing body of the council receives the committee’s independent views
about these matters in accordance with legislative requirements each year. It will also enable the
governing body to assess the work of the Committee each year.

Strategic external review

At least once each council term (L.e. four years) an external strategic review of the effectiveness of the
Audit, Risk and Improvement Committee is to be conducted to assess how the committee is
functioning. This will provide accountability and ensure that the governing body of the council can
assess how the cammittee's performance and whether any changes to the committee’s terms of
reference or membership are required.

This strategic external review is to consider:
e whether the Committee has fulfilled its terms of reference

* the appropriateness of the Cammittee’s terms of reference (where the Committee’s terms of
reference cantain additional prowisions to those contained in the Model Terms of Reference)

s the performance of Committee members and whether any change of membership is required

e the way the Committee, external auditor, council and internal audit function work together to
manage risk and support the council and how effective this is, and

* whether the wark of the Commiittee has contributed to the improvement of the factors identified
in section 4284 of the Local Gowvernment Act.
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The external review is to address the collective performance of the Audit, Risk and Improvement
Committee, as well as the individual performance af each member and the Chair. In considering the
outcomes of the external strategic review, the review is to consider feedback on each member's
performance by the Chair of the Committee, mayor and general manager. The governing bady of
council will be able to request the Chair of the committee to address the council and answer any
questions about the operation of the committee.

Dismissal of committee members and the Chair

The governing body of council may terminate the engagement of the Chair ar a member of the Audit,
Risk and Improvement Committee where the Chair or member has:

e breached the conditions of the prequalification scheme

e breached the eouncil's Code of Conduct

« performed umnsatisfactorily, or

e declared, or is found to be in, a position of a conflict of interest which is unresolvable.

Termination can enky occur with the approval of the Chief Executive of the Office of Local Government
and is to be reparted to the agency which is responsible for administering the Audit, Risk and
Improvement Cammittee prequalification scheme. Approval is not needed for termination where the
Chair or member has become ineligible or removed from the prequalification scheme by the agency
administering thie- scheme. Dismissal is automatic in these situations.

(i) The general manager is to nominate a council employee/s to provide secretariat
support to the Audit, Risk and Improvement Committee. Minutes are to be
recorded for all committee meetings

The general manager will be required to nominate a council employeefs to provide secretariat support
to the Audit, Risk and Improvement Committee. The main functions of this role are to be:

* minuting Audit, Risk and Improvement Committee meetings

e preparing agendas, and

« providing the committee with any infarmation it needs to fulfil its responsibilities.

A New Risk Managenvent and Internal Audit Franrework for Lacal Councils. im INSW - Discussion Paper 44

Status Reports — Page 179 of 283



10. ARIC Implications Report
Attachment A A New Risk Management and Internal Audit Framework for Local Council in NSW -
Discussion Paper - 2019

Core requirement 2:
Establish a risk management framework consistent with current
Australian risk management standards

Proposal

It is proposed that:

(a) each council (including county council/joint organisation) is to establish a risk management
framework that is consistent with current Australian standards for risk management

(b) the governing body of the council is to ensure that council is sufficiently resourced to implement
an appropriate and effective risk management framework

(c) each council's risk management framework is to include the implementation of a risk management
policy, risk management plan and risk management process. This includes deciding council's risk

criteria and how risk that falls outside tolerance levels will be treated

(d) each council is to fully integrate its risk management framework within all of the council's
decision-making, operational and integrated planning and reporting processes

(e) each council is to formally assign responsibilities for risk management to the general manager,
senior managers and other council staff and ensure accountability

(f) each council is to ensure its risk management framework is regularly monitored and reviewed

(g) the Audit, Risk and Improvement Committee and the council’s internal audit function are to
provide independent assurance of risk management activities, and

(h) the general manager is to publish in the council’s annual report an attestation certificate indicating
whether the council has complied with the risk management requirements.

Description

(a) Each council (including county council/joint organisation) is to establish a risk
management framework that is consistent with current Australian standards for
risk management

Each council it HSW (including county council/joint organisation) will be required to implement a risk
management framework that is cansistent with the current Australian risk management standard -
currently AS ISO 31000:2018%*, The framework is to take an enterprise risk management approach
which applies to all council activities and risks, not just well-recognised risks such as work health and
safety, insurable risks and disaster recowvery planning.

54 Where ISO 31000:2018 is superseded following a future review by the International Organisation of Standardisation or
Standards Australfa, councils are to confarm to the mast current Australian risk management standard. AS 1SO 31000:2018
can be found at hitps.//www.standards.org.au/standards-catalogue/sa-snz/publicsafety/ob-007 fas- -isa--31000-colon-2018
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The definition of risk management adepted by councils will be the same as that adopted in AS ISO
31000:2018. Risk. management comiprises of “coordinated activities to direct and control an organisation
with regard to risk". Risk is the “effect of uncertainty on objectives, where an effect is a deviation from the
expected. It can be positive, negative ar both, and can address, create or result in opportunities and
threats”.

It is recognised that each council will have different risk management requirements depending on its
size, needs, budget, complexity of operations and risk management maturity (i.e. the extent to which
risk management has already beem implemented in the council). Councils will have the flexibility under
AS ISO 31000:2018 to choose the size, scope and delivery of their risk management activities so long
as they include a number of key structural components (see below).

Where a council wishes to impose requirements that are additional to the proposed framework, it will
be able to do se provided the requirements confarm to AS ISO 31000:2018 and do not conflict with
regulatory requirements.

(b) The governing body of the council is to ensure that council is sufficiently resourced
to implement an appropriate and effective risk management framework

The governing bady of each council is to provide the resources needed to:
e implement a risk management framework appropriate to the council, and

s« deliver the risk treatments and internal controls needed to ensure the council's risks are
appropriately managed.

This forms part of the governing biody's responsibility for approving the council’s budget.

These resources include the necessary:

* human resaurces (with appropriate skills and experience)

* technology, equipment, tools and information management systems for managing risk
e documented processes and procedures, and

» professional development and training for staff to ensure they can fulfil their risk management
responsibilities.

To ensure that the governing body makes informed budgeting decisions, the Audit, Risk and
Improvement Cammittee is to advise the governing bady of the resaurces needed, having regard to
any budgetary canstraints and the council's operational environment.

Where the Audit, Risk and Improvement Committee considers. the resourcing provided for risk
management is insufficient relative to the risks facing the council, it is to draw this to the attention of
the general manager and the gowerning body of the council. The Chair of the Committee is to atso
ensure that the Committee’s funding recommendations are minuted by the Committee’s secretariat.

The governing bady will also be responsible for approving key elements of the council's risk

management franvework, including the council's risk management policy, risk management plan and
risk criteria, following their endorsement by the Audit, Risk and Improvement Committee (see below).
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(c) Each council’s risk management framework is to include the implementation of a
risk management policy, risk management plan and risk management process.
This includes deciding the council’s risk criteria and how risk that falls outside
tolerance levels will be treated

In compliance with AS ISO 31000:2018, each council's risk management framework is to comprise the
following key elements:

Risk management policy

Each council will be required to adapt a risk management policy that communicates the commitment
of the governing body and the general manager to risk management, and how risk management will
be undertaken by the council. The risk management paolicy is to be approved by the governing body,
after endorsement by the Audit, Risk and Improvement Committee.

The council’s risk management palicy is to describe, at a minimum:

* The council's risk management ebjectives and priorities, and how these are linked to the council's
strategic plans and objectives

* how risk management will be integrated into the overall culture of the council, core business
activities and decision-making

e the council’s risk criteria

* how the cowrcil's risk management policy sits within, and is supported by the council's other
policies

* who in the council is accountable and responsible for managing risk in the council

* the resources. that will be made available, and

e how the council's risk management performance will be reviewed, measured, reported and
improved.

The council's risk management palicy can also provide guidance to council staff on the council's

commitment te:

* integrating risk management into the council’s procedures and practices

= communicating the council's approach to managing risk

e coordinating the interface between risk management and other assurance activities, for example,
the Audit, Risk and Improvement Committee, the council's internal audit function and external
audit, and

* incorporating risk management into internal staff induction and professional development
programs.

The council’s risk management policy is to be reviewed at least once each council term, or within one
year if there is a significant restructure or change.

Risk management plan

Each council is to: develop and implement a risk management plan that provides a structure for how
the council will implement its risk management policy and conduct its risk management activities.
The chief purpose of the plan is to ensure that the council's arrangements for managing risks are
clearly understood and practiced, and identifies where, when and how different types of decisions
relating to risk are made across the council and by whom.

To do this, it must inelude:

e the activities the council will undertake to implement its risk management policy

» roles, accountabilities and responsibilities in relation to risk management

e the timeframes for risk management activities
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* how risk mamagement processes will be implemented and maintained (see below)

= resourcing requirements (people, IT and physical assets)

e training and development requirements

» performance measures that will be used to evaluate the success of the council’s risk management
framework, and

e how and when the council’s risk management framework will be reviewed.

Depending on tlve size, complexity and nature of the council, the council may require a single risk
management plan or a hierarchy of linked risk management plans.

The governing body is to approve the council's risk management plan, and any changes made to it,
after endorsement by the Audit, Risk and Improvement Committee.

Risk management plans should be living documents and regularly reviewed to reflect current and
emerging risks as. circumstances change.

Risk management process

The risk management process is a systematic way of identifying, assessing and prioritising risks,
deciding how they will be managed, and documenting and communicating this across the council. A
summary diagram of the risk management process is provided below.

Each council’s risk management process is to include the following stages to ensure its risks are
managed effectively. Each stage is to be performed in accordance with AS ISO 31000:2018, using
qualitative, semi-guantitative or quantitative methods and techniques that best suit the council’s
operations, risk management maturity and decision-making needs. NSW Treasury has released a Risk
Management Toedlkit for NSW Public Sector Agencies that councils can use to help them establish their
risk management framework®®,

All knowledgeabtle eouncil staff are to be involved and councils are encouraged to access external
expertise where required.

Stage 1: Define the scope of the council’s risk management activities

The council is to decide and document the scope of its risk management activities to assist in planning
the council’s risk management approach. The scope to be decided includes aspects such as:
e the objectives of the council’s risk management framework and outcomes expected

= the resources required to plan and develop the framework

* who is respansible for planning and developing the framewaork

» what records will be kept, andl

e what will be the relationship of the risk management framework to other council projects,
processes and activities.

55 The Risk Management Toolkit for Public Sector Agencies (TPP 12-03) can be found at
https://fwww.treasury. nsw.gov.au/infarrnation- public-entities/governance-risk-and-assurancefinternal -audit-amd-risk-
management/risk,
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Stages of council’s risk management process

Stage 1: Define the scope of the council's risk management activities
What will our risk mamagement apply to?

N

Stage 2: Establish the internal and external context

What are the internal and external factors that influence the
council’s risks?

5

Stage 3: Decide performance indicators

What can we measure against to tell If it is working?

N

Stage 4: Define the council’s risk criteria

How: murch risk to our goals and oebjectives will we tolerate?

%

Stage 5: Conduct risk assessments - risk identification, risk analysis,
risk evaluation

Wihat are the risks, the level of each risk and which ones will focus on
treating?

Stage 6: Decide risk freatment options
Wihat will we do to manage them?

%

Stage 7: Develop risk treatment plans
Wihen and how will we manage them and whe will be responsible?

%

Stage 8: Document and communicate

How we communicate our risk management information acress the
council.
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Stage 2: Establish the internal and external context

The council is to ensure that it understands and documents the internal and external environment or
parameters it operates in and how risk management will impact, and be impacted by these. Factors to
be taken into comsideration should include internal, political, econamic, socio-cultural, technological,
legal, and envirenmental trends and drivers that influence the council's operating environment and can
be a source of risk.

Stage 3: Decide performance indicators

The council is to decide the performance indicators it will use to measure the effectiveness of its risk
management framework and identify gaps between its actual and desired performance. The
performance indicators selected need to be able to be easily measured on an ongoing basis, easily
interpreted and understood by staff and management, and provide a meaningful picture of the
council's risk management performance.

Stage 4: Define the council’s risk criteria

The council is ta decide its risk criteria - that is, the amount and type of risk that it is willing to take, or
not take, in order to achieve its strategic plan and objectives. It should also define criteria to evaluate
the significance of risk based on the council's values, objectives and resources. This will ensure that all
council staff hawve a common understanding of how to evaluate whether a risk is significant and
requires a respomse. it will also ensure that ongoing decision-making about specific activities is
consistent across the council.

While the counili's risk criteria must be established at the beginning of the risk assessment process, it
is dynamic and should be continually reviewed and amended as changes occur to the council's internal
or external context.

The council's risk criteria is to be approwed by the governing body of the council, after endorsement by
the Audit, Risk and Improvement Cammittee.

Stage 4: Conduct risk assessments

The council is ta eonduct risk assessments using the following three-step process®®;

e risk identification — as a first step to assessing what risks need managing, the council is to identify
and categorise any risks it is awarre of that may help or prevent the council from achieving its
strategic geals and objectives. Risk categories could include, for example, council governance risks,
fraud and corruption risks, financial risks, compliance risks, risks to council policies, programs and
projects, risks to the continuity of operations and services, environmental damage risks, work
health and safety risks, purchasing and procurement risks and reporting risks

e risk analysis - once each risk is identified, the council is to assess the effectiveness of any controls
that already exist to reduce or enhance the likelihcod of a particular event and manage the nature
and magnitude of any consequences. This will enable the council to determine the overall level of
risk that exists, and

e risk evaluation - once the overall level of risk is determined, the council is to assess and decide
which risks require further treatment, and in what order of priority. This is to involve comparing the
overall level of risk that exists (based on the risk analysis performed) to the council's risk criteria.

56 In addition to AS IS0 31000:2018, IECASO 31010 Risk management — risk assessment technigues. provides additional guidance
on each step of the risk assessment pracess. This standard can be found at https://www.iso.org/standard/5107 3. html
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Those risks that fall outside the risk levels the council is willing to tolerate are to be proactively
managed. The least tolerable risks are to be given the highest priority.

Stage 5: Decide risk treatment options

The council is te: determine a strategy for the treatment of each risk. A decision should be made to

either:

* minimise the risk by implementing controls (see stage 6)

* avoid the risk by adopting alternative approaches (for example, revising the timing of a project,
choosing a different delivery model}

e transfer the risk to another party which has greater control over the risk, or is less susceptible to
the impact of the risk (for example, insurance], ar

* accept the risk and develop contingency plans te minimise the impact should the risk eventuate.
Stage 6: Develop risk treatment plans

The council is to develop risk treatment plans that document how the control will be implemented and
integrated into the council’'s day-to-day management and operational processes. Risk treatment plans
are to include:

o the rationale, actions to be taken and expected outcome of control
who is respensible for implementing the control

resources required

timeframes, aind

¢ & & @

necessary monitoring and reporting, including the performance indicators that will be used to
measure the controls effectiveness.

The general manager is to approve the council's risk treatment plans.
Stage 7: Document and communicate

The council is ta develop risk reports to summarise and communicate to all staff what risks the council
faces. These repents will also be used by the council to regularly review the risk management
framework.

Each council’s risk reports will vary, dependent on the needs, complexity and risk maturity of each

council. At a minimum, however, they should include:

e a risk profile — this is a high-level status report which describes the priorities and management of
risk across the council. It provides an overall picture of a council's risk profile, identifies risk
priorities, explains the rationale for decisions made about individual risks and allows those
responsible for managing particular risks to see how their risks/controls fit into the council's
overall risk management framework, and

e risk registers — these describe and prioritise each individual risk, including its cause/s, impact/s and
control/s. They also outline wha in the council is responsible for managing individual risks.

Risk reports are to be approved by the general manager, following endorsement by the Audit, Risk and
Improvement Committee,
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(d) Each council is to fully integrate its risk management framework within all of the
council's decision-making, operational and integrated planning and reporting
processes.

The council’s risk management framework must be integrated within all of the council's decision-
making processes, governance structures, operational procedures and integrated planning and
reporting processes for it to be successful.

For effective risk integration to occur, each council must ensure that, in addition to its risk
management policy, plan and process, it implements the following supporting etements:

Risk management culture
A poor risk management culture can lead to poor risk management outcomes.

Each council is to foster a positive risk management culture that ensures that the task of managing
risks is not seen by management and staff as an additional responsibility or burden, but a normal part
of everyday activities and decision-making. A positive risk management culture relies on strong
leadership, commitment, reinforcement and communication from the general manager and senior
management of the council.

Risk management communication
Poor communication about risk management can lead to a lack of ownership for managing risk.

Each council is to ensure there is clear communication and consultation about risk management to

ensure all staff have a common understanding of:

e the basic priniciples of risk management

» why the courcil undertakes risk management and how it relates to the council's strategic plans
and objectives

* the basis an which decisions within the council are made and the reasons why particular actions
are required to manage risk

» the council’s risk criteria and risk management palicy, plan and priorities

» staff responsibilities and accountabilities for managing certain risks, and

e how to notify new or emerging risks or when something goes wrong or is not working.

The way each council communicates risk management to its staff will vary depending on its needs,
organisational structure, existing communication methods and risk maturity. Communication
mechanisms could include, for example, specific risk reports relating to key drivers, trends, incidents,
risks or business. units, formal training pragrams, information sessions and infarmal communication
such as staff newshetters.

Risk management information system/s

Each council’s risk management framework is to be supported by a robust risk management
information system that manages risk-related reports, registers, information, documents, policies and
procedures. Easy access to information will ensure the council is able to monitor risks/controls and
make informed decisions about any further action needed.

The size, complexity and risk management maturity of a council, and the nature of its risk information,
will influence the type of risk management information system that it requires. For smaller councils,
Microsoft Word ar Excel documents that recard, report and communicate risk may be appropriate.
Larger councils may need to purchase a custom-made product or system.

A New Risk Managenvent and Internal Audit Franrework for Lacal Councils. im INSW - Discussion Paper 52

Status Reports — Page 187 of 283



10. ARIC Implications Report
Attachment A A New Risk Management and Internal Audit Framework for Local Council in NSW -
Discussion Paper - 2019

(e) Each council is to formally assign responsibilities for risk management to the
general manager, senior managers and other council staff and ensure
accountabiility

It is the responsibility of all council managers and staff to manage risk.

For risk management to be effective, all staff (permanent, temporary and contractors) must be aware
of the risks that relate to their day-to-day roles and activities and their responsibility for managing
these risks and following risk management policies and procedures.

To provide accountability, risk management respansibilities are to be clearly articulated in the job
descriptions and performance measurement processes of all relevant managers and staff.

Managers and staff with risk management responsibilities are to also have the necessary skills,
knowledge and experience required to fulfil their risk management responsibilities, as well as attitudes
and behaviours tivat support risk. management.

General mamager and senior managers

Consistent with the general manager's role under section 335 of the Local Government Act to conduct
the day-to-day meanagement of the council, the general manager will have ultimate respensibility and
accountability far risk management in the eouncil.

This includes:

* approving tive council’s risk management plan, risk treatment plans, risk register and risk profile

o recommending the council’s risk management policy and risk criteria for the endorsement of the
Audit, Risk and Improvement Committee and approval of the governing body

= overseeing the council's risk management framewark and ensuring it is effectively communicated,
implemented and reviewed regulairly

* promoting and championing a positive risk culture

e ensuring that all council managers and staff (permanent, temporary or contract) understand their
risk management responsibilities and that these are included in all job descriptions, staff induction
programs, performance agreements and performance appraisals

= annually attesting that council's risk management framework complies with statutory
requirements, and

= approving the council's implementation of corrective actions recommended by the council's
internal audit function, external audit and Audit, Risk and Improvement Committee.

Depending on the council's needs, resources and organisational structure, and to assist the integration
of risk management across the council, the general manager may wish to delegate key aspects of the
council's risk management framework to a group of senior managers established for this purpose. The
senior management group would report to the general manager on risk management issues.

Tasks delegated fo a council's senior management group could include:

» developing the council’s risk managemenit policy

e determining the council's risk criteria

» leading the risk management process - for example, evaluating the council’s internal and external

context, identifying, assessing and prioritising risks and developing risk treatment plans and
internal contrels

= developing the council's risk register and risk profile
e communicating and implemeniting the council's risk management policy and plans across council
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= advising/reparting on the performance and implementation of the council's risk management
framework to the general manager, and

* reviewing recommendations for corrective actions from the Chief Audit Executive and council’s
internal audit function and determining council's response.

The senior management group is to meet regularly to enable it to fulfil its functions. Council's Risk
Management Coordinator is to attend senior management group meetings. The senior management
group can also invite the Chief Audit Executive.

Responsibilities for risk management assigned to the general manager and senior managers are to be
included in their employment contract and performance reviews.

Risk Management Coordinator and risk management function

The general manager is to appoint a Risk Management Coordinator who will be responsible for the
day-to-day activities required to implement the council's risk management framewark and provide
specialist risk mamagement skills and knowledge.

The Risk Management Coordinatar is ta report directly to the general manager or a member of the
senior management group in relation te council's risk management function.

Whilst this role has been titled as the ‘Risk Management Coordinator’, councils will be free to use
whatever title they wish to refer to this function (fer example, Chief Risk Officer, Risk Manager etc.).

The role and responsibilities of the Risk Management Coordinator are to include:

= supporting the senior management group by coordinating and providing clear and concise risk
information, advice and/or reports that can be used in planning and decision-making

= coordinatirg the various activities relating to risk management within the council

e helping to build a risk management culture within the council, including facilitating and driving risk
management at the strategic and operational level within the council and ensuring consistency in
practice

e ensuring there are easily accessible systems and processes in place to enable all staff to
conveniently undertake risk management in their day-to-day work

= ensuring risk management processes are applied consistently across the council
= organising appropriate staff risk management training and development

e developing and maintaining a risk reporting framework to enable regular advising/reporting of key
risks, and the management of thase risks, to the senior management graup

= supporting council staff with their risk management obligations and providing staff with advice
and tools to ensure risk management compliance

* implementing effective risk management communication mechanisms and information system/s

» establishing and maintaining an ongoing monitoring system to track the risk management
activities undertaken within council and assessing the need for further action

e assessing risk management information for completeness, accuracy and consistency (for example,
risk registers, risk treatment plans), and

= preparing advice or reports for the Audit, Risk and Improvement Committee and attending
Committee meetings (where requested).

In order to fulfil their role, the Risk fManagement Coordinator must:
* have a well-developed understanding of the council and its operations
e have the skills, knowledge and leadership qualities required to support and drive risk management

* have sufficient authority to intervene in instances where risk management efforts are being
hampered by a lack of cooperation or through lack of risk management capability or maturity, and
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e be able to add value to the risk management process by providing guidance and support in
managing difficult risk, or risks spread across a number of the council’s business units or
operational areas.

Each council willl rave the flexibility to establish its risk management function based on its structure,
resourcing, risk management needs and risk management maturity.

For some counkils with larger budgets and higher risks, the Risk Management Coordinator will require
dedicated staff to help implement the council’s risk management framework. For other councils, their
size and risk profile may not justify additional risk management staff and the Risk Management
Coordinator willl e sufficient.

While best practice would see a stand-alorne Risk kManagement Coordinator employed by each council,
it is recognised that some smaller or rural councils may find it difficult to employ a stand-alone Risk
Management Coordinator due to the cost involved, the council's remote location and/or that the
council’s risk mamagement framework may not require a full-time stand-alone employee.

Councils will, therefore, be able to combine the Risk Management Coordinator’s role with other council
responsibilities (ircluding the Chief Audit Executive) provided that there are adequate safeguards put
in place by the cauncil to limit any cognitive bias (which can lead to faulty risk assessments and
decision-making errors).

Depending on the specific needs and circumstances of the council, these safeguards could include:

e the Audit, Risk and Improvement Committee being informed of the Risk Management
Coordinator's additional role, including the reporting lines, responsibilities and expectations
related to the role

e any potential issues or conflicts of interest arising from the other operational roles held by the Risk
Management Coordinator being formally documented and communicated to the Audit, Risk and
Improvement Committee

e the Risk Management Coordinatar being prohibited from undertaking risk management
evaluations and reviews in relation to the council operations they are responsible for. Another
senior staff member will conduct these and will report directly to the general manager on the
results

e if the Chief Awudit Executive and Risk Management Coordinator s a combined role, any

independent external party, and

* the Audit, Risk and Improvement Committee regularly assessing that the safeguards put in place
are effective.

Council managers

Responsibility for managing specific policy, project and program risks generally rests with council

managers across the council. This includes council managers being responsible, within the sphere of

their authority, far.

e promoting awareness of risks and risk treatments that must be implemented

e ensuring council staff are implementing the council's risk management framework as developed
and intended and performing their risk management responsibilities

» identifying risks that will affect the achievemenit of the council objectives

= establishing and/or implementing specific policies, operating and performance standards, budgets,
plans, systemis and/or procedures to manage risks, and

e monitoring the effectiveness of risk treatment and internal controls.
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All other couneil staff

All council staff are o be responsible for:

» helping to identify risks in their business unit

= implementing risk treatment plans within their area of responsibility
» following stamdard operating procedures (where applicable), and

e communicating or escalating mew risks that emerge to their manager.

(f) Each council is to ensure: its risk management framework is regularly monitored
and reviewed

The senior mamagement group is to establish and maintain an ongaing monitoring and review process
of the informatian gathered from: council's risk management process® to ensure its risk management
framework is up-to-date and relevant. It will also enable the senior management group to report to
the general manager, governing body of the council and Audit, Risk and Improvement Committee
when required about the council’s risk management framework.

Each council is te: base its ongoing monitoring and review process based on its own needs, however,
this should include at a minimum the fallowing two key elements:

1. Quarterly advice from the Risk Management Coordinator to the senior management group
assessing the council’s risk profile and risk registers — this will ensure that risks are being
correctly identified, prioritised and treated, and any emerging problems are known and rectified
quickly. Any changes are to be captured in updates to the council’s risk profile and risk register,
and relevant risk treatment plans.

2. An annuall self-assessment at the end of each financial year by the senior management
group of the quality of the council’s risk management framework - this is to assess the
operation of the risk management framework during the preceding financial year and to ensure:

o  the council is providing sufficient resources for risk management and staff are able to carry out
their risk management respaonsibilities
the coumcil's risk management framework complies with AS ISO 31000:2018

the cowncils risk management framework aperates effectively and supports the achievement
of couneil’s strategic goals and objectives

managenent has embedded a positive risk culture

the council's risk criteria is appropriately reflected in council’s internal control framework
the council takes an enterprise risk management approach that is fully integrated into all
aspects of the council, including decision-miaking processes and operations

o risks areformally considered when developing and implementing all council policies,
programs, projects and other activities, including procurement

o risk management covers all relevant risk categories including strategic, operational,
compliamnce, reputational and reporting risks

©  major risks have been identified and assessed by the council and appropriate risk treatments
have been implemented that reflect the council’s risk criteria

o the council's internal controls are effective and appropriate
o the council's risk register and risk profile is current and appropriate

57 This includes angeing monitoring and review of the scope af the council's risk management framework, the context the
council operates im, the council's risk criteria, the results of the council’s risk assessment, cantrols inmplemented, risk
treatment plans and risk reports such as the council's risk profile and risk registers
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o risk information is captured and communicated in a timely manner across the council,
enabling management and staff to carry out their responsibilities, and

o the cowncil's risk management policies, procedures and plans are being complied with.

Ultimately the general manager is responsible for the implemenitation of the council's risk
management framework, and ensuring that risks are being managed appropriately. Each council
will have the flexibility to decide, based on its own needs and resources, how and when the senior
management group reports risk information to the general manager and the governing body of
the council.

Standards Australia has released HSB 158-2010 Delivering assurance based on ISO 31000:2009 Risk
management — Principles and guidetines*® which may assist councils to monitor and review their
risk management frameworks.

Performance management system

The senior management group is to ensure the effectiveness of the risk management framework can

be assessed. This will require the senior management group and Risk Management Coordinator to

ensure that:

= approved risk treatment plans have performance targets that can be measured against goals and
objectives, ard

e adata collection system is maintained to obtain the data needed to measure the impact of the
council’s risk management framework.

Performance targets are to be set annually by the senior management group, in consultation with the

general manager and the Audit, Risk and Improvement Committee.

(g) The Audit, Risk and Improvement Committee and the council’s internal audit
function are to provide independent assurance of risk management activities

Role of the Audit, Risk and improvement Committee

The Audit, Risk and Improvement Committee will be responsible for providing independent assurance
to the general manager and governing body that the council's risk management framework is
appropriate and werking effectively.

This includes advising whether:

© the councillis providing sufficient resources for risk management and staff are able to carry out
their risk management responsibilities

© the council's risk management framework complies with AS ISO 31000:2018

o the council's risk management framework operates effectively and supports the achievement of the
council's strategic goals and objectives
management has embedded a positive risk management culture

© the council's risk criteria is appropriately reflected in the council's internal control framewaork

© the council takes an enterprise risk management approach that is fully integrated into all aspects of
the council, ircluding decision-making processes and operations

58 More information about HSB 158-2010 can be found at https://www.standards.org.au/standards-catalogue/sa-
snz/publicsafetyfob-007/hb--158-2010. Please note that this standard is based on the previous risk management standard
1SO 3100:2009 and may possibly be updated.
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© risks are formally considered when developing and implementing all council policies, programs,
projects and other activities, including procurement

o risk managenent covers all relevant risk categories including strategic, operational, compliance,
reputational and reporting risks

© major risks have been identified and assessed by the council and appropriate risk treatments have
been implemented that reflect the council’s risk criteria

© the councill's internal controls are effective and appropriate

© the council's risk register and risk profile is appropriate

© risk information is captured and communicated in a timely manner across the council, enabling
management and staff to carry out their responsibilities

© there are council-specific, fit-far-purpese tools, systems and processes to help all those responsible
for managing risk to fulfil their responsibilities, and

o the council's risk management: policies, procedures and plans are being complied with.

The Audit, Risk and Improvement Cammittee’s role and respansibilities in relation to risk management
are to be documented in its terms of reference.

The frequency and nature of the Committee's assurance to the general manager and governing body
is to be determined by the Committee in consultation with the general manager and governing body
of the council.

At a minimum, thie Audit, Risk and Improvement Committee is to be required to provide an annual
assessment of the council's risk management framework as part of its annual assurance report to the
governing body of the council. This will ensure that the governing bedy of the council receives the
Committee’s independent and objective opinion abaut the risk management activities conducted each
year. It will alsa support the governing body in the exercise of its oversight role under the Local
Government Act.

Reporting to the Audit, Risk and Impravement Committee

The Audit, Risk ard Improvement Cammittee is to determine in consultation with the general manager
what informatien it needs from the cauncil to fulfil its risk management assurance role. Information
requirements are to be based on the council's risk management maturity, the resources available and
the aspect of the risk managemenit framework being assessed.

Review or infarmation requirements could include, for example:

e advice from the senior management group to each quarterly meeting of the Audit, Risk and
Improvement Committee prowiding an overview of the council's risks and controls and whether
significant risks have been identified, assessed and responded to appropriately

* annual advice from the senior management group about the implementation of the council’s risk
management framework - for example, whether it conforms with AS ISO 31000:2018, the risk
process has been implemented effectively, there is a positive risk culture, the council’s risk register
and profile are appropriate, the council’s risk management policy and procedures are being
complied with, and/or

¢ an independent strategic review by the internal audit function or an external party at least once
each counil term (i.e. four years) assessing adequacy of the risk management framework.

The Audit, Risk and Improvement Committee will also be informed by any findings or
recommendatiars made by the cauncil’s external auditor in relation to risk management.

The senior mamagement group will be required ta develop an action plan for the general manager and

the Audit, Risk and Improvement Committee to address any risk management issues identified by the
Committee.
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Role of the internal audit function

The council’s intesnal audit function will support the Audit, Risk and Improvement Committee to fulfil
its assurance responsibilities through the audit of particular risks, as identified in the internal audit
function’s worlke plan. The role of the council's internal audit function in relation to risk management is
to be documented in the council's Internal Audit Charter.

Given the need to maintain the independence and objectivity of the internal audit function, the
following boundaries are to apply with respect to the role of the internal audit function in the council's
risk management framework:
* itis to be clear that council management remains responsible for risk management
e the internal audit function is fo provide advice, challenge and support management's decision-
making, as epposed to taking risk management decisions themselves

e the internal audit function should net:

o manage any of the risks on behalf of the council

o set the council's risk criteria

o impose risk management processes

o decide or implement risk responses, or

o be held accountable for risk management activities.

(h) The general manager is to publish in the council's annual report an attestation
certificate indicating whether the council has complied with the risk management
requirements

The general manager will be required to annually publish an attestation statement in the council’s

annual report indicating whether, during the prior financial year, the council was 'compliant’, ‘non-
compliant’ or "in fransition’ against each of the above-mentioned requirements of the council's risk
management framework.

Compliance status is to be self-assessed based on the results of the senior management group's
annual self-assessment. The table on page 84 lists the proposed compliance categories and follow-up
action that will be required.

The general manager is to ensure that a copy of the attestation statement and the exception approval
from the Chief Executive Officer of the Office of Local Government (if applicable) is published in the
council's annual report. A copy of the attestation statement is to also be provided to the Office of
Local Governmenit.

The Chair of the Audit, Risk and Improvement Comimittee is to also sign the attestation statement

where he/she agrees that it is a true and accurate reflection of the council's compliance status against
statutory requirements.
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Core requirement 3:
Establish an internal audit function mandated by an Internal
Audit Charter

Proposal

It is proposed that:
(a) each council (including county council/joint organisation) is to establish an internal audit function

(b) the governing body is to ensure that the council’s internal audit function is sufficiently resourced
to carry out its work

(c) the governing body of the council is to assign administrative responsibility for internal audit to the
general manager and include this in their employment contract and performance reviews, and

(d) the Chief Audit Executive is to develop an Internal Audit Charter, based on a model charter, which
will guide how internal audit is conducted by the council. This Charter is to be approved by the
governing body of council after endorsement by the Audit, Risk and Improvement Committee.

Description

(a) Each council is to establish an internal audit function

Each council in NSW, (including county council/joint organisation), will be required to have an internal
audit function that reports functionally to the Audit, Risk and Improvement Committee and is
independent from council management.

The definition of internal audit adopted by councils will be the same as that adopted in the IPPF -
internal audit is. “an independent, objective, assurance and consulting activity designed to add value and
improve [council’s] operations. It helps [council] accomplish ifs objectives by bringing a systematic,
disciplined approach to evaluate and improve the effectiveness of risk management, control and
governance processes”.

It is recognised thiat each council will have different internal audit requirements depending on its size,

needs, budget amd complexity of operations. To provide councils greater flexibility, each council will

have the freedornn to determine the size and scope of their internal audit activities. Councils will atso

have the flexibility to decide how to deliver their internal audit function. They can either:

e establish a stand-alone internal audit function for their exclusive use

» utilise a joint internal audit function established by their joint or regional arganisation of councils
that is shared by member councils, ar

» share their internal audit function with another council/s in close proximity or of their choosing as
part of an independent shared arrangement.

It is recommended that county councils, due to their size, enter into a share arrangement with one of
their member councils or utilise an internal audit function established by a joint or regional
organisation of eouncils.

Some of the requirements for shared arrangements will differ from those of stand-alone internal audit

functions established for a council's exclusive use (as described in core requirements 1-8). Core
requirement 9 autlines the specific requirements of shared arrangements.
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Where a council wishes fo impose requirements that are additional to the proposed framework, it will
be able to do so provided the requirements comply with the IPPF and do not conflict with statutory
requirements.

(b) The governing body is to ensure that council’s internal audit function is sufficiently
resourced to carry out its: work

The governing body will be required to ensure that the council’s internal audit function is sufficiently
resourced to effectively carry out its work>®, This is in line with the governing bady's responsibility for
the council's budget and other resourcing decisions. To ensure that the governing body makes
informed budgeting decisions, the Audit, Risk and Improvement Committee is to advise the governing
body of the rescurces needed.

Where the Audit, Risk and Improvement Committee considers the resourcing provided for internal
audit activities is insufficient relative to the risks facing the council, it is to draw this to the attention of
the general manager and the governing body of the council. The Chair of the Committee is to also
ensure that the Committee’s funding recommendations are minuted by the Committee's secretariat.

(c) The governing body of the council is to assign administrative responsibility for
internal audit to the general manager and include this in their employment
contract and performance reviews

Consistent with the general manager’s role under section 335 of the Local Government Act to conduct
the day-to-day management of the council, the general manager will be responsible for the
administrative delivery of council's internal audit function. This means that the general manager will
be required to:

= advise the governing body of the funding needed to adequately resource the internal audit
function when making final budget decisions

« align the internal audit budget to approved work plans and recommendations made by the Audit,
Risk and Improvement Commiittee

e allocate the funds needed to engage internal audit personnel or external providers with the
technology, skills and experience necessary to meet the risk and assurance needs of the council

* provide appropriate administrative support, for example, access to council’'s human resources
networks, payroll, work health and safety, office facilities and resources efc., and

e ensure that the councils interrial audit activities are appropriately positioned within the council to
work with external audit and internal business units and to operate independently.

The general manager will have no role in the exercise of the internal audit (for example, the conduct of
internal audits, development of work plans, audit techniques used, reporting to the governing body
and Audit, Risk and Improvement Committee etc.). The general manager's administrative
responsibilities in refation to intermal audit are to be included in the general manager's employment
contract and reguliar performance reviews to ensure accountability. The Office of Local Government
will amend the general manager’s standard contract under section 338 of the Local Government Act to
reflect this requirement.

59 The Institute of Internal Auditors has developed the Audit linfelfigence Suite which can be used to obtain a general picture of
the potential resources needed for an internal audit functiom based on benchmark costs across the corporate and public
sectors. For access {cost involved), ga to https:/fwww.theiia.org/centers/aec/Pages/benchmarking.aspx
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(d) The Chief Audit Executive is to develop an Internal Audit Charter, based on a model
charter, which will guide how internal audit is conducted by the council. This
Charter is to be approved by the governing body of the council after endorsement
by the Audit, Risk and Improvement Committee

Each council will e required to adopt an ‘Internal Audit Charter’ to guide how internal audit will be
undertaken by that council and measure its effectiveness.

The Internal Audit Charter is to be developed by the council's Chief Audit Executive in consultation
with the Audit, Risk and Improvement Committee and approved by the governing body of the council
after endorsement by the Commiittee.

Each council’s Internal Audit Charter is to comply, at a minimum, with a Model Internal Audit Charter®.
This is consistent with councils being required to adopt policies based on other model documents (for
example, the Model Code of Conduct and the Model Code of Meeting Practice).

The Model Internal Audit Charter will:

» define the purpose, authority and responsibility of the internal audit function

e establish internal audit's position, role and responsibilities within the council

e describe the importance of the independence of the internal audit function and how this will be
maintained

+ define the roles and responsibilities of those involved in the council's internal audit activities

e assign respansibility for appeinting and dismissing the Chief Audit Executive

» describe how internal audit activities are to be undertaken (i.e. the scope of assessments, writing
internal audits and work plans, performing internal audits, communicating results, writing audit
reports and monitoring the implementation of corrective actions)

e describe tive quality assurance and improvement program

e describe admiinistrative arrangements, HR support and budget provided to support the internal
audit function

» define reporting relationships

e define internal audit's relationship with the external auditor, and

* authorise access to internal audit information.

Councils will be able to include additional provisions in their Internal Audit Charter so long as they do
not conflict with the Model Internal Audit Charter ar the IPPF. This will ensure any matters not
contemplated by the Model Charter are addressed by councils in a robust way that complies with
internationally recognised standards.

Where the council’s Internal Audit Charter contains additional provisions not included in the Madel
Internal Audit Charter, the Chief Audit Executive is to review the Charter annually as part of the
council's intermal audit quality assurance and improvement program. A strategic review is to also be
undertaken once each council termn (i.e. four years).

Changes to the Charter are to be approved by the governing body of the council after endorsement by
the Audit, Risk ard Improvement Committee.

60 The Model Internal Audit Charter will be drafted by the Office of Local Government in consultation with councils based on
the final intermal audit framework deweloped fallowing consultation on this discussion paper
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Core requirement 4:
Appoint internal audit personnel and establ

ish reporting lines

Proposal

It is proposed that the:

(a) general manager is to appoint a Chief Audit Executive to oversee the council's internal audit
activities in consultation with the Audit, Risk and Improvement Committee

(b) Chief Audit Executive is to report functionally to the Audit, Risk and Improvement Committee and
administratively to the general manager and attend all committee meetings, and

(c) general manager is to ensure that, if required, the council has adequate internal audit personnel to
support the Chief Audit Executive. Councils will be able to appoint in-house internal audit
personnel, or completely or partially outsource their internal audit function to an external provider.

Audit, Risk and
Improvement
General Manager Committee

(individual or shared)

reparts admimistratively reports functionally
(day-to-day processes and resources) | (strategic direction, accountability)
Reports to:
[ Chief Audit Executive ]
Oversees:
Personnel
In-house personnel outsourced to an

external provider
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Description

(a) The general manager is to appoint a Chief Audit Executive to oversee the council’'s
internal audit activities im consultation with the Audit, Risk and Improvement
Committee

Attributes of the Chief Audit Executive

The general manager, in consultation with the Chair of the Audit, Risk and Improvement Committee,
will be required to appoint a Chief Audit Executive to oversee the council's internal audit activities. The
term ‘Chief Audit Executive' has been used throughout this discussion paper to reflect the terminology
used in the IPPF and NSW public sector internal audit model. However, each council is able to describe
this role as it chooses, for exampile, Chief Internal Auditor, Chief Audit Officer etc.

The Chief Audit Executive is to

* be independent, impartial, unbiased and objective when performing their work and free from
conflicts of interest. This also means that the Chief Audit Executive cannot undertake internal audit
activities o any council operations or services that he/she has held responsibility for within the
last five years.

e be a council employee and the most senior member of staff in council responsible for internal
audit (but not the general manager or council’s senior financial officer)

* cannot be autseurced to an external service provider, except where the council has entered into a
shared arrangement with another council or as part of their joint or regional organisation of
councils

» possess the following skills, knowledge and experience to effectively carry out their role:

Essential

o the credibility to ensure they are able to negotiate on a reasonably equal footing with the
general manager and cauncillors of the council, as well as the Audit, Risk and Improvement
Committee, and

o the skills, knowledge and personal qualities necessary to lead credible and accepted internal
audit activities in the council

Preferred

o high-lewel experience overseeing internal audit, and

o  appropriate professional certifications such as those recognised by the Institute of Internal
Auditars (Certified Internal Auditor), Certified Professional Accountants Australia or Chartered
Accountants Australia and New Zealand.

This will ensure that the internal audit function of each council is led by someone with the skills,
knowledge, experience and integrity needed to establish and effectively oversee a council's internal
audit functions. It will also ensure that the council retains control of the internal audit strategic
direction and is. able to monitor the performance of any external service provider.

Oversight

It is important that the Chief Audit Executive has the functional independence to ensure that this role
has the freedom mecessary to independently assess and report on the way council operates. However,
the Chief Audit Executive, as a memiber of staff under the Local Government Act, must also be
appointed by and accountable to the general manager.

As a safeguard, to ensure the functional independence of the Chief Audit Executive, the general

manager is to comsult with the Chair of the Audit, Risk and Improvement Committee before appointing
or dismissing the Chief Audit Executive, or making any change to the Chief Audit Executive's
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employment canditions. Where dismiissal occurs, the general manager is to report ta the governing
body advising of the reasons why the Chief Audit Executive was dismissed.

Where the Chair of the Audit, Risk. and Improvement Commiittee has any concerns about the treatment
of the Chief Audit Executive, or any action taken that may compromise the Chief Audit Executive's
ability to undertake their functions, they must report their concerns to the governing body of the
council.

Responsibilities

The key responsibilities of the Chief Audit Executive include:

= managing the day-to-day direction and perfarmance of the council’s internal audit activities to
ensure they add value to council

= supporting the operation of the Audit, Risk and Improvement Committee

* ensuring the council’s internall audit activities comply with statutory requirements, the IPPF and the
council’s needs

« developing, implementing and reviewing the council’s Internal Audit Charter, policies and
procedures, work plans and quality assurance and improvement program

= providing adwice to the Audit, Risk and Improvement Committee and governing body of the
council on the adequacy and effectiveness of the council's governance frameworks, risk
management practices and internal controls

= confirming the implementation by the council of corrective actions that arise from the findings of
internal audit activities, and

e managing imternal audit personnel and ensuring that they have the skills necessary to perform
audits and are up to date on current issues affecting the council and en audit techniques and
developments.

Where a council has outsourced its internal audit activities to an external provider, the Chief Audit

Executive will ke responsible for:

e overseeing the service contract and the quality of audits conducted by the external provider
(including owerseeing the quality assurance and improvement programj)

= ensuring that the council retaiins control of the strategic direction of internal audit activities

* reporting to the general manager and the governing body of the council on the adequacy and
effectiveness of the council's governance framewaorks, risk management practices and internal
controls (hased on the findings provided by the external provider)

« confirming the council's implementation of carrective actions that arise from the findings of audits

« developing policies and procedures that guide the audits conducted by the external provider

« developing the internal audit annual work plan and strategic plan

* ensuring audit methodologies used by the external provider comply with the IPPF and are
accessible ta the council (subject ta any licensing restrictions), and

* supporting the operation of the Audit, Risk and Improvement Committee.

Combining Chief Audit Executive with other responsibilities

It is recognised thiat some smaller rural councils may find it difficult to employ both a stand-alone
Chief Audit Officer and stand-alone Risk Management Coordinator due to the cost involved, council's
remote location and/or that the council’s risk management function and internal audit function may
not require full-time stand-alone employees.

Whilst it is not best practice, it is recognised that combining the Chief Audit Officer role with the Risk

Management Coordinator role may make it easier for smaller or remote councils to establish their risk
management franvework and internal audit function.
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Councils will, therefore, be able to combine the Chief Audit Officer's role with the Risk Management
Coordinator role provided there are adequate safeguards put in place by the council to limit any real
or perceived bias or conflicts of interest that may lead to faulty decision-making and cognitive bias.
The endorsement of the Audit, Risk and Improverment Committee will also be required before the
combined role can commence.

Depending on the specific needs and circumstances of the council, safeguards could include:

e the Audit, Risk and Improvement Committee being informed of the Chief Audit Executive's dual
role, including reporting lines, responsibilities and expectations related to the role

= any potential issues or conflicts of interest arising fram the dual role being formally documented in
council’s Internal Audit Charter

* internal audit briefs being reviewed by the Audit, Risk and Improvement Committee to ensure
adequate cowverage of the proposed audit, where it concerns any key risks overseen by the Chief
Audit Executive in their role as Risk Management Coordinator

e the Audit, Risk and Improvement Committee, ar a qualified external party, reviewing internal audit
findings and recommendations before they are finalised

» the council’s quality assurance program including an external assessment of the Chief Audit
Officer's independence and objectivity (for internal audit purposes) in relation to their Risk
Managemenit Coordinator role, and

» the Audit, Risk and Improvement Committee regularly assessing that the safeguards put in place
are effective.

(b) The Chief Audit Executive is to report functionally to the Audit, Risk and
Improvement Committee and administratively to the general manager, and attend
all committee meetings

To ensure that internal audit operates independently, the Chief Audit Executive will have a dual
reporting line and report:

* administratively to the general manager - to facilitate the day-to-day operations of internal
audit (for example, in relation to budgeting, accounting, internal audit staff leave and disciplinary
matters, internal communications, administration of policies and procedures), and

e functionally te tive Audit, Risk and Improvement Committee - for the strategic direction,
performance and accountability of internal audit activities and personnel.

The general manager must not take any action impacting on the employment of the Chief Audit
Executive, includimg through performance management or disciplinary processes, without consulting
with the Chair of the Audit, Risk and Improvement Committee.

The Chief Audit Executive will be required to confirm at least annually to the Audit, Risk and
Improvement Cammittee the independence of internal audit activities.

Access to council staff and information

To achieve the degree of independence necessary to effectively carry out internal audit activities, the
Chief Audit Executive will automatically have direct and unrestricted access to the general manager
and senior managers of the council, as well as the Audit Risk and Improvement Committee (through
the Chair).

Any council staff member or contractor will also be able to directly alert the Chief Audit Executive of
emerging risks or internal audit related issues.
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The Chief Audit Executive is to hawe direct and unrestricted access to all council staff, resources and
information necessary for the performance of internal audit activities.

Reporting conecerns about councillers or council staff

Where a Chief Audit Executive has concerns regarding the general manager or senior council staff,
they will be abile to:
* raise their cancerns with the Chair of the Audit, Risk and Improvement Committee (if it relates to
the effectiveness of the internal audit function]
= report breaches of the council’s Code of Conduct to the general manager, or by the general
manager to the Mayor®
e report their cancerns threugh the council’s internal reporting policy, complaints handling policy or
other associated protocols, and/or
e make a public interest disclosure under the Public Interest Disclosures Act 1994 to the:
o Independent Commission Against Corruption (concerning corrupt conduct)®?
o NSW @mbudsman (concerning matadministration)
o NSW Auditor General (concerning serious and substantial waste of public money)
o  Office of Local Government (concerning serious and substantial waste in local government
and breaches of pecuniary interest obligations), and/or
o Information and Privacy Commissioner (concerning government information contraventions).

Code of Conduct

The Chief Audit Executive is to comply with the council's Code of Conduct, as well as the Code of
Ethics in the IPPF.

Breaches of the council's Code of Canduct by the Chief Audit Executive are to be reported in writing to
the general manager of the council in the first instance. The general manager should notify the Chair
of the Audit, Risk and Improvement Committee of any such allegations and their outcome.

(c) The general manager is to ensure that, if required, the council has adequate
internal audit personnel to support the Chief Audit Executive. Councils will be able
to appoint in-house internal audit personnel or to completely or partially outsource
their internal audit function to an external provider

Regardless of size, each council will be required to have an appropriately resourced internal audit
function wheni section 428A of the Local Government Act commences.

For some counkils with larger budgets and higher risks, this will require dedicated internal audit staff
to support the Chief Audit Executive to deliver the internal audit function. For other councils, their size
and risk profile may not justify additional internal audit staff and the Chief Audit Executive will be
sufficient.

For councils that require additional internal audit personnel, options include having a dedicated in-
house team, co-sourcing arrangements, or outsourcing their audits to an external provider,

61 As required by the Pracedures for the Administration of the Model Code of Conduct for Local Ceuncils in NSW

52 Under section 11 of the independent Cammission Against Corruptian Act 1988, the Chief Audit Executive must report any
suspected corrupt activity to the Independent Cammission Against Carruption
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In determining the most appropriate option for the delivering the council's internal audit function, the

general manager should consider the:

* size of the council in terms of both staffing levels and budget

» geographical and functional distribution of the council's operations

» complexity of the council's core business

e risk profile of the council's operations

» council's integrated planning and reporting framework

o the viability of alternative service delivery models (for example, whether council could attract and
retain suitable in-house internal audit staff or experienced contract managers for out-sourced
service delivery]

= overall cost of alternative service delivery models, including the salaries and overheads of in-house
internal audit personnel compared to the costs of contract management and delivery for out-
sourced services, and

e capacity of alternative service delivery models to deliver flexibility in the internal audit work plan.

Whichever madel a council chooses, the internal audit function, including the appointment of internal
audit personnel, is to be overseen by the Chief Audit Executive.

The Chief Audit Executive must be a council employee and cannot be outsourced, other than through
a shared arrangement with another council or through a joint or regional organisation of councils.

Employing in-heuse internal audit personnel
Internal audit persennel report directly to the Chief Audit Executive.

In-house internal audit personnel can be appointed on a full-time or part-time basis. They will be
required to comigly with the council’s Code of Conduct and the Code of Ethics in the IPPF and are to
have no executive, managerial or operational powers, authorities, functions or duties except those
relating to internal audit. They also cannot have arny responsibility for managing any risks or
implementing any audit recommendations, including those made by external audit.

Position descriptiorts for in-house internal audit staff are to require:

e appropriate qualifications

» proficiency irm internal audit and accounting principles and technigques (particularly if working
extensively with financial information and reports)

* knowledge of economics, marniagement practices, commercial law, taxation, finance, quantitative
methods, fraud and internal audit technology, and

» effective interpersonal and communication skills.

Qutsourcing internal audits to an external provider

Providing that independence requirements are adhered to, councils can contract their internal audit
function to an external internal audit service provider. Examples of providers include private sector
accounting firms with a specialist internal audit division, boutique firms that specialise in internal audit,
and internal audiit contractors.
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The advantages of using external providers for internal audit activities include®:
* flexibility

e access to a wide range of expertise

» the ability to access the service as and when required, and

e the ability ta poel resources with other councils to purchase external services as part of a shared
arrangement.

Disadvantages include loss of corporate knowledge, lack of proximity and possible increased costs.

If a council chooses to outsource its internal audits, the Chief Audit Executive is to be the contract
manager of the service and is to ensure that:
e an appropriately qualified external provider is conducting the audit in compliance with relevant
standards
e the performance of the exterral provider is actively monitored, and
» the external provider:
o does net undertake audit work regarding aperations or services they have been responsible
for, or comnsulted on, within the fast two years
is not the same auditor providing council's external audit services.
is not the auditor of any contractors of the council (and therefore subject to council’s internal
audits)
does net undertake other contract work for the council in addition to internal audit
o has authority to implement the work program approved by the Audit, Risk and Improvement
Commiittee
o is rotated, or some other methad is established, to address risks caused from having the same
auditors auditing the same unit/functional area over a prolonged period of time, and
o uses audit methodologies that comply with the IPPF and are accessible to the council {(subject
to any licensing restrictions that may be in place).

83 Internal Audit in Austratia published by The nstifute of Internal Auditars - Australia (2016) provides a useful comparison of
the advantages and disadvantages of different internal audit function delivery models (page 23 onwards).

A New Risk Managenvent and Internal Audit Franrework for Lacal Councils. im INSW - Discussion Paper 69

Status Reports — Page 204 of 283



10. ARIC Implications Report
Attachment A A New Risk Management and Internal Audit Framework for Local Council in NSW -
Discussion Paper - 2019

Core requirement 5:
Develop an agreed internal audit work program

Proposal

It is proposed that, for each council, the Chief Audit Executive will:

(a) develop a four-year strategic plan to guide the council’s longer-term internal audits in consultation
with the governing body, general manager and senior managers. The strategic plan is to be
approved by the Audit, Risk and Improvement Committee

(b) develop an annual risk-based internal audit work plan, based on the strategic plan, to guide the
council’s internal audits each year. The work plan is to be developed in consultation with the
governing body, general manager and senior managers and approved by the Audit, Risk and
Improvement Committee, and

(c) ensure performance against the annual and strategic plans can be assessed.

Description

(a) The Chief Audit Executive is to develop a four-year strategic plan to guide the
council’s longer-term audits in consultation with the governing body, general
manager and senior managers. The strategic plan is to be approved by the Audit,
Risk and Improvement Committee

The Chief Audit Executive will be required to develop a strategic plan every four years based on the
council's risk profile to ensure that areas or activities with higher risks are audited over the longer term
and that no higher risk area or activity is forgotten. This should align with the council's integrated
planning and reperting framework and timetable.

The four-year strategic plan is to be developed in consultation with the Audit, Risk and Improvement
Committee, gowerning body, general manager and senior managers. Final approval is to be given by
the Committee.

The purpose aof the plan is to decide and outline what council areas or activities will be covered in any
given year, and if the area/activity is. not covered in a given year, when it will be scheduled for review
during the four-year period. It is to include:

* a descriptiom of the goals/objectives of internal audit

* key organisational issues and risks faced by the council, in order of priority, and

» which council areas will be audited aver the four years, prioritised according to risk.

The Chief Audit Executive is to review and update the four-year strategic plan at least annually to

ensure that it still aligns with the council’s risk profile. This will atso ensure that the council remains on
track with its awdits and any slippage in progress can be quickly addressed.
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(b) The Chief Audit Executive is to develop an annual risk-based internal audit work
plan, based on the strategic plan, to guide the council’s audits each year in
consultation with the governing body, general manager and senior managers. The
work plan is to be approved by the Audit, Risk and Improvement Committee

The Chief Audit Executive will be required to develop an annual risk-based wark plan for the council's

internal audits based on:

» the priorities set by the council's four-year internal audit strategic plan

e the councils strategic goals and objectives, developed through the integrated planning and
reporting framework

* the information obtained as part of the council's risk assessment process and the council's material
risks

e any findings or risks raised by the NSW Auditor-General in its external audits of the council and
sector-wide perfarmance audits

e external factors such as industry frends or emerging issues, and

= any special requirements of the Audit, Risk and Improvement Committee.

The annual wark plan is to be developed in consultation with the Audit, Risk and Improvement
Committee, gowerning body, general manager, and senior managers. Final approval s to be given by
the Committee.

The annual work plan is to identify:

* the key risks facing the council

e the key goals and objectives of the proposed audits

* the audits that will be carried out during the year and rationale for selecting each, having regard to
areas of mast significant risk to achieving the council's strategic objectives

» the resources needed for each audit (for example, staffing, budget, technology), including any
external expertise needed

e the timing and duration of each audit

e the performance measures that will be used to measure against goals and objectives (described
below)

e any areas net included in the work plan, which in the apinion of the Chief Audit Executive, should
be reviewed, and

e quality assurance activities (where applicable).

The annual work plan is to be flexible enough to allow the Chief Audit Executive to review and adjust it

as necessary im response to any changes to the council's risks or operations. Significant changes are to
be approved by the Audit, Risk and Improvement Committee.

A New Risk Managenvent and Internal Audit Franrework for Lacal Councils. im INSW - Discussion Paper 71

Status Reports — Page 206 of 283



10. ARIC Implications Report
Attachment A A New Risk Management and Internal Audit Framework for Local Council in NSW -
Discussion Paper - 2019

(c) The Chief Audit Executive is to ensure performance against the annual and
strategic plans can be assessed

To establish the guality assurance and improvement program and to collect the data and information

required to review the council's internal audit activities:

* the Chief Audit Executive will meed to ensure internal audit work plans have performance
indicators that can be measured against goals and objectives®, and

= the general manager will need to ensure that a data collection or performance management
system is established and maintained to collect the data needed to measure the impact of the
internal audit function.

Performance indicators are to be set annually by the Audit, Risk and Improvement Committee, in
consultation with the Chief Audit Executive and the general manager of the council.

84 Internal Audit in Australia published by The nstifute of Internal Auditars - Australia (2016) lists a range of examples of
performance indicators that councils ceuld consider when selecting thieir performance indicators
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Core requirement 6:
How to perform and report internal audits

Proposal

It is proposed that:

(a) the Chief Audit Executive is to ensure that the council’s internal audits are performed in
accordance with the IPPF and current Australian risk management standards (where applicable),
and approved by the Audit, Risk and Improvement Committee

(b) the Chief Audit Executive is to develop policies and procedures to guide the operation of the
internal audit function, including the performance of internal audits

(c) the Chief Audit Executive is to report internal audit findings and recommendations to the Audit,
Risk and Improvement Committee. Each finding is to have a recommended remedial action and a
response from the relevant senior manager/s, and

(d) all internal audit documentation is to remain the property of, and can be accessed by, the audited
council, including where internal audit services are performed by an external provider. It can also
be accessed by the Audit, Risk and Improvement Committee, external auditor and governing body
of the council (by resolution).

Description

(a) The Chief Audit Executive is to ensure that the council’s internal audits are
performed iin accordance: with the IPPF and current Australian risk management
standards (where applicable), and approved by the Audit, Risk and Improvement
Committee

Each council's internal audits are to be performed in accordance with statutory requirements, and the
IPPF (only where the IPPF does nat conflict with statutory requirements).

The internal audit methodologies used (that is, the tools or techniques used by internal auditors to
conduct internal audits and analyse the information or data obtained) are also to be approved by the
Audit, Risk and Inprovement Committee.

Where risk infarmatian or ratings. are used during the internal audit process, they must be developed
and applied cansistent with current Australian risk management standards. This means the Chief Audit
Executive is responsible for ensuring that any risk information used in internal audits or any risk ratings
given to internal audit findings and recommendations (for example, the risk of not implementing a
recommendatian) must be developed and assigned in a way that complies with AS ISO 31000:2018
and is consistent with council's risk management framework.

Performing internal audits
The Chief Audit Executive will be responsible for approving the project plan for each internal audit,

supervising haw each internal audit is conducted, and for any significant judgements made throughout
each internal audit (including thase perfarmed by an external provider).
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Each audit undertaken is to consist of following steps:

« planning the internal audit — which includes:
o preliminary research
o definimg the audit's scope and criteria
o defining the audit's objectives
o timing
o audit budget, and
o information needed to perform the audit (for example, access to people, documents, systems)

* performing the internal audit - is to consider:
o the objectives and purpase of the activity being reviewed
o any risks to these objectives and the effectiveness of existing controls
o opportunities to improve the efficiency and effectiveness of the activity, how risks are
managed and council's performance more broadly

« documenting and reporting the internal audit - which includes:
o documenting the evidence collected and analysed
o producing working papers to support the findings and recommendations made
o writing an audit report, and
o discussing infernal audit results with relevant staff and management.

It is best practice that each internal audit report is to be appropriately supervised and approved by a
person not comducting the audit to ensure its findings and recommendations are accurate. Larger
councils that employ or contract more than one internal auditor are encouraged to embed this
practice into their audit process.

(b) The Chief Audit Executive is to develop policies and procedures to guide the
operation of the internal audit function, including the performance of internal
audits

The Chief Audit Executive is to ensure that the council develops and maintains policies and procedures

to guide the operation of the internal audit function and the performance of internal audits. These

policies and procedures should address:

e the structure, resourcing and professional development of the internal audit function

e strategic and annual audit planning

* audit methedology

e audit reports

e ongoing menitoring and reporting

* conducting internal audits and the quality assurance and improvement program

= resolving differences in professional apinion/judgements regarding internal audits

s communication between the governing body of the council, Audit, Risk and Improvement
Committee, general manager, Chief Audit Executive and council staff - particularly of non-
compliance or sensitive information, and

e information management including document retention, security and access to audit reports.

The Audit, Risk and Improvement Committee is ta review and provide advice to the general manager
of the council on all internal audit policies and procedures before they are finalised.
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Where the internal audit function is outsourced, the Chief Audit Executive will be required to ensure
that the exterrial provider is consulted in the development and/or maintenance of internal audit
policies and procedures.

(c) The Chief Audit Executive is to report internal audit findings and recommendations
to the Audit, Risk and Improvement Committee. Each finding is to have a
recommended remedial action and a response from the relevant senior
manager/s

The Chief Audit Executive will be required to report the findings and recommendations of internal
audits to the Audit, Risk and Improvement Committee at the end of each audit.

Each internal audit report written must include:

» necessary background informatian, including the objective and scope of the audit

* the audit processes and methodolegy used

» findings and recommendations based on the audit's objectives, prioritised according to their level
of risk

o recommended remedial actions to address problems identified, which:

o are risk-rated (that is, clearly show the severity of risks identified by the audit, focus
management attention on high risks that need prompt attention and allow resources to be
first applied to high risks rather than low risks}, and

o have been agreed to by the general manager and responsible senior managers of the council.

The Chief Audit Executive will be responsible for ensuring that each intermal audit report (or supporting
working papers} contains sufficient information that would enable another internal or external auditor
to reach the same conclusions.

A copy of each internal audit report is to be provided to the Audit, Risk and Improvement Committee
at the Committee’s next quarterly meeting, or distributed out-of-session before the next meeting.

The council’s response to internal audit report recommendations

The Chief Audit Executive is to pravide a draft of each report to the responsible senior manager/s so
that a response to each recommendatian from each relevant business unit can be included in the final
report that is submitted to the Audit, Risk and Improvement Committee. The general manager will
have a maximum of ten working days to approve and provide the council's response to the
Committee.

Responsible senior managers will have the right to reject recommended corrective action/s on
reasonable grourds, but must discuss their position with the Chief Audit Executive before finalising the
council's position with the general manager. Reasons for rejecting the recommendation/s must be
included in the final audit report.

For those recamimendations that are accepted, responsible senior managers will be required to ensure
that:

e an action plan is prepared for each recommendation that assigns responsibility for implementation
to a council staff member/s and timeframes for implementation
e all corrective actions are implemented within proposed timeframes, and

o the Chief &udit Executive is provided regular updates, or as otherwise reasonably requested by the
Chief Audit Executive, in relation to the implementation of the internal audit action plan.
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Where corrective actions are not implemented within agreed timeframes, the Audit, Risk and
Improvement Committee can invite the responsible senior manager to explain why implementation
has not occurred and how the resulting risk is being addressed in the interim.

The Audit, Risk and Improvement Coammittee can raise any concerns it may have about the council's
response to intermal audit reports in the committee’s quarterly report to the governing body.

(d) All internal audit documentation is to remain the property of, and can be accessed
by, the audited council, including where internal audit services are performed by
an external provider. It can also be accessed by the Audit, Risk and Improvement
Committee, external auditor and the governing body of the council (by resolution)

The Chief Audit Executive will be responsible for ensuring internal audit information (in whatever form)
is documented, retained and controlled in accordanice with the council’s policies and any legistative or
IPPF requirements. Internal audit documentation includes any information or documents produced or

obtained by council's internal audit function that relates to the internal audit activities of the council.

All audit documentation is to remain the property of the audited council and can be accessed by the
audited council, the Audit, Risk and Improvement Committee and the external auditor. This includes
where the interral audits are performed by an external provider. Authorised access to internal audit
documents must be outlined in council’s Internal Audit Charter.

The governing bady can also request access fo internal audit information via a resolution of the
council. The Audit, Risk and Impravement Committee is to decide the governing body's request. Any
disputes between the governing body and the committee are to be referred to the Office of Local
Government for reselution.

Apart from extermal audit purposes, it is envisaged that internal audit reports will be for internal
council use only, subject to the requirements of the Government Information (Public Access) Act 2009.
Approval must be obtained from Chief Audit Executive or Audit, Risk and Improvement Committee
before internal audit reports are provided to any other person or external party.

The Chief Audit Executive or the Audit, Risk and Improvement Committee must obtain approval from
the general manager prior to releasing any internal audit documents to external parties.

The general manager’'s approval is not required where the information is being provided to an external
oversight or investigative such as, but not limited to, the Office of Local Government, the Audit Office,
the Independent Commission Against Corruption or the NSW Ombudsman, for the purposes of
informing that agency of a matter that may warrant its attention.
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Core requirement 7:
Undertake ongoing monitoring and reporting

Proposal

It is proposed that an ongoing monitoring and reporting system be established where the:

(a) Audit, Risk and Improvement Committee is advised at each quarterly meeting of the internal audits
undertaken and progress made implementing corrective actions

(b) governing body of the council is advised after each quarterly meeting of the Audit, Risk and
Improvement Committee of the internal audits undertaken and the progress made implementing
corrective actions, and

(c) Audit, Risk and Improvement Committee can raise any concerns with the governing body of the
council at any time through the Chair,

Description

(a) The Audit, Risk and Improvement Committee is to be advised at each quarterly
meeting of the internal audits undertaken and progress made implementing
corrective actions

Ongoing monitoring and reporting ta the Audit, Risk and Improvement Committee is essential to
ensure that any emerging problems are identified and rectified quickly before their consequences
escalate, especially in relation to material risks. It will also ensure that a clear message is sent that
these matters are important and are being reviewed at the meost senior levels in council.

To ensure this occurs, the Chief Audit Executive is to establish and maintain an ongoing
monitoring system to track the internal audits undertaken within the council and follow-up the
council's progress in implementing corrective actions. For smaller councils, this could simply be in
a table or spreadsheet format.

The Chief &udit Executive is to ensure that the Audit, Risk and Improvement Committee is advised
at each of the Committee's quarterly meetings of

¢ the number of internal audits completed during that quarter, including providing copies of the
audit reparts and advice on their findings

e progress in implementing the annual work plan
e progress made implementing carrective actions arising from any past internal audits, and
s any conicerns the Chief Audit Executive may have.

The way this information is communicated is to be decided by the Audit, Risk and Improvement
Committee in consultation with the Chief Audit Executive.
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(b) The governing body of the council is to be advised after each quarterly meeting of
the Audit, Risk and Improvement Committee of the internal audits undertaken and
the progress made implementing corrective actions

Ongoing monitoring and reparting by the Audit, Risk and Improvement Committee to the
governing bady of the council is essential for accountability. It will also ensure that the governing
body is kept abreast of the internal audits conducted and any emerging issues that may influence
the strategic direction of the council or the achievement of the council's goals and objectives.

The governing bedy of the council is to be advised of the internal audits undertaken and progress
made implementing corrective actions and any significant or emerging risk issues after each
quarterly meeting of the Audit, Risk and Improvement Committee.

The governing body and the Audit, Risk and Improvement Committee is to decide how the

Committee’s. advice is to be communicated. Options include providing the governing body with:

« a formal manitoring report from the Committee — this report would be for information only
and a decision at the council meeting would not be required

¢ copies of the minutes of the Audit, Risk and Improvement Committee's meeting, or

s where appropriate, copies of the relevant agenda papers considered by the Committee at its
quarterty meeting.

(c) The Audit, Risk and Improvement Committee can raise any concerns with the
governing body of the council at any time through the Chair

Where the Audit, Risk and Improvement Committee is concerned about the progress of
implementing corrective actions, or an internal audit-related issue arises, the Committee will be
able to provide an additional report to the governing body of the council. This will ensure that the
governing bady is fully aware of the risks posed to the council.

The Chair of the Audit, Risk and Improvement Committee can also request at any time a meeting
with the gaverning body of the council to discuss an intermal audit-related issue.

Similarly, tive governing body of the council can request by resolution at any time to meet with the
Chair of the &udit, Risk and Improvement Committee regarding an internal audit-related issue.
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Core requirement 8:
Establish a quality assurance and improvement program

Proposal

It is proposed that:

(a) the Chief Audit Executive is to establish a quality assurance and improvement program which
includes ongoing monitoring and periodic self-assessments, an annual review and strategic
external review at least once every council term, and

(b) the general manager is to publish in the council's annual report an annual attestation certificate
indicating whether the council has complied with the core requirements for the Audit, Risk and
Improvement Committee and the internal audit function.

Quality assurance and improvement

program

Ongoing monitoring and

-

Annual review \

4 N\

periodic self- ’ ) ) Strategic review
assessment 1. &nnua} mten‘\al audrl‘ review by performed at least
the Chief Audit Executive — once every council
Performed by the Chief &udit reported to the Audit, Risk and term
Executive Improvement Committee
2. Annual assurance report by the Review by an external
Audit, Risk and Improvement asss?ssor on the
Committee of the factors the effectlteene_'ss of the
Committee must consider under Audit, Risk and .
5428 A of the Local Government Improve m_ent Co-mm|t?ee
Act- reported to the governing anc! the internal audit
body of the council function - reported to the
Audit, Risk and
3. Annual Attestation Certificate Improvement Committee
prepared by the general manager and governing body of
and published in council’s annual the council
report. Indicates if council's
internal audit function complies \ /
with statutory requirements.
This is in addition to the risk
management annual attestation
certificate required as part of
council’s risk management
\ framework /
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Description

(a) The Chief Audit Executive is to establish a quality assurance and improvement
program which includes ongoing monitoring and periodic self-assessments, an
annual review and strategic external review at least once each council term

The Chief Audit Executive is to ensure that there is a documented and operational quality assurance
and improvemenit program for assurance activities that is reported to the governing body of the
council. The quality assurance and improvement program is to consist of three key elements:

1. Ongoing menitering and periodic self-assessments by the Chief Audit Executive

2. An annual review at the end of each financial year by the:
e Chief Audit Executive on the performance of the internal audit function for the Audit, Risk and
Improvement Committee, and
¢ Audit, Risk and Improvement Committee an its responsibilities under section 4284 of the Local
Govermment Act for the governing body of the council,

3. A strategic external review at least once every council term (i.e. four years) by an external party
which is reported to the Audit, Risk and Improvement Committee and the governing body of the
council.

These are described in greater detail below.

Ongoing monitoring and periodic self-assessments

The Chief Audit Executive is to undertake ongoing monitoring and periodic self-assessments of the
internal audit function throughout the year to validate that it is operating effectively and delivering
quality and value.

Monitoring and self-assessments could consider, for example:
» compliance with regulatory requirements and the IPPF

e the quality and supervision of audit work performed

= standardised work practices

s communication practices

* timeliness of audit activities

e any professional development or training required

» client satisfaction and the degree to which stakeholder expectations are being met
e the adequacy of internal audit policies

e progress towards key performance indicators, and

= any weaknesses or areas that need improvement.

The Chief Audit Executive is to implement any changes necessary to address deficiencies identified
through ongoing menitoring and periodic self-assessment.

Annual perfarmance review

The annual review (performed at the end of each financial year) is to assess the assurance activities
that occurred over the preceding financial year. It is to consist of the following two elements, which
together will emsure that the council’s assurance activities are comprehensively assessed and any issues
identified.
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1. An annual internal audit review by the Chief Audit Executive for the Audit, Risk and
Improvement Committee which assesses:

* how effectively council has implemented the internal audit function (for example, that findings
are communicated and implemented appropriately, resourcing is sufficient, the Internal Audit
Charter remains appropriate etc.)

e how the internal audit function has performed against the annual work plan and performance
targets, and

¢ how the internal audit function and activities comply with statutory requirements and the [PPF
and

» the independence of the internal audit function.

This will ensure that the Audit, Risk and Improvement Committee receives the Chief Audit Executive's
advice on the effectiveness of the internal audit function each year. It will also enable the general
manager to complete the council's annual attestation certificate (see below).

2. An annual assurance review by the Audit, Risk and Improevement Committee for the
governing body of the council which includes:

* asumrary of the work the Committee performed to discharge its responsibilities during the
preceding year

e  advice an the appropriateness of the Committee’s terms of reference (where they contain
additional clauses that are not included in the Model Terms of Reference]

e an overall assessment of the following aspects of the council’s operations in accordance with
section 428A of the Local Government Act:

o compliance
o risk management
o fraud control
o fimancial management
o gowernance
o implementation of the strategic plan, delivery program and strategies
o service reviews
o collection of performance measurement data by the council, and
o amy other matters prescribed by the regulation (i.e. internal audit), and
s information to help the council improve the performance of its functions.

This will ensure that the governing bedy of council receives the Audit, Risk and Improvement
Committee’s independent assurance about these matters in accordance with legislative
requirements each year. This will support the governing bedy in the exercise of its oversight role
under the Lacal Government Act.

The general manager and senior managers are to be advised of the findings and cutcomes of the
annual review and the Chief Audit Executive is to develop an action plan for the Audit, Risk and
Improvement Cammittee, governing body of the council and general manager to address any issues
identified in the annual review.

Strategic external review

An external assessment of council’s assurance activities is to be conducted at least once every council
term (i.e. four years) by a qualified, independent assessor according to the IPPF quality assessment
framework. Requiring compliance with the IPPF will ensure that each council can have confidence in
the findings and that councils are assessed consistently across the sector.
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The strategic review is to be commissiorned by the governing body of the council and reported to the
Audit, Risk and Improvement Committee, governing body and the general manager. The Chief Audit
Executive is to develop an action plan for the Committee, governing body of the council and general
manager to address any issues identified in the external review.

The external review is to include the following twe components:

o the effectiveness of the Audit, Risk and Improvement Committee, including:

» whether the Committee has fulfilled its terms of reference

+ the apprapriateness of the Committee's terms of reference {(where the Committee’s terms of
reference contain additional provisions not contained in the Model Terms of Reference)

» the performance of Committee members

e the way the Committee, external auditor, council and internal audit function work together to
manage risk and support the council and how effective this is, and

s whether the Committee has contributed to the improvement of the factors identified in
sectiorn 428A of the Local Governmenit Act.

The external review is to address the collective performance of the Audit, Risk and Improvement
Committee and the individual performance of each member and the Chair. The review is to
consider feedback on each member’s performance by the Chair of the Committee, mayor and
general manager.

This compement of the four-yearly external review will provide accountability and ensure that the
governing hady of the council can assess how the Audit, Risk and Improvement Committee is
functioning and whether any changes to the Committee’s terms. of reference or membership are
required.

In considering the outcomes. of the external strategic review, the governing body of the council
will be able to request the Chair of the Committee to address the council and answer any
questions about the operation of the Committee.

* the effectiveness of the internal audit function, including:
s the independence of the internal audit function
e whether resourcing is sufficient
¢ whether the internal audit function complies with statutory requirements and the IPPF
s the appropriateness of annual work plans and strategic plans based on the risks facing the
council
e whether the internal audit function adds value and delivers outcomes for the council, and

e the apprapriateness of the Internal Audit Charter (where it includes additional provisions not
contained in the Madel Internal Audit Charter).

This companent of the strategic external review will ensure that the governing body of the council
is able to assess whether the internal audit function is effective and adding value to the council
and whether any changes are required. The gowerning body of the council will be able to request
the Chair of the Audit, Risk and Improvement Committee and/ar the Chief Audit Executive to
address the council and answer any questions about the internal audit function.

External assessor
The governing body will be able to cammission the strategic external review by either engaging an

external assessor to undertake the assessment, or by undertaking a self-assessment and engaging a
qualified extermal reviewer to conduct an independent evaluation of that self-assessment.
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The external assessor must have, at a minimum:

= no real or perceived conflicts of interest

» certification as an internal auditor

* knowledge of internal audit and external assessment practices, and

« sufficient recent experience in internal audit at a management level which demonstrates a working
knowledge of statutory requirements and the IPPF.

The strategic review report is to outline the qualifications of the assessor and any potential conflicts of
interest.

(b) The general manager is to publish in the council’'s annual report an annual
attestation certificate indicating whether the council has complied with the core
requirements for the Audit, Risk and Improvement Committee and internal audit
function

The general manager will be required te annually publish an attestation statement in the council’s
annual report indicating whether, during the prior financial year, the council was ‘compliant’, ‘non-
compliant’ or 'im transition’ against each of the core requirements of the Audit, Risk and Improvement
Committee and council's internal audit framework. The certificate can be combined with the risk
management attestation certificate required as part of the council’s risk management framework.

Compliance status is to be self-assessed based on the results of the annual performance review. The
following table lists the proposed campliance categories and follow-up action that will be required.

Councils that are 'non-compliant” can apply to the Chief Executive Officer of the Office of Local
Government for an exemption from statutory requirements. The Chief Executive Officer will be able to
grant exemptioms to any or all statutory requirements and will be able to impose conditions on the
exemption given.

An exemption will only be granted where:

* acouncil cannot comply because of temporary extenuating circumstances, substantial structural
constraints. or resourcing constraints that will materially impact the council's operating budget

= the council is not able to enter into a shared arrangement with another council/s in order to
comply (for infernal audit only), and

e current or proposed alternative arrangements will achieve outcomes equivalent to the
requirements.

The maximum period an exemption can apply will be 24 months (two reporting periods). Any further
exemption must be reapplied for.

The council's application for an exemption must:

e bein writing

* be made prioar to the reporting period in which full compliance with statutory requirements cannot
be achieved ar as soon as circumstances arise during the reporting period that will make full
compliance throughout the reporting period impossible

= provide the reasons why the council cannot comply with statutory requirements, and

e describe and demonstrate the council’s efforts ta implement alternative arrangements and how
these will achieve an outcome equivalent to the requirements.
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The general manager is to ensure that a copy of the attestation statement and the exception approval
from the Chief Executive Officer of the Office of Local Government (if applicable] is published in the
council's annual report. A copy af the attestation statement is to also be provided to the Office of

Local Government.

The Chair of the Audit, Risk and Improvement Committee is to also sign the attestation statement
where they agree that it is a true and accurate reflection of the council's compliance status against

statutory requirements.

Proposed compliance status for attestation certificates

Definition

Further requirements

COMPLIANT

The council is ‘'compliant’ if it has
implemented and maintained practices
consistent with statutory requirements for
the whole of the financial year

The council is to provide a copy of its attestation statement to the Office of Local
Government and publish the attestation certificate in the council’s annual report.

NON-COMPLIANT

The council is ‘non-compliant’ if:

it has not implemented and
maintained a risk management
framework or internal audit practices
consistent with statutory
requirements for the whole of the
financial year, or

the council's Audit, Risk and
Improvement Committee and internal
audit function has been in place for
mare than five years but has not been
externally assessed (for internal audit
only)

The general manager will be required to apply to the Chief Executive Officer of the Office of

Local Government for an exem ption from statutory requirements

The council's application for an exemption must:

*  beinwriting

*  be made prior to the reporting period in which full compliance with statutory
requirements cannot be achieved or as soon as circumstances arise during the reporting
period that will make full compliance throughout the reporting period impossible

. provide the reasons why the council cannot comply with statutory requirements, and

*  describe and demonstrate the council’s efforts to implement alternative arrangements
and how these will achieve an outcome equivalent to the requirements.

The general manager must ensure a copy of the attestation statement and the Chief
Executive Officer's exemption approval (if applicable) is published in the council's annual
report. A copy of the council’s attestation statement is also to be sent to the Office of Local
Government.

The council will also have to explain on the attestation statement why it is not compliant and
if it has received an exemption from the Chief Executive Officer.

IN TRANSITION

The council is ‘in transition’ if it is
transitioning its operations to the statutory
requirements during the financial year
because:

it is a newly constituted council
established after the risk
management and internal audit
requirements of the Local
Government Act and Regulation
came into force (a two-year transition
period will be granted in this
instance), or

the requirements that are not
complied with have been newly
prescribed within the last two years
and the council is in the process of
implementing them.

Councils taking advantage of the transitional arrangements will not be required to apply for
approval from the Chief Executive Officer of the Office of Local Government. However,
councils must be actively taking steps during the two-year (for internal audit) and five-year
(for risk management) transitional period to commence implementation and detail how the
council plans to achieve compliance within this period.

The council is to provide a copy of its attestation statement to the Office of Local
Government.
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Core requirement 9:
Councils can establish shared internal audit arrangements

Proposal

It is proposed that:

(a) a council can share all or part of its internal audit function with another council/s by either
establishing an independent shared arrangement with another council/s of its choosing, or
utilising an internal audit function established by a joint or regional organisation of councils that is
shared by member councils

(b) the core requirements that apply to stand-alone internal audit functions will also apply to shared
internal audit functions, with specified exceptions that reflect the unique structure of shared
arrangements, and

(c) the general manager of each council in any shared arrangement must sign a ‘Shared Internal Audit
Arrangement’ that describes the agreed arrangements.

Description

(a) A council ean share all or part of its internal audit function with anether council/s
by either establishing an independent shared arrangement with another council/s
of its choosing, or utilising an internal audit function established by a joint or
regional organisation of councils that is shared by member councils

Councils that do not want to establish a stand-alonie internal audit function will be able to:
» share all or part of their intermal audit function with another council/s of their choosing as part of
an independent shared arrangement, or

» utilise a joint internal audit function established by their joint or regional organisation of councils
that is shared with other member councils.

These options will:

e  assist smaller councils to implement their intermal audit function in a more cost-effective way
where:

o a full-time committee, Chief Audit Executive or internal audit function is not necessary
o the council's risk profile does not warrant stand-alone arrangements, and/or
o the cost of having a stand-alane arrangements will significantly and unacceptably impact the
council's eperating budget
= assist coundils in remote locations that may find it difficult to employ or appoint the suitably
qualified personnel that are recessary to support a stand-alone internal audit function
e allow councils to access a larger resource poal than would be available to a single council
= create efficiencies through common systems, shared knowledge and internal audit tools, and
* potentially lower audit costs.

When deciding the most appropriate way to establish a council’s internal audit function, the general
manager should consider the viability and capacity of a shared Audit, Risk and Improvement
Committee, Clvief Audit Executive or internal audit function to meet their responsibilities given the:
e size of the cauncil in terms of both staffing levels and budget

» geographical and functional distribution of the council's operations

* complexity of the council's core business
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e risk profile of the council’s operations

» expectations of stakeholders, and

e likely demands placed on the committee, Chief Audit Executive or internal audit function by other
councils in the shared arrangement.

A shared arrangement should only be established where the shared internal audit function can
maintain a high level of understanding and owversight of each council's operations and internal audit
function, as well as effective working and reporting relationships with the general manager and
governing bodiies. of each council.

(b) The core requirements that apply to stand-alone internal audit functions will also
apply to shared internal audit functions, with specified exceptions that reflect the
unique structure of shared arrangements

The majority of the core requirements outlined in this discussion paper that apply to stand-alone
internal audit functions will also apply to shared internal audit arrangements.

This means that any shared internal audit function must operate as an individual resource for each
council that meets each council's unique internal audit needs. In terms of roles and responsibilities:

» the Audit, Risk and Improvement Committee is to operate as an individual committee for each

council in army shared arrangement®®. This includes the committee:

o providing independent assurance and oversight for each council

o endorsing each council's Internal Audit Charter, annual work plan and four-year strategic plan

o holding individual meetings for each council that are separately minuted®® and observers
being imvited to only attend that part of the committee meeting that relates to their council

o liaising with the respective governing bodies and general managers of each council in relation
to that council’s internal audit issues

o approving individual performance indicators for each council based on that council's needs
and operations

o fulfilling the requirements of each council’s quality assurance and improvement program and
conducting a separate anrual review for each individual council based on that council's
internal audit activities which is reported ta the governing body of that council

o maintaining separate and confidential information for each council

» the Chief Audit Executive (who may be employed by one of the participating councils or by a
joint or regienal organisation of eouncils) is to work separately with each council in any shared
arrangement to implement the internal audit function for that council. This includes the Chief
Audit Executive:

o liaising with the governing body and general manager of each separate council about that
council’s internal audit activities

o individually developing and implementing the annual work plan and four-year strategic plan
for each cauncil, based on each council’s individual requirements and in consultation with that
council's general manager

o developing and maintaining internal audit policies and procedures for each council based on
that courncil's needs and operations

65 Under the NS¥ Government's prequalification schemme, membership on any shared Audit, Risk and Improvement Committee

will count as ane fowards the limit of five memberships allawed for a committee member

Individual meetings for each council cani be held sequentially but joint or shared meetings discussing multiple councils must
not be held (apart from common agenda iterns, for example, the &udit, Risk and Improvernent Carnmittee’s terms of
reference, Internal Audit Charter etc.)
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conducting the individual audits of each council
confirmirg the implementation by the council of corrective actions that arise from the findings
on intermal audit activities
o submitting fo each respective council an individual report after each internal audit and liaising
with the general manager of each respective council (and governing body where necessary) on
that council’s internal audit issues
o managirg any contractual arrangements for externally provided internal audit personnel on
behalf of each council in the shared arrangement
o fulfilling the requirements of each council's quality assurance and improvement program and
conducting a separate annual review for each individual council based on that council's
internal audit activities which is reported separately to the Audit, Risk and Improvement
Commiittee
o attending the Audit, Risk and Improvement Committee meetings of each respective council on
behalf ef that council
maintaining separate and confidential information for each council
providing independent assurance and oversight for each council, and
« internal audit personnel (who may be employed by ane of the participating councils or by a joint
or regional erganisation of cauncils or supplied through an external provider) are to operate as an
individual internal auditor/internal audit team for each council in any shared arrangement. This
includes internal audit personmnel conducting the individual internal audits of each council.

Given there are multiple councils and therefore multiple decision-making bodies involved, shared
arrangements will have a number of unique requirements that will be different to those that apply to a

stand-alone internal audit function. These are described below.

Unique requirements for independent shared arrangements

Decision-making body

The governing body and general manager of a council are the key decision-makers in a council in
relation to internal audit. However, given that any shared arrangement will have more than one
governing bodiy and general manager, decision-making in relation to a shared internal audit function
is likely to be administratively comiplex.

To simplify and streamline decision making, councils in an independent shared arrangement will be

required to establish a committee comprising of councillors from each of the participating councils

under section 355 of the Local Government Act. This committee will make the following decisions

(where applicable) about the Audit, Risk and Improvement Committee, Chief Audit Executive or

internal audit furction that would otherwise be made by the governing body of each council, and each

council will be required to delegate these decisions to the committee:

e approving the Internal Audit Charter (after endorsement by the Audit, Risk and Improvement
Committee}, so it can then be adopted by each individual council

e determining the size of the shared Audit, Risk and Improvement Committee

e appointing and dismissing memkbers and the Chair of the shared Audit, Risk and Improvement
Committee

« approving the terms of reference of the Audit, Risk and Improvement Committee (after
endorsement by the Committee), so it can then be adopted by each individual council, and

e approving internal audit policies and procedures (in consultation with the Audit, Risk and
Improvement Committee and the general managers of each participating council), so they can
then be adopted and implemented by each individual council.
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Where an Audit, Risk and Improvement Committee is shared, each council in the shared arrangement
will still be required to adopt and imiplement their own Internal Audit Charter, terms of reference for
the Audit, Risk artd Improvement Cammittee, and internal audit policies and procedures.

Committee merbers will be required to consult with other members of the governing body of their
council on any decisions made. All other functions assigned to the governing body of a council in core
requirements 1-8 will remain with each individual council.

Auspicing body

Where the Chief &udit Executive and other internal audit personnel are shared by councils, these
positions must be employed by one of the participating councils in the shared arrangement and
located together to wark effectively. The Chief Audit Executive must also report administratively to the
general manager of the council that employs them.

This will create greater administrative efficiency by reducing reporting and communication lines. It will

also ensure that

s the Chief Audit Executive reports administratively to one general manager on behalf of all councils
in the independent shared arrangement

e the Chief Audit Executive, in-hause internal audit staff and secretariat staff will be employees of,
and located  at the auspicing council and have access to necessary administrative and HR support,
and

* the Chief Audit Executive and internal audit staff will be subject to the Code of Conduct of the
auspicing cauncil.

Administrative responsibility and owersight of the shared internal audit function should be exercised by
an administrative oversight committee comprising of all general managers of the participating
councils.

The administrative oversight committee will have the following responsibilities in relation to the Audit,

Risk and Impreovement Committee:

= ensuring adequate procedures are in place to protect the independence of the Audit, Risk and
Improvement Committee

* overseeing arrangements for secretariat support for the Audit, Risk and Improvement Committee,
and

» receiving written declarations from members that they do not have conflicts of interest that may
preclude them from serving on the Audit, Risk and Improvement Committee.

The administrative oversight committee will also have the following responsibilities in relation to the

Chief Audit Executive and internal audit staff:

* recommending the appointment and dismissal of the Chief Audit Executive (in consultation with
the Audit, Risk and Improvement Committee and governing bodies of each council) — the ultimate
decision will be made by the employing general manager, and

e recommending any changes impacting the employment of the Chief Audit Executive (in
consultation with the Audit, Risk and Improvement Committee) — the ultimate decision will be
made by the employing general manager.

Allegations of breaches of the auspicing council's Cade of Conduct by the Chief Audit Executive or
internal audit staff are to be dealt with by the auspicing general manager, in consultation with the
other general managers.
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The general managers of each council will be required to attend the Audit, Risk and Improvement
Committee meetings related to their council and to undertake all other functions in relation to internal
audit referred ta general managers in core requirements 1-8.

Unique requirements for joint/regional organisation shared arrangements

Decision-makirg body

The member councils of a joint or regional organisation are to delegate their decision making

authority in relation to internal audit under section 377 of the Local Government Act to the Board of

their joint or regional organisation of councils. The Board will make the decisions that would have

otherwise beem made by the governing body of each council. This includes:

« adopting the Internal Audit Charter on behalf of each member council (after endorsement by the
Audit Risk and Improvement Committee)

* appointing and dismissing memibers and the Chair of the shared Audit, Risk and Improvement
Committee

= adopting the terms of reference of the Audit, Risk and Improvement Committee on behalf of each
member courcil (after endorsement by the Audit, Risk and Improvement Committee), and

» adopting internal audit policies and procedures on behalf of each member council (in consultation
with the Audit, Risk and Improvement Committee and the general managers of each participating
council).

All other functions assigned to the governing body of a council in core requirements 1-8 will remain
with each individual council.

Auspicing body

The shared intermal audit functior is to be undertaken on behalf of member councils by the joint or

regional organisation of councils. This will mean that:

e the Chief Audit Executive will report administratively to the executive officer of the joint/regional
organisation

e the Chief Audit Executive, in-house internal audit staff and secretariat staff will be employees of
the joint or regional organisation. The Chief Audit Executive and in-house internal audit staff may
be located at the joint or regional organisation or at one of the member councils and have access
to necessary administrative and HR support supplied through the joint or regional organisation or
council, and

e the Chief Audit Executive and internal audit staff will be required to comply with the Code of
Conduct of the joint or regional organisation®’.

The executive officer of the joint/regional organisation will also, on behalf of, and in consultation with
each general manager in the shared arrangement, take on the administrative responsibility of same
aspects of the shared internal audit function.

In relation to the Audit, Risk and Improvement Committee, this includes:

* determining the size of the Audit, Risk and Improvement Committee

e ensuring adequate procedures are in place to protect the independence of the Audit, Risk and
Improvement Committee

e arranging secretariat support for the Audit, Risk and Improvement Committee, and

e receiving written declarations from members that they do not have conflicts of interest that may
preclude them from serving on the Audit, Risk and Improvement Committee,

57 Where the Code af Conduct of the jaint ar regional erganisation differs from the Model Cade of Canduct, the Model Code
of Conduct will apply.
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In relation to the Chief Audit Executive and internal audit staff, this includes:

* appointing and dismissing the Chief Audit Executive (in consultation with the Audit, Risk and
Improvement Committee and governing bodies of each council)

» deciding any changes that may impact the employment of the Chief Audit Executive (in
consultation with the Audit, Risk and Improvement Committee}, and

« dealing with breaches of the joint/regional organisation's code of conduct by the Chief Audit
Executive ar internal audit staff.

The general manager of each council will be required to attend the Audit, Risk and Improvement
Committee meetings that relate to their council and exercise all other functions of the general
managers in relation to internal audit described in core requirements 1-8.

Internal audit requirements for joint organisations

It is important to note that, like councils, joint organisations will alsa be required to appoint an Audit,
Risk and Imprewement Committee and have an internal audit function.

The Audit, Risk and Improvement Cammittee appointed by the joint organisation on behalf of member
councils is therefore also to operate as the Audit, Risk and Improvement Committee for the joint
organisation amd the Chief Audit Executive appointed by the joint organisation is also to oversee the
internal audit function for the joint organisation in addition to member councils.

Fees for shared Audit, Risk and Improvement Committee members

The following fee structure that currently applies under the NSW Government's prequalification
scheme for Audit and Risk Committee Chairs and kembers will apply to all shared arrangements,
subject to any change.

Shared Audit, Risk and Fee category (based Chair fee Member fee
Improvement Committees on stand-alone (excluding GST) (excluding GST)
internal audit
functions)
Up to and including three Medium $16,213 per annum | $1,621 per meeting day
small councils including preparation time
Two or more medium Large $20,920 per annum | $2,092 per meeting day
councils including preparation time
Any combination of small Large $20,920 per annum | $2,092 per meeting day
and medium councils including preparation time

(c) The general manager of each council in any shared arrangement must sign a
‘Shared Internal Audit Arrangement’ that describes the agreed arrangements

The general manager of each council in any shared arrangement will be required to sign a 'Shared
Internal Audit Resourcing Agreement’ with the other councils in the shared arrangement which agrees
the following compenents.
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Shared Internal Audit Resourcing Agreement

Issue

Components to be agreed by councils

Audit, Risk and
Improvement
Committee

Number of committee members

Term of committee membership

Process for appointing and dismissing the Chair and committee members, including skills
and capability requirements

Content, approval and review of the committee’s terms of reference

Process for reviewing the committee’s performance

Secretariat support arrangements for the committee

The committee’s meeting schedule, including the sequencing of meetings to cover each
council's requirements and when and how emergency committee meetings can be called
Process for the committee to request others to attend committee meetings or provide
additional information about internal audit matters

Arrangements for the provision of information by the committee to the Chief Audit
Executive and internal audit personnel, as well as the governing body and general manager
of each council

Auspicing
arrangements

What the auspicing arrangements will be

What the responsibilities of each council will be
Roles, responsibilities and reporting lines of the internal audit function

Chief Audit
Executive and
internal audit
personnel

Whether internal audit personnel are in-house or contracted through an external provider
Chief Audit Executive and internal audit personnel's purpose, scope, authority, delegations,
role, responsibilities and reporting lines

HR matters such as recruitment processes, disciplinary matters, employment conditions, HR
support, remuneration

Process for reviewing the performance of the Chief Audit Executive and internal audit
personnel as part of each council’s quality assurance and improvement program

Administrative
arrangements

Content of the Internal Audit Charter as well as how it is approved and reviewed

How costs will be determined, administered and shared

How disputes between councils in the shared arrangement will be resolved

How conflicts of interest, disciplinary or performance issues regarding Audit, Risk and
Improvement Committee members, the Chief Audit Executive and internal audit personnel
are to be dealt with

Information management and record-keeping

What information, if any, will be shared between councils

How much time the internal audit function spends on each council

Composition of the s 355 committee and the process for appointing and removing members
{for independent shared arrangements)

Establishment and operation of the general manager's administrative oversight committee
(for independent shared arrangements)

Process for agreeing contractual arrangements with external providers

Procedures and safeguards to be put in place to preserve the independence of the internal
audit function
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NEXT STEPS

Have Your Say

In developing tke risk management and internal audit framework proposed in this paper, the Office of
Local Government has considered the recommendations of various inquiries conducted by the Local
Government Acts Taskforce, the Independent Local Government Review Panel and the Independent
Commission Against Corruption, and the internal audit frameworks of other jurisdictions.

The Institute of Internal Auditors, NSW Treasury, the Department of Finance, Services and Innovation,
the NSW Audit Office and the Executive of the Local Government Internal Auditors Network have also

provided valuable feedback on earlier drafts of this discussion paper.

We now want ta frear from you.

e  Will the proposed internal audit framework achieve the outcomes sought?
s What challenges do you see for your council when implementing the

Key proposed framework?
questions o Does the proposed framework include all important elements of an effective
to consider internal audit and risk framework?

e [s there anything you don't like about the proposed framework?
* Can you suggest any improvements to the proposed framework?

Submissions may be made in writing by 31 December 2019 to the following addresses.
Post Email:

Locked Bag 3015 olg@olg.nsw.gov.au

NOWRA NSW 2541

Submissions shauld be marked to the attention of the Council Governance Team.

Next steps

Feedback will be considered when finalising the risk management and internal audit framework.

Once finalised, the Office of Local Government will notify councils of the new requirements and the
steps and timelire for implementation.

Further information

For more information, please contact the Council Governance Team on (02) 4428 4100 or via email at
olg@olg.nsw.gox.au.
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APPENDIX 1 -

TIMELINE OF KEY INFLUENTIAL EVENTS

When Who

What

2008 Office of
Local
Government®®

Internal Audit Guidelines for local government in NSW

The Office of Local Government issued Internal Audit Guidelines under section 23A

of the Local Government Act. The Guidelines sought to assist councils to put into

place effective risk management and internal audit processes. This was in

recognition that many councils wished to have a risk management framework and

internal audit function and wanted guidance on how to achieve this. The Guidelines

included:

« the aims and objectives of risk management and internal audit in councils

e how a risk management framework and an internal audit function is to be
overseen, structured and operated

* the roles, responsibilities and reporting lines of relevant staff

e the need for internal audit charters, and

e the establishment, structure and function of audit and risk management
comrmittees.

2010 Office of
Local
Government®

Internal Audit Guidelines for local government in NSW -

updated™

A survey of councils conducted by the Office of Local Government to ascertain the

progress made towards implementing the 2008 Guidelines found that while more

than 50% of councils reported that they had an internal audit function, there were

areas where the Guidelines needed to be clarified to improve compliance. The

Guidelines were updated to:

s provide more guidance on the requirements for an independent audit
committee

e expand the conflicts of interest provisions, and

« clarify the role of the general manager in the internal audit function.

58 Then the Department of Local Government
59 Then the Divisien of Local Government in the: Department of Premier and Cabinet
70 pivision of Local Gewvernment (2010) Infernal Audit Guidelines
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When Who What
2011 | Independent | Burwood Council Inquiry
gomm|55|on The Independent Commission Against Corruption found in its Investigation into
Cgalnstt_ alleged corrupt conduct involving Burwood Council's General Manager and others™
orruption

that the absence of internal audit at Burwood Council was a significant factor that
allowed corruption to occur at that council. The Commission recommended that:

« internal audit be legislatively mandated for local councils in NSW, and

s in the case of small councils, the possibility of councils sharing an internal audit
function should also be provided as an option.

The Commission also made a number of specific recommendations regarding

internal audit functions in NSW councils:

* it be made a legislative requirement that council’s internal audit committee be
able to meet without the general manager present as this would preserve its
capacity to meet as an independent body

e it be made a legislative requirement that the general manager of a council
report to the governing body any decision to dismiss an internal auditor and the
reason for the decision. This will help protect internal auditors from dismissal as
a result of conducting an audit involving the conduct of a general manager

s the Local Government Act be amended to confer powers on internal auditors
similar to those conferred on external auditors. These powers should include full
and free access to council information in order to carry out the internal audit
function and the power to direct general managers, councillors and staff to
produce documents and answer questions

e clause 9.2(d) of the Model Code of Conduct for Local Councils in NSW be
amended to permit councillors to provide information directly to internal
auditors. This amendment was considered necessary to increase internal
auditors’ potential sources of information, and

* the reporting structure for councils’ internal audit function include provision for
the governing body of the council to receive information about the outcome of
audits.

Specific to Burwood Council, but relevant to councils state-wide, the Commission

also recommended that:

+ council's audit and risk committee be chaired by a person independent of
council

« the governing body of the council receive regular updates on the outcome of
internal audits

e council's internal audit function monitor compliance with the Councillor
Expenses and Facilities Policy, any policy for the payment of out-of-pocket
expenses to the general manager and staff and council’s system for allocating
work to legal practitioners as part of its oversight role, and

e council's internal audit function conducts audits of the authorisation certification
and approval processes for expenditure that is unusual or infrequent.

71 Independent Comenission Against Corrupfian (2011) tnvestigation info the alleged corrupt conduct invalving Burwood Council’s

general manager and others
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When Who What
2012 | NSW Monitoring Local Government report2
AUd'tOT The NSW Auditor-General found that over 75 councils had some sort of internal
Genera audit function and recommended that amendments be made to the Local
Government Act (or other suitable alternative measures) that enable the Office of
Local Government to make directions to require councils to have an Audit, Risk and
Improvement Committee, internal audit function and fraud control procedures, The
NSW Auditor-General also recommended that the Office of Local Government use
council internal audit reports to identify councils at financial risk and identify matters
which warrant attention.
2013 | Local Review of the Local Government Act 1993
i;“'emmem The Local Government Acts Taskforce recommended in its report, A new Local
I if Government Act for NSW and Review of the City of Sydney Act 198873, that the Act be
askforce

amended to:

« legislate financial governance principles councils are to abide by

s require councils to implement a financial governance framework that includes
risk management, audit, internal controls and independent verification of
financial reporting

« require councils to incorporate risk management, accountability, value for
money and probity in procurement, approval, enforcement and capital
expenditure processes, and

* require all decisions to incorporate considerations of risk management and
long-term sustainability.

The Taskforce conducted extensive public and sector consultation in formulating its

recommendations.

2013 | Independent | Independent Local Government Review Panel

Local The Independent Local Government Review Panel found that, as at 2013, 50% of
sc\{emr;entl NSW councils had an Audit, Risk and Improvement Committee and/or some form of
eview rFane

internal audit process. However, those that did tended to focus primarily on
compliance, risk and fraud control and had committees that were strongly
embedded within the council and answerable primarily to the general manager. This
could generate conflicts of interest.

The Panel recommended in its report, Revitalising Local Government™, that the 2010

Internal Audit Guidelines issued by the Office of Local Government be made

mandatory under the Local Government Act and that each council be required to

have an internal audit function. Under the mandatory framework the Panel

specifically recommended that:

+ each council’s internal audit function focus on adding value and continuous
improvement rather than compliance, risk and fraud control

o all councils with expenditures over a set amount (e.g. $20 million per annum) be
required to have an Audit, Risk and Improvement Committee and associated
internal audit function with broad terms of reference covering financial
management, good governance, performance in implementing the community

72 NSw Auditor-General (2012) NSW Auditor-General's Report - Manitoring local govermment: Department of Premier and

Cabinet, Division of Local Government
73 | ocal Government: Acts Taskforce (2013} A New Local Act far Wew South Wales and Review of the City of Sydney Act 1988
74 Independent Lacal Government Review Panel (2013) Revitalising Local Gowernment. Final Report of the NSW Independent
Local Government Review Panel
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strategic plan and delivery program, service reviews, collection of required
indicator data, continuous improvement and long-term sustainability

e each Audit, Risk and Improvement Committee should have a majority of
independent members and an independent Chair, and the general manager
should be precluded from being a committee member (but not from attending
committee meetings)

* the Chair be required to report biannually to a council meeting on council's
financial management, governance processes and opportunities for continuous
improvement

* councils be able to share their internal audit functions under the auspices of
joint organisations, and

e the NSW Auditor-General conduct issue-based performance audits relating to
internal audit.

The Panel conducted extensive public and sector consultation in formulating its

recommendations.

2016 | NSW Amendments to the Local Government Act 1993

Parliament In response to the recommendations of the Independent Local Government Review

Panel, the Local Government Act was amended’® to require all councils to have an
Audit, Risk and Improvement Committee to keep under review the following aspects
of council's operations:

e compliance

e risk management

e fraud control

« financial management

s governance

s implementation of the strategic plan, delivery program and strategies

e service reviews

e council's performance, and

* the collection of performance measurement data by the council.

Guiding principles were include in the Act to require councils to have sound policies
and processes for risk management and to effectively and proactively manage risks
to the local community and council.

The roles and responsibilities of the governing body, mayor, councillors were also
updated and include the need to comply with the guiding principles and keep the
performance of the council under review.

The amendments followed an extensive public consultation process.

2017 |Independent | Botany Bay Council Inquiry

iorr.:mlssmn The Independent Commission Against Corruption found, in its Investigation into the
Cg:‘IS;i'on conduct of the former City of Botany Bay chief financial officer and others”, that whilst
i

Botany Bay Council did have an internal audit function:

e it lacked independence from council’'s management and was prevented by the
general manager from investigating the key operational areas and financial
aspects of the council where corruption was occurring

75 The Local Governnirent Act was amended via the Local Government Amendment (Governanee and Planning) Act 2016

76 Independent Commmission Against Corruption (2017) knvestigation inte the farmer City of Botany Bay Council Chief Financial
Officer and others. ICAC Report July 2017
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e it was never able to directly present information or audit reports to the Audit,
Risk and Improvement Committee or meet with the Committee to discuss
concerns without the general manager present

« it did not use risk ratings to determine what audits would be conducted which
enabled key areas (where corruption was occurring) to be missed

e the council’s Audit, Risk and Improvement Committee was ineffective and did
not properly examine the council, internal audit function or monitor the
implementation of corrective actions, or report to the governing body

« standard controls were frequently ignored, e.g. management letters

e key financial staff in the council lacked the capabilities to perform their role

* the governing body thought it was unable to request more information about
audit activities

« the governing body of council did not properly consider external audit reports
or implement recommended corrective actions, and

« corruption and misuse of public money was able to occur unabated.

The Commission recommended that the internal audit model to be developed under
the 2016 amendments to the Act be comparable to that which applies to state
government agencies. The Commission specified in particular that the NSW
Government:

+ issue mandatory administration and governance directives to local government
similar to those that apply to state government agencies

e require the composition and operation of audit committees to be similar to
those that apply to state government agencies (i.e. all independent members),
and

e require the general managers of each council to regularly attest that its audit
committee is operating in accordance with requirements.

The Commission also noted that had the NSW Auditor-General been conducting
council's external audits (as now occurs) the corrupt conduct would have been
detected much more quickly than it was.

Specific to Botany Bay Council, but relevant to councils state-wide, the Commission
also recommended that:

e council ensures that the implementation of both internal and external audit
recommendations is considered by the governing body of the council when
evaluating the performance of the general manager

e council undertake a risk assessment (including an assessment of fraud and
corruption risks) to inform its internal audit plan

e council ensures that its internal audit function operates independently from
management by reporting functionally to its Audit, Risk and Improvement
Committee

+ council ensures that it has a robust system in place to monitor and report on the
implementation of internal audit recommendations that is independent from
management, and

* the general manager reviews the Audit, Risk and Improvement Committee’s
effectiveness and the adequacy of its arrangements to ensure that it fulfils the
responsibilities of its charter and provides sufficient assistance to the governing
body on governance processes.
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2018 | NSW Report on Local Government 2017
2ud|t0|;- The NSW Auditor-General released her first audit of the NSW local government
enera

sector’” in April 2018 following the 2016 Local Government Act amendments. In
relation to internal audit, the NSW Auditor-General found that, out of a combined
128 local councils and 10 county councils:
e 85 councils (62%) have an Audit, Risk and Improvement Committee and 53
(38%) do not. This is further broken down by location:
o 32 metropolitan councils (94%) have a committee and 2 (6%) do not
o 29 regional councils (78%) have a committee and 8 (22%) do not
o 23 rural councils (40%) have a committee and 34 (60%) do not
o 1 county council (10%) has a committee and 9 (90%) do not
* 86 council have a supporting internal audit function and 52 councils (38%) do
not. This is further broken down by location:
o 31 metropolitan councils (91%) have an internal audit function and 3 (9%)
do not
o 29 regional councils (78%) have an internal audit function and 8 (22%) do
not
o 24 rural councils (42%) have an internal audit function and 33 (58%) do not
o 2 county councils (20%) have an internal audit function and 8 (80%) do not,
and
e 102 councils (74%) have either an Audit, Risk and Improvement Committee or
an internal audit function and 36 councils (26%) have neither.
The Auditor-General also found that of the councils that did have a risk management
framework in place, many of them were outdated and did not have accurate risk
registers, risk policies and/or procedures. Many councils also had significant risks
that were not being managed appropriately and were consequently affecting the
governance, financial sustainability, asset management and legislative compliance of
the council. 55% of Committees were also not reviewing the financial statements of
councils.

The NSW Auditor-General recommended in relation to risk management and

internal audit that:

+ the Office of Local Government introduce a requirement for all councils to
establish internal audit functions

+ the Office of Local Government update its 2010 Internal Audit Guidelines

e  Audit, Risk and Improvement Committees review the financial statements of
councils

« councils could strengthen governance by implementing risk management
and/or ensure their existing risk management framework includes IT, and

e  councils should early adopt the proposed requirement to establish an Audit,
Risk and Improvement Committee.

7T NSW Auditor-General (2018) Report on: Local Government 2017
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2019 | NSW Report on Local Government 2018
Auditor-

The NSW Auditor-General® found in her 2018 report that out of a combined 128

councils and 10 county councils, the number that have an:

©  Audit, Risk and Improvement Committee increased from 85 (62%) in 2017 to 97
(70%), and

© internal audit function increased from 86 (62%) in 2017 to 92 (67%).

General

The NSW Auditor-General attributed these increases to the 2016 amendments to the
Local Government Act that mandate Audit, Risk and Improvement Committees and
internal audit functions from March 2021.

The councils yet to establish an Audit, Risk and Improvement Committee and
internal audit function are mainly rural and county councils (50-60% of rural and
county councils are non-compliant). Most metropolitan councils have a Committee
and all have an internal audit function.

For those councils that did have an Audit, Risk and Improvement Committee:

e 98% of Committees have an Audit, Risk and Improvement Committee Charter

e 94% of Committees have an independent Committee Chair

e 90% of Committees are advised of significant, complex or contentious financial
reporting issues

e 87% of Committees monitor progress in addressing internal and external audit
recommendations

s 83% of Committees have a majority of members who are independent

e 81% of Committees review the council’s risk register

e 48% of Committees perform an annual self-assessment of their performance.

For those councils that did have an internal audit function:

e 95% have a documented internal audit plan

e 90% of Audit, Risk and Improvement Committees review the internal audit plan
e  85% of internal audit plans align with the council’s risk register, and

e 61% of Committees assess the performance of the internal audit function.

In relation to risk management, the NSW Auditor-General found that:

* 120 (87%) councils have a risk management policy and 18 (13%) councils do not

e 100 (72%) councils have a risk register and 38 (28%) councils do not, and

o 126 (91%) councils’ risk registers align with their strategic objectives and 12 (9%)
do not.

The NSW Auditor-General also recommended that councils:

* strengthen their risk management policies and practices

* manage a number of specific high-risks better

« implement stronger internal controls

« improve fraud control, IT, asset management, procurement and contract
management policies and practices, and

« implement a legislative compliance framework tailored to the size and risk
profile of the council.

78 NSW Auditor-General (2019) Report on: Local Government 2018 (see erratum)
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SCHEDULE OF DOCUMENT AMENDMENTS

Revision
Number

Date

Update Description

0.

18 December 2008

Document Original - first publication

1.

20 January 2009

Clause 11.1 amended for review of the Assessment
Committee’s decision.

Clause 12.2 requiring Professional Indemnity Insurance
deleted and sub-clauses of Section 12 renumbered

Clause 15.1(b) deleted and sub-clauses of Section 15
renumbered

Clause 17.1(j) added regarding termination of panel
membership

Clause 17.3 deleted and amendments made to clauses
17.4 and 17.5, and sub-clauses of Section 17
renumbered.

Schedule 1, Form A amended to highlight the Applicant.

Schedule 1, Form B amended to highlight policy and/or
government portfolio areas

Schedule 1, Form D Insurance deleted

Schedule 1, Form E to Form G renumbered and new
Form D amended deleting Accreditation and replaced
with prequalification.

January 2013

A number of revisions made to the scheme. Some key
changes are listed below:

Terms such as Agency Head/CEO/Board replaced by
“department head or governing board of a statutory
body” to align with TPP 09-05.

Department of Services Technology & Administration’s
name updated to Department of Finance and Services
(DFS).

The Scheme duration deleted. The Scheme will operate
until further notice.

Scheme contact details updated

Introduction updated to refer to Treasury Policy Paper
TPP 09-05

Definitions: a number of definitions updated and clarified
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Clause 3.3 updated to specify that Agencies can view a
summary of the capability and experience of Applicants
to assist in determining a Panel Member’s suitability for
a specific engagement

Clause 6 amended to reflect new remuneration rates for
Independent Chairs and Members.. Clarified that the
rates include all costs excluding subsistence and travel
costs outside the Sydney Metropolitan Area and/or from
Interstate. The effective date of the new rates made
retrospective from 1 February 2011.

Clause 7.1 amended DSTA’s name to DFS
Clauses 7.3, 7.5, and 8.1 amended

Clause 8.2 inserted as a new clause to make explicit
applicants that are ineligible to serve as Independent
Chairs or Members of an Audit and Risk Committee.

Clause 11 deleted and content incorporated in Clause
18

Clause 11.4 (a) inserted to introduce a requirement to
comply with the Code of Conduct: Audit and Risk
Committee Chairs and Members.

Clause 11.5 inserted to specify the maximum number of
Audit and Risk Committees a panel member can be
engaged

Clauses 11.6 and 11.7 inserted to clarify panel
members’ confidentiality obligations

Clause 12 updated contact details
Clause 13 amended
Clause 15 amended to align with TPP 09-05

Clause 16 inserted as a new clause containing a
separate provision relating to removal from individual
audit and risk committees.

Clause 17.1 amended

Clause 17.1(a) amended to include reference to the
Code of Conduct for Independent Chairs and Members

Clause 17.1(b) inserted relating to bankruptcy

Clause 17.1(g) amended to cover serious breach of
legislation
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Former Clauses 17.2 and 17.3 deleted and content
incorporated in Clauses 16.1 and 16.3 respectively

Former Clause 17.4 renumbered to 17.2. Change in
Department name reflected

Clause 18 amended to incorporate former Clause 11
(Request Review of Decision) and clarify the process

Clause 20 amended to refer to Code of Conduct and
TPP 09-05

Clauses 21, 22 and 23 amended

Schedule 1, Part A amended to delete reference to
“Organisation” from “Application/Organisation Details”

Schedule 1, Part C 2.3 aligned with Scheme Conditions

Schedule 1, Part D amended to include “sub
committees”

Schedule 1, Form “Other Significant appointments within
and outside the NSW Public Sector” inserted

Schedule 1, Part F Item A amended to replace
reference to “Organisation” with “Applicant”

Schedule 1, Part F amended to include, and require
acknowledgement of, information about the use and
disclosure of personal information

Schedule 2 amended to refer to:
a. TPP 09-05,

b. Code of Conduct: Audit and Risk Committee
Chairs and Members,

c. Confidentiality requirements,
d. Panel member’s acceptance

3. 10 December 2013 Replaced references to ‘Mr Nigel Tucker’ with ‘Mr Ricky
Leong’.
4. 31 Jan 2014 Replaced references to ‘Principal Strategist’ with ‘Mr

Ricky Leong’.

5. 31 March 2014

Clause 3.1 amended to apply only to ‘confidential
information’ submitted with an application.

6. October 2014

Contact details for NSW Treasury updated.

NSW Department of Finance and Services updated to
NSW Office of Finance and Services.

Director General replaced with Chief Executive Officer.
References to the Contractor and Consultant

Management System (CCMS) database updated to read
GOView Database.

7. 29 January 2015

Clause 6.1 amended to remove references to Statutory
and Other Officers Remuneration Tribunal
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8. 02 March 2015 Replaced references to Mr Ricky Leong with Rhonda
Humphrey

9. July 2015 Update name changes, contact changes, and Treasury
Policy change to TPP 15-03.

10. July 2016 Replaced the link to the application form with the link to
the online application process on ProcurePoint.

11. July 2019 Rollover update, Department change, email change,
contact changes

12. Sept 2019 Contact changes, further Department name change

corrections
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CONTACT DETAILS

The Financial Management Governance and Analytics Branch (FMGA) within, NSW
Treasury, is responsible for all matters relating to Treasury Policy Paper 15-03,
‘Internal Audit and Risk Management for the NSW Public Sector’.

If you require information regarding the Policy, contact

Greg McGarr

Director, Financial Management Governance and Analytics
NSW Treasury

GPO Box 5469

Sydney NSW 2001

e-mail:_finpol@treasury.nsw.gov.au

Ph: 02 92283764
For matters related to the operation of the Scheme:

Rhonda Humphrey

NSW Procurement

NSW Treasury

Level 11, McKell Building
2-24 Rawson Place
Sydney NSW 2000

e-mail: AuditRiskMembers@treasury.nsw.gov.au
Ph: 02 8522 7949
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1 INTRODUCTION

Treasury Policy Paper TPP 09-05, Internal Audit and Risk Management Policy for the
NSW Public Sector was first issued in August 2009. The Policy has since been
reviewed, updated, and is now TPP 15-03 Internal Audit and Risk Management
Policy for the NSW Public Sector (The Policy). The Policy requires agencies to
maintain organisational arrangements that provide additional assurance, independent
from operational management, on internal audit and risk management.

TPP 15-03 mandates a set of core requirements that departments and statutory
bodies must implement. Specifically, Core Requirement 3.1 requires agencies to
establish an independent Audit and Risk Committee with appropriate expertise.

TPP 15-03 requires Independent Chairs and Members to be drawn from the Panel of
prequalified individuals maintained through this Prequalification Scheme, Audit and
Risk Committee Independent Chairs and Members, established under Department of
Premier and Cabinet Circular C2009-13, Prequalification Scheme: Audit and Risk
Committees.

The Panel comprises highly skilled members with extensive experience across a
range of policy areas, is an important element in ensuring strong governance of NSW
public sector agencies and provides a valuable contribution to the NSW public sector.

2 DEFINITIONS

Agency means a Department or statutory body listed in Schedules 2 and 3 of the
Public Finance and Audit Act 1983 (PFAA) excluding universities.

Appeals Committee means the committee to be convened and chaired by a senior
executive of NSW Treasury. The Appeals Committee will consist of a senior executive
of NSW Treasury as Chair, a representative of a relevant professional body (e.g.
Institute of Internal Auditors) and senior executives from the Department of Premier
and Cabinet, and NSW Procurement.

Applicant means a person who has submitted an application for admission to the
Scheme.

Application means a written application for admission to the Scheme in the form
prescribed in Schedule 1.

Assessment Committee means the committee responsible for determining the
membership of the Panel to be formed under the Scheme in accordance with clause
71.

Audit and Risk Committee means the committee established by an Agency or group
of agencies to provide independent oversight and assurance. A Panel Member may
be engaged by an agency to be an Independent Chair or Member of an Audit and
Risk Committee.

Panel means the list of Panel Members assessed as suitable for engagement by
agencies as Independent Chairs and/or Members of agency Audit and Risk
Committees.

Panel Member means a person who has applied for, and been granted admission to,
the Panel by the Assessment Committee.

Status Reports — Page 249 of 283



10. ARIC Implications Report
Attachment B Scheme Conditions

Performance Report means a report submitted in accordance with clause 14.

Scheme means the Prequalification Scheme: Audit and Risk Committees
Independent Chairs and Members owned by NSW Treasury and administered by
NSW Procurement.

3 CONFIDENTIALITY

3.1 Confidential information submitted with an Application will be treated as
confidential by NSW Government agencies unless otherwise required by law.

3.2 Information submitted with an Application may be subject to investigation,
reference checking, searches, interviews, enquiries, and confirmation.
Applicants are deemed to have authorised any such action.

3.3 Agencies seeking to engage Independent Chairs or Members can view a
summary of the capability and experience of Applicants to assist in determining
a Panel Member’s suitability for a specific engagement.

4 NSW GOVERNMENT PROCUREMENT POLICY FRAMEWORK

4.1 Panel Members must adhere to the NSW Government Procurement Policy
Framework at all times.

4.2 Any breach of the NSW Government Procurement Policy Framework may
result in the termination of an engagement and/or removal from the Scheme.

5 APPLICATIONS FOR PREQUALIFICATION

5.1 Applications must be complete using the form provided in etenders site. Link to
form available from Procurepoint site.

5.2 Applications must be submitted via the etenders site as instructed within the
application. s

5.3 Only those Applications which fully satisfy all requirements set out in these
Scheme Conditions and that are fully completed will be considered by the
Assessment Committee.

6 REMUNERATION
6.1 Independent Chairs and Members engaged via this scheme will be

remunerated at the rates outlined in clause 6.2 below. These will be reviewed
every two years.
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6.2 The rates applicable from 1 February 2011 are:
Agency Indicator Chairperson Member fee
size fee (ex GST) (ex GST)
Large Organisations with $20,920 per $2,092 per
expenditure greater than | annum meeting day
$400m including
preparation
time
Medium Organisations with $16,213 per $1,621 per
expenditure less than annum meeting day
$400m but greater than including
$50m preparation
time
Small Organisations with $12,552 per $1,255 per
expenditure less than annum meeting day
$50m including
preparation
time

6.3 The following fee structure is applicable to multi-agency (shared) arrangements:

6.4

6.5

6.6

6.7

Multi Agency (shared) Audit and
Risk Committees

Fee category

agencies

Up to and including three small Medium
agencies

Two or more medium agencies Large
Any combination of small and medium | Large

The rates are exclusive of GST.

The method of payment shall be at the discretion of the agency. Payment may
be made either through the agency payroll or against an invoice.

The rates shall include all costs of the Independent Chair or Member excluding
subsistence and travel costs outside the Sydney Metropolitan Area and/or from

Interstate.

Subsistence and travel expenses outside the Sydney metropolitan area and/or
where the Panel Member is from Interstate are to be charged at actual cost, or
at the rates specified under the Crown Employees (Public Service Conditions of
Employment) Reviewed Award 2009, whichever is the lesser.
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7

71

7.2

7.3

7.4

8

8.1

PREQUALIFICATION PROCESS

The Assessment Committee will determine the membership of the Panel to be
formed under the Scheme. The Assessment Committee will be convened by a
senior representative from the NSW Treasury, and will also comprise senior
representatives from NSW Department of Customer Service and the NSW
Department of Premier and Cabinet, the Institute of Internal Auditors (or other
professional body) and a practising internal auditor. The Committee may
interview a short list of Applicants for inclusion in the Scheme.

The Panel to be formed under the Scheme will be composed of Applicants who
are deemed to be qualified following the assessment of an Application
submitted in the form prescribed in Schedule 1 and in accordance with the
Scheme Conditions.

Applications may be made at any time.

Applications will be assessed periodically at the discretion of the Assessment
Committee.

EVALUATION CRITERIA

Applications will be assessed according to the following evaluation criteria:

1. Applicants for the role of Audit and Risk Committee Member must
demonstrate:

a. Extensive senior level experience in governance and management of
complex organisations, an ability to read and understand financial
statements and a capacity to understand the ethical requirements of
government (including potential conflicts of interest).

b. Functional knowledge in areas such as risk management, performance
management, human resources management, internal and external
auditing, financial reporting, accounting, management control
frameworks, financial internal controls, governance (including planning,
reporting and oversight), or business operations.

c. a capacity to form independent judgements and willingness to
constructively challenge/question management practices and
information.

d. a professional, ethical approach to the exercise of their duties and the
capacity to devote the necessary time and effort to the responsibilities
of a Member of an Audit and Risk Committee.

e. Possession of a relevant professional qualification or membership [e.g.
Certified Internal Auditor, Certified Practising Accountant, Certified
Practicing Risk Manager, Member of the Australian Institute of
Company Directors (MAICD)] is desirable.

2. Applicants for the role of Audit and Risk Committee Chair, as well as
meeting the requirements for selection as an Audit and Risk Committee
Member outlined above, must demonstrate

a. leadership qualities and the ability to promote effective working
relationships in complex organisations.
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b. an ability to communicate complex and sensitive assessments in a
tactful manner to chief audit executives, senior management, board
members and Ministers.

c. asound understanding of:

— the principles of good organisational governance and capacity to
understand public sector accountability, including financial
reporting;

— the business of the department or statutory body or the
environment in which it operates;

— internal audit operations, including selection and review of chief
audit executives; and

— risk management principles.

8.2 Current employees of all NSW public sector agencies cannot serve as
Independent Members or Chairs of an Audit and Risk Committee (refer to
Guidelines).

This includes all agencies and employees in the Government service (Public
Service Departments, Non-Public Service Divisions and Special Employment
Divisions), the Teaching Service, NSW Police and the NSW Health Service.
For the purposes of this Scheme it will also include statutory and special
appointments other than non-executive directors of the governing board of a
statutory body. For the avoidance of doubt it is clarified that non-executive
directors of the governing board of a statutory body are eligible to be appointed
as independent chairs and members of Audit and Risk Committees subject to
satisfying the conflict of interest criteria and requirements set out in Sections
3.1.5 of TPP 15-03. This is to ensure that independence, real and perceived, is
maintained.

Public servants from other jurisdictions may be prequalified as Independent
Chairs or Members. However, the rules relating to secondary employment in
their organisation will need to be satisfied, including the management of any
conflict of interest, and written confirmation will need to be provided by an
authorised person in their jurisdiction.

9 INTERVIEW WITH ASSESSMENT COMMITTEE

9.1 Where further clarification is required, an Applicant may be provided with the
opportunity to attend an interview with members of the Assessment Committee.

10 NOTIFICATION OF ASSESSMENT OUTCOME

10.1 The Assessment Committee may accept an Application (with or without
limitation) or reject the Application.

10.2 NSW Procurement will notify all Applicants of the outcome of their Application in
writing.
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11 SPECIAL REQUIREMENTS
Membership of the Panel under the Scheme is subject to the following conditions:

11.1 For each Audit and Risk Committee to which the Panel Member is engaged, the
Panel Member will enter into a contract with the individual agency concerned,
unless other arrangements are specified by the agency.

11.2 The Panel Member may be subject to criminal record and financial status
(bankruptcy) checking at any time.

11.3 Any potential conflict of interest arising for the Panel Member in relation to an
individual engagement is to be declared prior to engagement by the agency.

11.4 The Panel Member must comply with:

(@) the Code of Conduct: Audit and Risk Committee Chairs and Members
(refer to Attachment 1 to the sample letter of engagement), and

(b)  the relevant agency’s Code of Conduct.

11.5 Panel Members may be engaged to a maximum of 5 Audit and Risk
Committees established in accordance with TPP 15-03. NSW Procurement
should be informed of all engagements. It is the responsibility of both
prequalified Panel Members and the department head or the governing board
of a statutory body to ensure this limit is not exceeded.

11.6 Independent Chair or Members of an Audit and Risk Committee will not
disclose without lawful authority:

(@) any secret or confidential information acquired by him or her as a
consequence of his or her role as an Independent Chair or Member of an
Audit and Risk Committee

(b) any secret or confidential information acquired by him or her from any
document to which he or she has access to as a consequence of his or
her role as an Independent Chair or Member of an Audit and Risk
Committee

11.7 Upon termination of an engagement an Independent Chair or Member of an
Audit and Risk Committee, will not, without lawful authority, disclose or make
any use of any confidential or secret information acquired as a consequence of
his or her role as an Independent Chair or Member of an Audit and Risk
Committee.

12 NOTIFICATION OF ENGAGEMENTS AND CHANGES TO PANEL MEMBER
STATUS

Panel members must immediately inform the NSW Procurement of any engagement to
or resignation from an Audit and Risk Committee or of any significant change in their
capability, contact details or address by writing/email with full details to:
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Prequalification Scheme: Audit and Risk Committee Independent Chairs and
Members

Attention: Rhonda Humphrey, NSW Procurement

NSW Treasury

Level 11

McKell Building

2-24 Rawson Place

SYDNEY NSW 2000

Email: AuditRiskMembers@treasury.nsw.gov.au

13 UPGRADING OF PREQUALIFICATION

13.1 The Assessment Committee may upgrade a Panel Member’s status under the
Scheme from Member only to Chair and Member where:

(@)

(b)

the Panel Member has submitted a written application seeking such an
upgrade, including documentation and other material in support of his or
her request.

The Panel Member is assessed by the Assessment Committee as
meeting the criteria for Audit and Risk Committee Chairs.

14 PERFORMANCE REPORTING BEHAVIOUR

14.1 Panel Member performance monitoring and reporting shall be conducted in
accordance with the following principles:

(a)

(b)

(c)

(d)

the mutual objective of the parties is to achieve continuous performance
improvement;

open, proactive and objective performance monitoring and periodic formal
reporting is required;

performance issues being promptly addressed by the parties concerned;
and

performance issues being discussed openly with the Panel Member to
ensure that concerns (such as dissatisfaction with performance) do not
come as a surprise prior to formal notification.

15 PERFORMANCE MANAGEMENT

15.1 The department head or governing board of a statutory body must establish a
mechanism for reporting on the performance of the Audit and Risk Committee
as a whole as well as the performance of the Chair and each Member.

15.2 As a minimum, an annual assessment of the operation of the Audit and Risk
Committee, including the performance of the Chair and members is required.

15.3 The Auditor-General may conduct a review of agency compliance with TPP 15-
03. This may include mechanisms to examine the performance of the Audit and
Risk Committee.
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15.4 Where there is an adverse report on the performance or conduct of a Panel
Member, a copy should be provided to the department head or governing board
of a statutory body, the Panel Member and the Secretary NSW Treasury.

15.5 If the Panel Member disagrees with an adverse report, the department head or
governing board of a statutory body and the Panel Member should attempt to
resolve the disagreement in the first instance.

15.6 Where an adverse report is amended, the department head or governing board
of a statutory body will advise the Secretary, NSW Treasury.

16 REMOVAL OF INDEPENDENT MEMBER FROM INDIVIDUAL AUDIT AND RISK
COMMITTEES

16.1 The department head or governing board of a statutory body may terminate the
engagement of an independent Chair or Member of an Audit and Risk
Committee where the Chair or Member has:

(a) breached the Scheme Conditions or code of conduct; or
(b) provided unsatisfactory performance on the particular committee; or

(c) declared or is found to be in a position of conflict of interest which is
unresolvable.

16.2 The department head or governing board of a statutory body may only
terminate the engagement of an Independent Chair or Member from the Audit
and Risk Committee with approval of the relevant Minister or, in the case of a
State Owned Corporation, the concurrence of the Board and Shareholder
Minister. The approval of the relevant Minister is not required in circumstances
where the Independent Chair or Member has been removed from the Scheme
or otherwise become ineligible to be a member of the Scheme (e.g.
commenced employment in the NSW Government service).

16.3 Where a department head or governing board of a statutory body terminates
the engagement of a Member of an Audit and Risk Committee, the department
head or governing board of a statutory body will then advise in writing:

(a) the Audit and Risk Committee Member of the decision to terminate his or
her engagement on the relevant Audit and Risk Committee; and

(b) the Secretary of the Treasury of the decision who will arrange for the
GoView database to be updated accordingly.
17 REMOVAL FROM THE SCHEME

17.1 Membership of the Panel will be reassessed and may be terminated by the
Assessment Committee if the Member has:

(a) breached the Scheme Conditions or Code of Conduct; or
(b) been declared bankrupt or found to be insolvent; or

(c) been the subject of substantiated reports of unsatisfactory performance
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for other NSW Government agencies; or

(d) been determined by the Appeals Committee as not suitable for future
work; or

(e) experienced an adverse change in capacity or capability; or
) experienced an adverse change in business status; or

(g) been proven to be in serious breach of his or her obligations under any
NSW legislation; or

(h) otherwise failed to meet the standards required of the Scheme in terms of
its project outcomes, client satisfaction and ethical business practices.

17.2 Before membership of the Scheme is formally revoked under clause 17.1, the
Secretary, NSW Treasury will advise the Panel Member of the matters
prompting the proposed action and will give the Panel Member the opportunity
to provide reasons as to why the revocation should not occur.

18 APPEALS

18.1 Should an Applicant and/or Panel Member believe that there are substantive

18.2

grounds for a review of:

(@) the Assessment Committee’s decision not to admit the Applicant to the
Scheme; or

(b) the decision to terminate Panel Member’s engagement to an individual
Audit and Risk Committee under Section 16; or

(c) the Assessment Committee’s decision to terminate Panel Member’s
membership of the Scheme under Section 17.

The Applicant and/or Panel Member may appeal to the Appeals Committee
referred to in clause 18.2, the decision in writing, providing full details of the
reasons for the request, sent to:

Prequalification Scheme: Audit and Risk Committee Independent Chairs
and Members

Attention: Rhonda Humphrey, NSW Procurement

NSW Treasury

Level 11

McKell Building

2-24 Rawson Place

SYDNEY NSW 2000

The Appeals Committee will be convened and chaired by a senior executive of
NSW Treasury. The Appeals Committee will consist of a representative of a
relevant professional body, and a senior executive of the NSW Department of
Premier and Cabinet, NSW Treasury (Chair) and the NSW Customer Service.
The Appeals Committee is not to include any of the original members of the
Assessment Committee, although their advice may be sought. The Appeals
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Committee will assess the merits of the Applicant’s case. NSW Treasury will
inform the Applicant in writing of the outcome of the review.
19 PUBLICITY

19.1 Panel Members must not advertise, promote or publicise in any form their
admission to the Scheme without written consent of NSW Treasury.

20 APPLICANT’'S ACKNOWLEDGMENT

20.1 In applying for membership, the Applicant agrees to the Scheme Conditions
and the Code of Conduct and to accepting the roles and responsibilities
outlined in TPP 15-03 on being engaged to an ARC.

21 DISCLAIMER

21.1 The Assessment Committee reserve the absolute discretion to:
(a) accept an Application with or without conditions;
(b) reject an Application; and
(c) revoke a Panel Member’s admission to the Scheme.

21.2 NSW Treasury will not be held liable for any costs or damages incurred by the
Panel Member in the exercise of such discretion.

22 PREQUALIFICATION NO GUARANTEE OF WORK

22.1 The receipt of prequalification by an Applicant does not guarantee:
(@) continuity of the prequalification during the duration of the Scheme; or
(b) that engagements or work of any kind or quantity will be offered.

23 REVIEW AND DEVELOPMENT OF THE SCHEME

23.1 The Scheme will be monitored by NSW Treasury to assess whether the

objectives and intent of the Scheme are being met. Modifications may be made
at any time at NSW Treasury’s discretion.
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SCHEDULE 1

PREQUALIFICATION SCHEME: AUDIT AND RISK COMMITTEE INDEPENDENT CHAIRS
AND MEMBERS

APPLICATION FORM

The Application Form previously
provided at Schedule 1 has been
superseded.

Please refer to ProcurePoint
for the current application process.
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SCHEDULE 2
PREQUALIFICATION SCHEME: AUDIT AND RISK COMMITTEE INDEPENDENT CHAIRS
AND MEMBERS - EXAMPLE LETTER OF ENGAGEMENT/ACCEPTANCE

Name
Address

Dear Ms / Sir

You have been selected from the Prequalification Scheme: Audit and Risk Committee
Independent Chairs and Members to be an [independent member or independent chair
(delete as applicable)] of the Department of [#] Audit and Risk Committee. The Committee
meets [#] times a year including a meeting in [#] to review the annual financial accounts. A
copy of NSW Treasury’s Internal Audit and Risk Management Policy for the NSW Public
Sector (TPP15-03), the Audit and Risk Committee Charter and Department’s Code of
Conduct applicable to your engagement are attached. The Department’s most recent Annual
Report is available online at [#insert url].

The conditions under which you will be engaged are detailed in the Scheme Conditions
dated [#] issued by the NSW Treasury. You are also required to agree to abide by the
attached Code of Conduct: Audit and Risk Committee Chairs and Members, and comply with
any other legislation, regulations or guidelines applicable to internal audit and risk
management in the NSW public sector, as they apply to Audit and Risk Committees. In
particular, your roles and responsibilities as an Independent Chair or Member are outlined in
TPP15-03 and in the Audit and Risk Committee charter.

You will be remunerated at the current rate for a [#] sized agency as prescribed in the
Prequalification Scheme Conditions of [$# per day or # per annum (delete as applicable)].
For further information regarding remuneration, subsistence and travel please see section 6
of the Scheme Conditions.

The engagement will be for [#] years starting [#]. Note that this engagement can be
terminated by mutual agreement and in accordance with the Scheme Conditions.

During your engagement as a Chair or Member (amend as applicable) of the Audit and Risk
Committee you will not disclose without lawful authority:
¢ any secret or confidential information acquired by you as an Independent Chair or
Member of an Audit and Risk Committee;
e any secret or confidential information acquired by you from any document to which
you have access to as an Independent Chair or Member of an Audit and Risk
Committee

Upon termination of your engagement as a Chair or Member (amend as applicable) of an
Audit and Risk Committee you will not, without lawful authority, disclose or make any use of
any confidential or secret information acquired by you in your role as an Independent Chair
or Member of an Audit and Risk Committee.

Should you have any questions or wish to discuss your engagement, please contact me on
[#H##].

If you wish to take up this offer please sign the declaration at the end of this letter and return
it to this Office within 5 business days.

I look forward to receiving your acceptance and to working with you on the [#] Audit and Risk
Committee.
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Yours sincerely

Department Head or in accordance with a resolution of the Governing Board of the Statutory
Body

| hereby accept the offer of engagement contained in this letter and agree to carry out the

services in accordance with the Scheme Conditions. | confirm that I:

e accept the roles and responsibilities outlined for Independent Chairs and Members in
TPP 15-03 and in the Audit and Risk Committee charter.

e agree to abide by the Code of Conduct: Audit and Risk Committee Chairs and Members.

e am willing to undergo a criminal record and financial status check if required.

¢ do not have any conflict of interest that would prohibit me from accepting this
engagement and will advise the department head or the governing board of a statutory
body andNSW Procurement should a conflict arise during the course of my engagement.

¢ am not a Member of more than four other NSW Government Audit and Risk Committees
as outlined on the attached schedule.

Print Name
Signature

11

Return a copy to Department Head or the Governing Board of the Statutory Body and Rhonda HumphreyNSW
Procurement, Level 11, McKell Building, 2-24 Rawson Place, Sydney NSW 2000 e-mail:
AuditRiskMembers@treasury.nsw.gov.au
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ATTACHMENT 1

CODE OF CONDUCT: AUDIT AND RISK COMMITTEE CHAIRS AND MEMBERS

(insert here)
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ATTACHMENT 2: Current membership of NSW Government Audit and Risk Committees

Agency (List multiple Name of Committee Role (Chair or Member) Engagement Start Date End Date
agencies if on a cluster Fee (p-a.)

based shared Audit and
Risk Committee )

Print Name Signature Date

Return a copy to the Department Head or the Governing Board of the Statutory Body and Rhonda Humphrey, NSW Procurement , Level 11, McKell Building, 2-24 Rawson Place,
Sydney NSW 2000 e-mail: AuditRiskMembers@treasury.nsw.gov.au
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ATTACHMENT 3: Current membership of sub committees of NSW Government Audit and Risk Committees

Agency (List multiple agencies if a Name of Committee = Name of sub Role (Chair or Engagement  Start End

cluster Audit and Risk Committee ) committee Member) Fee (p-a.) Date Date

Print Name Signature Date

Return a copy to the Department Head or the Governing Board of the Statutory Body and Rhonda Humphrey, NSW Procurement, Level 11, McKell Building, 2-24 Rawson Place,
Sydney NSW 2000 e-mail: AuditRiskMembers@treasury.nsw.gov.au
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ATTACHMENT 4: Other Significant appointments within and outside the NSW Public Sector

List other significant appointments (ie other than to Audit and Risk Committees) both within and outside the NSW public service and briefly describe your
role.

Organisation ' Role Start Date End Date

Add more rows if necessary

Print Name Signature Date

Return a copy to the Department Head or the Governing Board of the Statutory Body and Rhonda Humphrey, NSW Procurement, Level 11, McKell Building, 2-24 Rawson Place,
Sydney NSW 2000, e-mail: AuditRiskMembers@treasury.nsw.gov.au
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_________ EndofDocument
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W
NSW

GOVERNMENT

NSW Treasury,

PREQUALIFICATION SCHEME: AUDIT AND RISK
COMMITTEE INDEPENDENT CHAIRS AND MEMBERS

GUIDELINES FOR AGENCIES AND MEMBERS

September 2019
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SCHEDULE OF DOCUMENT AMENDMENTS

Revision | Date Update Description
Number
0. 4 May 2009 Document Original - first publication
1. Jan 2013 A number of revisions have been made to the Scheme

Guidelines. Some key changes are listed below.

Terms such as Agency Head/CEO/Board replaced by
“department head or governing board of a statutory
body” to align with TPP 09-05

Department of Services Technology & Administration’s
name updated to Department of Finance and Services
(DFS)

Contact Details updated

Introduction: amended to reflect the change in policy
ownership

Capability Area: amended to reflect the new department
name

Independent Chair 3 (b) inserted to align with Scheme
Conditions.

Independent Member 2, “enterprise” deleted from
“enterprise risk management”

Frequently Asked Questions

Question 1 amended to replace CEO with department
head or governing board of statutory body

Question 2 amended to clarify the timing for undertaking
checks

Question 3 amended to insert a new paragraph to refer
to TPP 09-05, and the Code of Conduct: Audit & Risk
Committee Independent Chairs and Members. The
word “recently” is also defined.

Question 4 amended to include engagement of panel
member/s for sub committees

Question 5 amended to emphasise the requirement for
members to be prequalified

Question 7 amended

Question 8 amended to identify applicants that are
ineligible to serve as a Chair or member of an Audit and
Risk Committee
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Question 9 amended to reflect the new remuneration
rates as stated in the Scheme Conditions

Question 10 “appointment” replaced with
“engagement”

Question 11 department name updated. Clarified that
DFS and Treasury will provide information sessions
while induction will be responsibility of agencies

Question 13 amended to include requirement to record
details of any other significant appointments within and
outside the public sector

Question 14 amended to refer to the requirements in
TPP 09-05 for the performance assessment of Audit
and Risk Committees

Question 15 deleted

Attachments deleted

2. Jan 2015 Amended question 9 to remove references to the
Statutory and Other Offices Remuneration Tribunal

Replaced references to the NSW Department of
Finance and Services with NSW Office of Finance and
Services

Amended NSW Treasury contact person
Amended OFS contact person

3. July 2015 Update of Department name change, contact name and
Treasury Policy TPP 15-03.
July 2019 Department Change, email change
5. Sept 2019 Contact updates, Department changes
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CONTACT DETAILS

Financial Management and Accounting Policy Branch, NSW Treasury, is responsible for all
matters relating to Treasury Policy Paper 15-03, Internal Audit and Risk Management for the
NSW Public Sector.

If you require information regarding the Policy, contact:

Greg McGarr
Director Financial Management Governance and Analytics

NSW Treasury

GPO Box 5469

Sydney NSW 2001

e-mail: finpol@treasury.nsw.gov.au
Ph: 02 9228 3764

The NSW Procurement manages the operational aspects of the Scheme. For matters related
to the operation of the Scheme contact:

Rhonda Humphrey

NSW Treasury

NSW Procurement

Level 11, McKell Building

2-24 Rawson Place

Sydney NSW 2000

e-mail: AuditRiskMembers@treasury.nsw.gov.au
Ph: 02 9372 7649

https://www.procurepoint.nsw.gov.au/before-you-
buy/prequalification-schemes-0/audit-and-risk-committee-
independent-chairs-and-members
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INTRODUCTION
1.
The advice of highly skilled Audit and Risk Committee independent Chairs and Members is an

important element of ensuring strong governance of NSW public sector agencies.

The NSW Department of Premier and Cabinet, established the Prequalification Scheme —
Audit and Risk Committee Independent Chairs and Members (the “Scheme”). The Scheme
assists NSW public sector agencies in complying with the requirements of the NSW Treasury
Policy Paper 15-03 Internal Audit and Risk Management Policy for the NSW Public Sector,
(the “Policy”) as it relates to the engagement of Audit and Risk Committee Independent Chairs
and Members. Policy responsibility for the Scheme was transferred to NSW Treasury with
effect from June 2012.

These guidelines are to assist agencies (and, where appropriate, State Owned Corporations)
seeking to utilise the Scheme and should be read in conjunction with the Scheme Conditions.

SCHEME AIMS

The Scheme aims to:

e improve probity standards and quality assurance by allowing for third party assessment of
independent persons available for engagement to public sector Audit and Risk Committee
positions; and

o streamline the engagement of suitable persons to public sector Audit and Risk Committee
positions by pre-qualifying independent individuals with demonstrated skills and
experience in the area.

CAPABILITY AREAS

NSW Procurement will maintain a list of individuals with relevant skills and who satisfy the
criteria relating to the capability areas for “Member” and “Chair” (the prequalified panel). A
Chair must fulfil the requirements for both Member and Chair even if they only seek
engagement as a “Chair”.

Independent Chair

1. Leadership qualities and the ability to promote effective working relationships in complex
organisations.

2. An ability to communicate complex and sensitive assessments in a tactful manner to
chief audit executives, senior management, board members and Ministers.

3. A sound understanding of:
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a) the principles of good organisational governance and capacity to understand public
sector accountability, including financial reporting;

b) the business of the department or statutory body or the environment in which it
operates;

c) internal audit operations, including selection and review of chief audit executives;
and

d) risk management principles.

Independent Member

1. Extensive senior level experience in governance and management of complex
organisations, an ability to read and understand financial statements and a capacity to
understand the ethical requirements of government (including potential conflicts of
interest).

2. Functional knowledge in areas such as: risk management; performance management;
human resources management; internal and external auditing; financial reporting;
accounting; management control frameworks; financial internal controls; governance
(including planning, reporting and oversight); or business operations.

3. A capacity to form independent judgements and willingness to constructively
challenge/question management practices and information.

4. A professional, ethical approach to the exercise of their duties and the capacity to devote
the necessary time and effort to the responsibilities of a Member of an Audit and Risk
Committee.

5. Desirable to possess a relevant professional qualification or membership [e.g. Certified
Internal Auditor, Certified Practising Accountant, Certified Practising Risk Manager,
Chartered Accountant, Graduate Member of the Australian Institute of Company
Directors].

FREQUENTLY ASKED QUESTIONS

1. How does the Scheme operate?

The Scheme creates a framework for the prequalification of independent individuals with
relevant experience and qualifications who are available to be engaged to positions of
Audit and Risk Committee Independent Chair and Members, serving NSW Government
departments and statutory bodies.
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Each relevant department head or governing board of a statutory body selects and
engages the independent Chair and Members of their respective Audit and Risk
Committee from the prequalified panel to meet the Policy’s requirements, the needs of
their organisation and the skill set of the available pre-qualified panel members.

Are any checks required to be undertaken?

Criminal record and financial status (bankruptcy) checks may need to be undertaken as
appropriate, at any time. Additionally, the prequalified panel member must declare any
potential conflict of interest relating to an individual engagement and an offer must not be
made or accepted if a conflict of interest becomes apparent. It is the responsibility of the
department head or governing board of a statutory body and panel members to ensure
that any conflicts of interest are declared and managed prior to and throughout any
engagement under this Scheme.

How is “independent” defined?

Guidelines for assessing independence and conflicts of interest are set out in the NSW
Treasury Internal Audit and Risk Management Policy for the NSW Public Sector (TPP 15-
03). Clause 3.1.5 of TPP 15-03 outlines a non-exhaustive list of threats to independence
as well as relationships that must be avoided. Independent Members must notify the
department head or governing board of a statutory body immediately if a real or perceived
threat to independence arises.

An independent Chair or Member should not have a recent close association with the
agency or its Chief Executive Officer (CEQO). A recently (less than 3 years) retired senior
executive of an agency or a close associate of the CEO would not be defined as
“independent”.

Similarly, a current or recent external provider of internal audit services to an agency
would not be considered independent.

Requirements for the continuous disclosure of conflict of interest are contained in the
Code of Conduct: Audit and Risk Committee Independent Chairs and Members. (Refer to
Attachment 1 to the sample letter of engagement in the Scheme conditions).

1.

Do independent Chairs and Members have to be sourced from the prequalified
panel?

Yes. From 30 April 2009, all new engagements as independent Chairs and Members
must be made from the prequalified panel for NSW public sector agencies. Non-executive
directors of the governing board of a statutory body that are pre-qualified are eligible for
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appointment as chairs and members of the Audit and Risk Committee. Agencies are also
encouraged to engage independent members from the panel to serve on any sub
committees established by the Audit and Risk Committee with the approval of the
department head or governing board of a statutory body.

What happens to a currently serving independent Chair or Member who does not
apply for pre-qualification?

The Policy mandates the selection of independent Chairs or Members from the Scheme
which provides a pool of individuals who have been subject to an impartial selection and
qualification process.

Where an independent Chair or Member who is not pre-qualified continues to serve on an
Audit and Risk Committee, then the department head or governing board of a statutory
body will need to apply to the Portfolio Minister for an exception to this requirement.

Can prequalified panel members be engaged to any NSW public sector agency’s
Audit and Risk Committee?

Once prequalified Chairs and Members meet the independence and conflict of interest
criteria set out in NSW Treasury TPP 15-03 Internal Audit and Risk Management Policy for
the NSW Public Sector, they can be engaged by agencies under the Scheme. It is the
responsibility of the department head or governing board of a statutory body to ensure that
these criteria are applied before any such engagement is made. The NSW Treasury
Internal Audit and Risk Management Policy for the NSW Public Sector also requires the
department head or governing board of a statutory body annually to attest to compliance
with the core requirements of TPP 15-03. Core Requirement 3.1.4 requires that each
independent Member of the Audit and Risk Committee meet the mandated independence
and conflict of interest criteria.

Does the Scheme allow for prequalified panel members to be engaged to more than
one Audit and Risk Committee?

Yes. Prequalified independent Chairs or Members may be engaged to up to five NSW
Audit and Risk Committees at any one time (each shared Committee oversighting more
than one agency counts as one as does each individual Committee within a ‘cluster’).

It is the responsibility of both prequalified panel members and the department head or
governing board of a statutory body to ensure that this limit is not exceeded and that NSW
Procurement is advised of all engagements. NSW Procurement will record this information
in the Audit and Risk Committee panel database. A schedule is attached to the standard
engagement letter to ensure the database is kept up to date.
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8.

Can public servants be engaged as independent Chairs or Members of an Audit and
Risk Committee?

No. Current employees of all NSW public sector agencies cannot serve as independent
Members or Chairs of an Audit and Risk Committee, including within their own agency.
This includes all agencies and employees in the Government service (Public Service
Departments, Non-Public Service Divisions and Special Employment Divisions), the
Teaching Service, NSW Police and the NSW Health Service. For the purposes of this
Scheme it will also include statutory and special appointments other than non-executive
directors of the governing board of a statutory body. For the avoidance of doubt it is
clarified that non-executive directors of the governing board of a statutory body are eligible
to be appointed as independent chairs and members of Audit and Risk Committees
subject to satisfying the conflict of interest criteria and requirements set out in Sections
3.1.5 of TPP 15-03. This is to ensure that independence, real and perceived, is
maintained.

Public servants from other jurisdictions may be prequalified as independent Chairs or
Members. However, the rules relating to secondary employment in their organisation will
need to be satisfied, including the management of any conflict of interest, and written
confirmation will need to be provided by an authorised person in their jurisdiction.

On what terms are prequalified persons engaged?

The terms of engagement are set out in the Scheme Conditions document, as updated
from time to time, and the letter of engagement. The engaging agency and the panel
member will need to enter into a separate written agreement for each engagement.

The standard form of agreement is set out at Schedule 2 of the Scheme Conditions.
Agencies should not modify the terms of the agreement unless there are exceptional
circumstances which warrant modification. Advice can be sought from NSW Procurement.

Note that the Scheme Conditions include provisions to remove members from the Scheme
and outlines the processes to be followed in the case of unsatisfactory performance.

Independent Chairs and Members engaged under the Scheme will be remunerated in
accordance with the rates below. These rates are reviewed every two years.
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10.

The rates applicable from 1 February 2011 are:

Agency size Indicator Chairperson fee Member fee
(ex GST) (ex GST)
Large Organisations with expenditure | $20,920 per annum | $2,092 per meeting
greater than $400m day including
preparation time
Medium Organisations with expenditure | $16,213 per annum | $1,621 per meeting
less than $400m but greater day including
than $50m preparation time
Small Organisations with expenditure | $12,552 per annum | $1,255 per meeting
less than $50m day including

preparation time

The following fee structure is applicable to multi-Agency (‘shared’) arrangements:

Multi Agency Audit and Risk Committees Fee category
Up to and including three small agencies Medium

Two or more medium agencies Large

Any combination of small and medium agencies Large

The rates are exclusive of GST.

The method of payment shall be at the discretion of the agency. Payment may be made
either through the agency payroll or against an invoice.

The rates include all costs of independent Chairs and independent Members engaged
under the Scheme excluding subsistence and travel costs outside the Sydney Metropolitan
Area and/or from Interstate.

Subsistence and travel expenses outside the Sydney metropolitan area and/or where the
panel member is from Interstate are to be charged at actual cost, or at the rates specified
under the Crown Employees (Public Service Conditions of Employment) Reviewed Award
2009, whichever is the lesser.

Does the NSW Cabinet need to approve the engagement of panel members before
they become effective?

No. Generally all external members of boards and committees need to be approved by
Cabinet under the NSW Government Boards and Committees Policy. However, Cabinet
does not need to approve engagements to Audit and Risk Committees as Audit and Risk
Committees provide advice to agencies rather than Ministers.
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11.

12.

13.

14.

What information will be provided to panel members?

Panel members will be able to attend information sessions provided by NSW Treasury.
Information sessions may be arranged from time to time or as a result of a significant
change to the Internal Audit & Risk Management Policy. It is anticipated that each agency
also will provide an induction to their committee members.

Are independent Audit and Risk Committee members covered for Professional
Indemnity and other insurance?

Each department head or governing board of a statutory body is responsible for ensuring
that the Audit and Risk Committee has the appropriate mix of skills and expertise to
successfully implement its charter and that the agency holds insurance coverage for these
activities. Each agency should consider whether its existing insurance arrangements
provide sufficient coverage for Audit and Risk Committee members in relation to claims for
loss or damage made against them in their capacity as members. Panel members should
satisfy themselves that the agency has sufficient insurance coverage relating to their role
on the Audit and Risk Committee prior to accepting an engagement and, if necessary,
seek independent legal advice as to its efficacy.

What are the record-keeping requirements of the Scheme?

Independent Chairs and Members engaged to an Audit and Risk Committee are required

to provide the following details to the agency and NSW Procurement prior to the

engagement taking effect:

¢ the name of the panel member;

o the role of the panel member;

e payment and duration for each engagement;

o the nature of the engagement and any subsequent changes to an engagement;

e details of any other engagements to NSW Government Audit and Risk Committees,
including any sub committees of Audit and Risk Committees, and

e details of any other significant appointments within and outside of the public sector.

This information will be centrally maintained by NSW Procurement.

How is the performance of Audit and Risk Committee panel members monitored
and reported on?

Clauses 3.3.21 — 3.3.26 of TPP 15-03 set out the requirements for the performance
assessment of Audit and Risk Committees. It is the responsibility of the department head
or governing board of a statutory body, in consultation with the Chair of the Audit and Risk
Committee, to establish a mechanism to review and report on the performance of Audit
and Risk Committees as a whole, and the performance of the Chair and each Member, at
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least annually. The department head or governing board of a statutory body may delegate
the performance review function to the Audit and Risk Committee Chair. The review could
take the form of a self-assessment with input from key stakeholders.

Detailed information on performance issues can be found in sections 14 to 18 of the
Scheme Conditions. Agencies should follow the steps outlined in the Scheme Conditions
to ensure that they observe procedural fairness in the course of performance reporting.
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STAND ALONE MODEL - ARIC

YASS VALLEY COUNCIL
SHARED AUDIT, RISK AND IMPROVEMENT COMMITTEE COST ANALYSIS

{Annual Member Fi i,

Council Expenditure FY19 \Council Size Wnnual Chair Fee fex GST|* . -:Ffl' B Tatal Fees.

ass valley Council 32 million Smiall 3 12,562.08 14,700:08 27,252.80
Upper Lachlan $hire 29 million Small 3 12,562.08 14.700:08 217.252.80
Gaulburn Mutwaree Council 61 million Mindium 3 16,213.08. 19,452.08 35, 66500
{Total Fees 5 41,317.00 |5 48,852.00 |5 90,269.00
*Assumptions
1. Fees pald to Audit, Risk and Improvement:Comm fitee members and the Chair dre terba the same as thase eu W the NSW 4 scheme,
2 ARIC membership comprises of three (3Fmembers
3. ARIC meets 4 times per year
4. Cach council has a stand-alone ARIC
SHARED MODEL A - ARIC
Madel A assumes the Shared ARIC meets four-times a year and serves all Partner-Couneil at each meeting [Membersare: cnly compensated for & meeting per-annum|

nual Member Fees assuming
Councll nditure FY19 [Eauncil Size fAnnual Chalr Fes(ex GST)* Tatal Fees {ew G5T|
|Em L ¥ huding GST] L 1

ass valley Council 32 million Small
Unper Lachlan Shire Smaill & 20,9200 | & 2570400 | & A 07400
Gaulburn Mubwaree Council 61 million Meciun
l"— —

otal Fees 3 20,920.00 |5 25,104.00 |5 45,024.00

SHARED MODEL B - ARIC

Madel B assumes that each meeting instance ofthe ARIE represents ineffect 3 speaceate ARIC meetings (ane for each Partner Councdilliand & charged ar that basis [Members. are compensated far 12 meetings per annum)

al Membor F in
\council I!lp.ndknr. Frie \equricil Sizo- Fnnual Chair Fos: {ox GST| i :sﬂsrr s B Total Faes. jex GST)
a5 valley Council 52 milhon 5mail
Upper Lachlan Shire 25 million 5mall 3 20.520:60 | § 7530200 | & 96,232.00
Goulburn Mutwaree Council 61 million Medium
hotal Tees i_ § 20,920.00 |5 75,312.00 | § 96,232.00
POTENTIAL SAVINGS - MODEL A (EQUAL SPLRT SPPROACH)
(Council Stand:flane ARIC Fees [ex GST) Shared ARIE Fees [Ex GST)
ass valley Council 5 2725200 |5 534135 [ 5
Upper Lachlan Shire $ 27.25200 |5 15,3413
Goulburn Mutwaree Council B 35,66500 | § 7534138 |5
| atal
POTENTIAL SAVINGS - MODEL A (POPULATION: BASER APPREACH)
|councit Stand Klone ARIC Fees Share of Fopulation (2018) Shared ARIC Fees (Equal Split) Fatal savings
ass valley Cauncil 17,25200 30.40% 1399130
Upper Lachlan Shire 27.25200 14.30% 5,581 43,
|Gaulburn Mubwaree Council 35,665 00 55.36% 5 545137 |5
[Total 54, 169.00 100:00% 46,024.00 | 5 44,145.00
POTENTIAL SAVINGS - MODEL B [EQUAL SPLIT APPROACH)
il stand-Alane ARIC Fees [ex GST) shared ARIE Fees.[Ex GST)
ass valley Council 5 27,252.00 |5 3207733 %
Ugper Lachlan Shire H 27,252.00 |5 32,077.3% |5
|Gaulburn Mubwaree Council 3 3566500 | 5 32,07733 |5
| otal
POTENTIAL SAVINGS - MODEL B [POPULATION BASED APPROACH)
Councll Stand Alane ARIE F Share of Population [2018) Shared ARIE Foes (Equal Spht) Fotal savings
ass valley Council < 77,25200 30.86% ] 7975453 |5
Upper Lachlan Shire 5 27,252.00 14.36% 13,7618 | 5
Gaulburn Mubwaree Council [] 3566500 55.36% 53,216:30° |5 17,551.30
hotal 5 59, 169.00 16K 0%, 96,232.00 |5 ,063.00
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